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ANALYSIS AND CLASSIFICATION OF MAJOR CHALLENGES IN CREATING A
BUSINESS-ENABLING ENVIRONMENT IN KYRGYZ REPUBLIC

Abstract: This article examines the major challenges to creating a business-enabling
environment in the Kyrgyz Republic through an integrated analytical, empirical, and legal
approach. The study proceeds from the premise that the effectiveness of a business environment
depends not only on the existence of formal legal and regulatory frameworks, but on the quality
of their implementation, coherence, and institutional enforcement. Drawing on business
perception surveys, international institutional assessments, national analytical reports, and legal
analysis, the article identifies and classifies the core constraints affecting business activity in
Kyrgyzstan.

The findings demonstrate that regulatory complexity and instability, inconsistent law
enforcement, governance-related risks, limited access to finance, and infrastructure deficiencies
constitute a mutually reinforcing system of barriers. The research confirms that the principal
challenge lies in the gap between formally established legal norms and their practical application.
Frequent regulatory changes, overlapping legal regimes, and broad administrative discretion
undermine legal certainty and increase transaction costs, particularly for small and medium-sized
enterprises.

From a legal and institutional perspective, the business-enabling environment is
conceptualized as a legally constructed system whose effectiveness depends on regulatory
coherence, predictability, and enforceability. The article concludes that fragmented and isolated
reform measures are insufficient to address systemic constraints and emphasizes the importance
of an integrated approach combining regulatory quality, consistent law enforcement, effective
legal protection mechanisms, and institutional capacity. The study contributes to the academic
literature on business environment reform in transition economies and provides a structured
analytical basis for further legal and policy-oriented research.

Keywords: Business-enabling environment; regulatory quality; legal certainty; law
enforcement; governance; access to finance; infrastructure constraints; transition economy;
Kyrgyz Republic.

Introduction. The creation of a business-enabling environment is widely recognized as a
fundamental prerequisite for sustainable economic growth, private sector development, and
investment attraction. In transition economies, this task is particularly complex, as institutional
transformation, legal reforms, and market liberalization often evolve unevenly and are
accompanied by structural inefficiencies. The quality of the business environment directly affects
entrepreneurial activity, competitiveness, and the long-term resilience of national economies.

6



«Central Asian Scientific Journal» Ne1 (29) — AHeaps — Mapm 2026

The Kyrgyz Republic represents a typical case of a small open economy undergoing
prolonged transition. Since gaining independence, the country has implemented a series of
economic and legal reforms aimed at promoting private initiative, reducing state involvement in
economic activities, and integrating into regional and global markets. These reforms have
included the adoption of business-related legislation, tax system restructuring, investment
promotion measures, and initiatives to simplify administrative procedures. However, despite
these efforts, the overall business environment remains constrained by persistent systemic
challenges.

Empirical observations and analytical assessments consistently indicate a gap between
formal regulatory frameworks and their practical implementation. While the legal architecture
governing entrepreneurship appears relatively comprehensive, businesses continue to face
regulatory uncertainty, inconsistent enforcement of rules, and elevated compliance costs. These
issues are further exacerbated by governance weaknesses, limited institutional capacity, and
deficiencies in infrastructure and financial systems.

In this context, improving the business-enabling environment in Kyrgyzstan is not merely
a technical or regulatory issue but a broader institutional challenge. Addressing it requires a
nuanced understanding of how legal, administrative, financial, and structural factors interact to
shape business behavior. A fragmented or poorly functioning business ecosystem not only
discourages domestic entrepreneurship but also undermines foreign investment and economic
diversification efforts.

The purpose of this article is to analyze and classify the major challenges hindering the
creation of a business-enabling environment in Kyrgyzstan. By adopting an analytical and
systematic approach, the study seeks to move beyond descriptive assessments and provide a
structured understanding of the core obstacles affecting business development. This approach
allows for the identification of interrelated problem areas and creates a foundation for evidence-
based policy recommendations.

Despite ongoing reform efforts, the business environment in Kyrgyzstan continues to face
deep-rooted and multidimensional challenges that limit its effectiveness and predictability. The
central problem lies not only in the existence of regulatory and institutional barriers, but in their
systemic nature and cumulative impact on entrepreneurial activity. These barriers affect
businesses at all stages of their lifecycle, from market entry and operation to expansion and exit.

One of the most prominent issues is regulatory inefficiency. Although legislation
governing business activities aims to streamline procedures and enhance transparency,
entrepreneurs frequently encounter excessive administrative requirements, overlapping
competencies among state authorities, and unclear procedural guidelines. The lack of regulatory
coherence leads to delays, discretionary decision-making, and increased transaction costs. As a
result, compliance with formal rules often becomes burdensome, particularly for small and
medium-sized enterprises (SMEs), which typically lack sufficient legal and administrative
resources.

Closely linked to regulatory inefficiency is the problem of inconsistent enforcement.
Differences in interpretation and application of laws across regions and institutions generate legal
uncertainty and undermine the principle of equal treatment. Businesses are often exposed to
unpredictable inspections, conflicting requirements, and ad hoc administrative practices. This
environment weakens trust in public institutions and reduces incentives for formalization and
long-term investment.
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Governance-related challenges further compound these problems. Corruption risks, limited
accountability mechanisms, and weak institutional oversight continue to distort business—state
interactions. Informal practices, such as unofficial payments or negotiated compliance, not only
increase operational costs but also distort competition by placing compliant firms at a
disadvantage. For many entrepreneurs, especially in highly regulated sectors, governance failures
represent one of the most significant obstacles to sustainable business operations.

Financial constraints constitute another critical dimension of the problem. Access to
affordable finance remains limited due to high interest rates, stringent collateral requirements,
and underdeveloped financial instruments. SMEs and start-ups are particularly affected, as they
often lack the assets or credit history required to obtain bank financing. In parallel, insufficient
financial literacy and weak support mechanisms further restrict the ability of businesses to
mobilize capital for growth and innovation.

Infrastructure and digitalization gaps add an additional layer of complexity. Inadequate
transport networks, unreliable energy supply, and uneven access to digital services increase
operational risks and limit market access, especially for businesses located outside major urban
centers. While digital solutions have the potential to reduce administrative burdens and enhance
transparency, their implementation remains fragmented and uneven.

Taken together, these challenges form a mutually reinforcing system of constraints that
inhibit the development of a truly business-enabling environment in Kyrgyzstan. The absence of
a comprehensive analytical classification of these challenges limits the effectiveness of reform
efforts, as policy interventions often address isolated symptoms rather than underlying structural
causes. This article addresses this gap by systematically identifying and classifying the major
obstacles to business development, thereby providing a conceptual framework for more coherent
and targeted reforms.

Analytical Framework and Classification of Challenges

To provide a structured and policy-relevant assessment of the business-enabling
environment in the Kyrgyz Republic, this study applies an integrated analytical framework that
classifies existing challenges into interrelated categories reflecting the core dimensions of
business activity. Rather than examining individual constraints in isolation, the framework
emphasizes their cumulative and mutually reinforcing nature. The classification is informed by
institutional analysis, regulatory review, and empirical evidence derived from business
perception surveys conducted by the International Business Council (IBC), as well as official
data from national authorities.

The first major category of constraints relates to regulatory and legal barriers. Although
Kyrgyzstan has established a relatively comprehensive legal framework governing
entrepreneurial activity, the effectiveness of this framework is undermined by regulatory
complexity and implementation gaps.! Businesses frequently report excessive administrative
requirements, overlapping mandates among public authorities, and insufficient procedural clarity.
These issues are particularly evident in licensing, inspections, and compliance-related processes.
According to business surveys, regulatory uncertainty and administrative burden consistently
rank among the most significant impediments to business operations. A large proportion of
respondents identify licensing procedures and unpredictable inspections as sources of increased
costs and delays, especially for small and medium-sized enterprises.

"Ministry of Economy and Commerce of the Kyrgyz Republic Entrepreneurship Development Reports;
International Business Council, Investment Climate and Business Surveys, 2019-2023
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This regulatory burden is compounded by inconsistent law enforcement, which constitutes
a second, closely related category of challenges. Variations in the interpretation and application
of legal norms across institutions and regions generate legal uncertainty and weaken the
predictability of the business environment. Entrepreneurs often face divergent requirements from
different regulatory bodies, even when operating under the same legal provisions. Such
inconsistencies erode trust in public institutions and reduce incentives for long-term investment.
Empirical data suggest that businesses perceive enforcement-related risks as comparable in
severity to formal regulatory barriers, highlighting the importance of implementation quality
rather than legislative design alone.?

Governance-related constraints represent a third critical dimension shaping the business
climate. Weak institutional capacity, limited accountability mechanisms, and persistent
corruption risks continue to affect interactions between businesses and the state. Informal
practices, including unofficial payments and discretionary decision-making, distort market
competition and disproportionately affect smaller firms with limited bargaining power. Business
perception surveys indicate that corruption-related risks remain a central concern, particularly in
areas involving frequent administrative contact, such as inspections, taxation, and customs
procedures. These governance challenges not only increase transaction costs but also undermine
the credibility of reform initiatives aimed at improving the business environment.’

Figure 1. Distribution of Key Financial Constraints Reported by Businesses

Limited financial literacy and advisory support Limited access to tailored financial products

High collateral requirements High interest rates

Financial constraints form another major category within the analytical framework. Access
to finance remains limited due to high interest rates, strict collateral requirements, and the
underdevelopment of alternative financing instruments. Survey data demonstrate that micro and
small enterprises experience significantly greater difficulties in obtaining external financing
compared to medium-sized firms. As illustrated in Figure 1, which presents a circular distribution
of reported financing barriers, the most frequently cited obstacles include collateral requirements,
high borrowing costs, and limited availability of tailored financial products. The predominance
of internal funds and informal financing sources further underscores structural weaknesses in the
financial system and constrains firms’ capacity for expansion, innovation, and productivity
enhancement.

In addition to regulatory, institutional, and financial barriers, infrastructure-related
constraints play a significant role in shaping business performance. Inadequate transport

2 Ministry of Justice of the Kyrgyz Republic, Analysis of Law Enforcement Practice (2024)
3 International Business Council, Anti-Corruption and Governance Survey Findings

9
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networks, unreliable energy supply, and uneven digital connectivity increase operational risks
and limit market access, particularly for firms located outside major urban centers. These
constraints are especially pronounced for export-oriented and logistics-intensive sectors, where
efficiency and reliability are critical. Business surveys reveal notable regional disparities in
infrastructure quality, which translate into uneven competitive conditions across the country.

Figure 2. Composition of Infrastructure-Related Barriers to Business Operations

Utility services and local infrastructure

Digital connectivity and ICT access

Transport and logistics inefficiencies

Energy supply reliability

Figure 2, a circular diagram summarizing infrastructure-related obstacles reported by
firms, highlights transport and energy reliability as the most pressing concerns, followed by
digital connectivity.

Importantly, the challenges identified in this framework do not operate independently.
Regulatory complexity often interacts with governance weaknesses, amplifying opportunities for
discretionary enforcement and informal practices. Financial constraints are exacerbated by
infrastructure deficiencies that reduce profitability and increase operational risks, thereby
affecting firms’ creditworthiness. Similarly, weak institutional capacity limits the effectiveness
of reforms aimed at simplifying regulations or improving access to finance. The interaction of
these factors creates a reinforcing cycle of constraints that collectively undermine the business-
enabling environment.

By classifying challenges into these interconnected domains, the analytical framework
provides a coherent basis for understanding the structural nature of business environment
constraints in Kyrgyzstan. This approach allows for a more nuanced interpretation of empirical
evidence and highlights the limitations of fragmented or sector-specific reform measures. Instead,
it underscores the need for coordinated policy interventions that simultaneously address
regulatory quality, institutional performance, financial accessibility, and infrastructure
development. The following sections build on this framework to examine empirical findings in
greater depth and to derive policy-relevant implications for improving the business environment.

Empirical Findings and Discussion

This section presents an empirical analysis of the business-enabling environment in the
Kyrgyz Republic based on a combination of national and international data sources. The analysis
triangulates findings from business perception surveys, international institutional assessments,
and official analytical reports published by national authorities. The use of multiple sources
allows for cross-validation of findings and reduces the limitations associated with reliance on a
single dataset.

10
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Empirical evidence consistently demonstrates that regulatory and administrative barriers
remain among the most significant constraints on business activity in Kyrgyzstan. According to
the surveys, businesses repeatedly identify regulatory uncertainty, excessive administrative
procedures, and inspection-related risks as primary obstacles to operations.* These findings are
supported by international firm-level data from the which indicate that a substantial share of
firms’ senior management time is devoted to dealing with regulatory compliance and interactions
with public authorities.’ This diversion of managerial resources negatively affects productivity
and firm performance.

Inconsistent law enforcement emerges as a structurally significant issue across empirical
sources. While Kyrgyzstan has undertaken legislative reforms aimed at standardizing business
regulation, variations in interpretation and application of legal norms persist across institutions
and regions. This problem is documented in the Ministry of Justice of the Kyrgyz Republic
Reports which highlights discrepancies in enforcement practices and insufficient methodological
guidance for regulatory bodies.® Business perceptions confirm that enforcement-related risks are
perceived as comparable in severity to formal regulatory barriers, underscoring that
implementation quality plays a decisive role in shaping the business climate.

Governance-related challenges are another empirically substantiated constraint. According
to Transparency International, Corruption Perceptions Index 20227, the Kyrgyz Republic
continues to face systemic governance weaknesses, particularly in public administration and
regulatory enforcement. Business-level evidence from the International Business Council Anti-
Corruption and Governance Survey 2021 indicates that informal practices remain a concern in
areas involving frequent administrative contact, including inspections, tax administration, and
customs procedures. These governance failures increase transaction costs and distort competitive
conditions, disproportionately affecting small and medium-sized enterprises with limited
capacity to absorb compliance risks.

Infrastructure-related constraints further compound the challenges identified above.
According to the Ministry of Economy and Commerce of the Kyrgyz Republic, Infrastructure
and Regional Development Reports, businesses operating outside major urban centers face higher
logistics costs, unreliable energy supply, and uneven access to digital infrastructure.® These
findings are corroborated by business perception, highlights transport and energy reliability as
the most significant infrastructure-related obstacles, particularly for export-oriented and logistics-
intensive firms. Although digital connectivity has improved in recent years, the Ministry of
Economy and Commerce of the Kyrgyz Republic, Digital Economy Development Report 2023
notes persistent regional disparities that limit the effectiveness of e-government services and
digital compliance mechanisms.’

A key empirical insight emerging from this multi-source analysis is the interconnected
nature of business environment constraints. Regulatory complexity increases opportunities for
discretionary enforcement, thereby amplifying governance-related risks. Financial constraints are
exacerbated by infrastructure deficiencies that reduce firm profitability and creditworthiness.

4 International Business Council Business Environment Survey 2019, International Business Council Business Environment Survey
2021, and International Business Council Investment Climate Survey 2023

5 World Bank Enterprise Surveys: Kyrgyz Republic 2023

¢ Ministry of Justice of the Kyrgyz Republic, Review of Law Enforcement Practice in the Sphere of Entrepreneurial Activity, 2022
" Transparency International, Corruption Perceptions Index 2022

8 Ministry of Economy and Commerce of the Kyrgyz Republic, Infrastructure and Regional Development Report, 2022

% Ministry of Economy and Commerce of the Kyrgyz Republic, Digital Economy Development Report, 2023
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Weak institutional capacity undermines the effectiveness of reforms aimed at simplifying
regulations or expanding access to finance. These interdependencies create a self-reinforcing
cycle of constraints that limits the overall impact of isolated policy interventions.

Overall, empirical evidence from national and international sources confirms that
challenges to the business-enabling environment in the Kyrgyz Republic are systemic rather than
episodic. While individual reforms have addressed specific issues, their effectiveness has been
constrained by insufficient coordination, uneven implementation, and institutional weaknesses.
These findings underscore the need for integrated and sequenced policy responses that
simultaneously address regulatory quality, governance capacity, financial accessibility, and
infrastructure development. The following section translates these empirical insights into
concrete policy implications and recommendations.

Legal Assessment of the Business-Enabling Environment in the Kyrgyz Republic

From a legal standpoint, the business-enabling environment in the Kyrgyz Republic is
shaped by a complex system of normative legal acts regulating entrepreneurial activity,
investment, taxation, competition, administrative procedures, and dispute resolution. The existing
legal framework is primarily based on the Constitution of the Kyrgyz Republic, the Civil Code
of the Kyrgyz Republic, the Tax Code of the Kyrgyz Republic, and a wide range of framework
and sector-specific laws governing economic activity. Formally, this system reflects the core
principles of a market economy, including freedom of entrepreneurship, equality of economic
actors, protection of property rights, and non-interference of the state in lawful business activities.
However, the practical effectiveness of these principles remains constrained by structural legal
and institutional deficiencies.

A central legal issue affecting the business environment is the fragmentation and instability
of business-related legislation. Entrepreneurial activity in Kyrgyzstan is regulated by numerous
laws, including legislation on licensing and permits, investment activity, inspections of business
entities, public procurement, and competition. While each of these legal instruments pursues
legitimate regulatory objectives, their cumulative effect often results in regulatory overlap and
normative inconsistency. Frequent amendments to the Tax Code, licensing legislation, and
administrative procedures complicate legal compliance and reduce predictability for businesses.
From the perspective of legal certainty, such instability undermines the ability of entrepreneurs
to plan economic activity and assess legal risks over the medium and long term.

The Law of the Kyrgyz Republic on Licensing and Permit System, together with
subordinate regulatory acts, establishes the legal basis for access to regulated economic activities.
In practice, however, the coexistence of general licensing rules with sector-specific requirements
creates legal ambiguity. Businesses often encounter situations where compliance with one
regulatory regime does not fully satisfy the requirements of another, leading to repeated
administrative interactions and increased transaction costs. This problem reflects broader
challenges in regulatory coordination and legislative coherence.

Inconsistent law enforcement represents another fundamental legal constraint. Despite the
existence of unified legal norms, their interpretation and application vary across administrative
bodies and territorial units. This issue is particularly evident in the implementation of legislation
governing inspections of business entities, tax administration, and customs regulation. The Law
of the Kyrgyz Republic on the Procedure for Conducting Inspections of Business Entities
formally aims to limit excessive administrative interference. Nevertheless, broad discretionary
powers granted to supervisory authorities allow for divergent enforcement practices. From a legal
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perspective, such discretion, when insufficiently constrained by procedural safeguards, increases
the risk of arbitrary decision-making and weakens the principle of equality before the law.

Administrative procedures play a central role in shaping the legal experience of businesses.
The regulatory system relies extensively on permits, approvals, registrations, and inspections,
which place entrepreneurs in continuous interaction with public authorities. Although
administrative procedures are intended to protect public interests, their excessive complexity
often transforms them into sources of legal risk. The Law of the Kyrgyz Republic on
Administrative Procedures establishes general principles governing administrative decision-
making, including legality, proportionality, and transparency. However, the practical
implementation of these principles remains uneven, particularly at the local level, where
institutional capacity and legal expertise vary significantly.

Legal protection mechanisms available to businesses constitute another critical dimension
of the business-enabling environment. The judicial system, including courts of general
jurisdiction and economic courts, formally provides avenues for challenging administrative acts
and resolving commercial disputes. In addition, alternative dispute resolution mechanisms, such
as arbitration, are recognized under national legislation. Despite the availability of these
mechanisms, businesses often perceive legal remedies as slow, unpredictable, or costly.
Difficulties related to enforcement of judicial decisions further weaken confidence in formal
dispute resolution and reduce the deterrent effect of legal accountability for administrative bodies.

Financial relations between businesses and the state also reveal important legal
implications. Access to finance is influenced not only by market conditions but by the legal
framework governing secured transactions, collateral registration, and insolvency. The Civil
Code of the Kyrgyz Republic and legislation on pledge and bankruptcy establish the legal basis
for creditor and debtor relations. In practice, however, delays and uncertainties in collateral
enforcement and insolvency proceedings increase legal risks for financial institutions. As a result,
lenders adopt conservative risk management strategies, transferring legal uncertainty to
borrowers through high interest rates and stringent collateral requirements. This legal dimension
significantly affects the availability of credit, particularly for small and medium-sized enterprises.

Infrastructure development and public—private economic interaction further illustrate the
legal nature of business environment challenges. Legal frameworks governing public
procurement, concession agreements, and public—private partnerships define the conditions under
which private businesses may participate in infrastructure projects. While relevant legislation
establishes formal procedures and guarantees, uncertainty regarding contractual enforcement,
regulatory stability, and dispute resolution discourages long-term private investment. From a
legal perspective, the predictability and enforceability of contractual obligations are essential for
fostering sustainable cooperation between the public and private sectors.

Investment activity in the Kyrgyz Republic is regulated by legislation on investments,
which formally guarantees protection of investors’ rights, non-discrimination, and access to
dispute resolution mechanisms. Nevertheless, empirical evidence suggests that investors remain
concerned about regulatory changes, enforcement practices, and institutional stability. These
concerns highlight the gap between formal legal guarantees and their practical realization,
reinforcing the importance of consistent application of investment-related norms.

Taken together, the analysis demonstrates that challenges in the business-enabling
environment of the Kyrgyz Republic stem not from the absence of legal regulation, but from
qualitative deficiencies in its structure and implementation. The legal system provides extensive
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normative coverage of business activity; however, fragmentation, instability, broad
administrative discretion, and limited effectiveness of legal protection mechanisms undermine its
practical value for entrepreneurs.

In conclusion, the business-enabling environment in the Kyrgyz Republic should be
understood as a legally constructed system in which the quality of legislation, administrative
practice, and institutional capacity are closely interconnected. Sustainable improvement of this
environment depends on strengthening legal certainty, ensuring consistent and predictable law
enforcement, and enhancing the effectiveness of judicial and administrative safeguards for
economic actors. From a legal perspective, the development of a favorable business environment
is inseparable from the broader task of consolidating the rule of law and ensuring credible
protection of economic rights within the national legal system.

Conclusion. This study has examined the major challenges to creating a business-enabling
environment in the Kyrgyz Republic through an integrated analytical, empirical, and legal
perspective. The analysis demonstrates that, despite the existence of a formally developed legal
and regulatory framework governing entrepreneurial activity, the practical functioning of the
business environment remains constrained by systemic and interrelated challenges. These
challenges are neither episodic nor sector-specific; rather, they reflect deeper structural
deficiencies in regulatory design, law enforcement practices, institutional capacity, and the
overall level of legal certainty.

The findings indicate that regulatory complexity and instability, inconsistent enforcement
of'legal norms, governance-related risks, limited access to finance, and infrastructure deficiencies
jointly shape the business climate. Importantly, the study confirms that the core problem does not
lie in the absence of legislation as such, but in the qualitative gap between formal legal norms
and their practical implementation. Frequent regulatory changes, overlapping legal regimes, and
broad administrative discretion undermine predictability and increase legal and transaction costs
for businesses, with particularly adverse effects on small and medium-sized enterprises.

Empirical evidence drawn from national and international sources further reveals that these
constraints tend to reinforce one another. Regulatory ambiguity amplifies governance risks; weak
legal protection mechanisms reduce trust in formal institutions; financial constraints are
exacerbated by legal uncertainty surrounding collateral enforcement and insolvency procedures;
and infrastructure gaps intensify regional disparities in business conditions. As a result, reform
efforts that target individual aspects of the business environment in isolation have produced
limited and often short-lived outcomes, underscoring the need for a more coherent and systemic
approach.

From a legal and institutional perspective, the business-enabling environment in the
Kyrgyz Republic should therefore be understood as a legally constructed system whose
effectiveness depends on the coherence, stability, and enforceability of its underlying rules.
Sustainable improvement requires not only regulatory simplification, but also a consistent
application of the rule of law, greater uniformity in law enforcement, and enhanced credibility of
legal safeguards available to economic actors.

Building on the conclusions of this study, a set of interrelated policy recommendations can
be proposed to address the structural nature of the identified challenges and to strengthen the
overall business-enabling environment in the Kyrgyz Republic.

First, regulatory coherence and legal certainty should be enhanced. Business-related
legislation requires further systematization in order to reduce fragmentation and overlaps
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between general and sector-specific norms. Regulatory reforms should place greater emphasis on
stability and predictability, limiting frequent amendments and ensuring adequate transition
periods that allow businesses to adapt to new legal requirements. Strengthening regulatory impact
assessment mechanisms would contribute to more informed legislative decision-making and
reduce unintended negative effects on entrepreneurial activity.

Second, greater consistency and transparency in law enforcement should be ensured. The
development and application of unified methodological guidelines for the implementation of
business-related legislation across institutions and regions would reduce discrepancies in
enforcement practices. Limiting excessive administrative discretion through clearer procedural
rules and standardized approaches would enhance legal predictability and reinforce the principle
of equality before the law.

Third, administrative justice and legal protection mechanisms should be strengthened.
Effective access to remedies against unlawful or disproportionate administrative actions is
essential for safeguarding business rights. Improving the efficiency, predictability, and
enforceability of judicial and administrative review mechanisms would increase trust in formal
legal institutions and reduce incentives for reliance on informal practices.

Fourth, legal barriers affecting access to finance should be addressed. The legal
frameworks governing secured transactions, collateral registration, and insolvency procedures
should operate in a manner that reduces legal risk for both lenders and borrowers. Enhancing the
effectiveness and predictability of these mechanisms would contribute to lower financing costs
and broader access to credit, particularly for small and medium-sized enterprises.

Fifth, the legal framework governing public—private economic interaction should be
reinforced. Clear, predictable, and enforceable legal rules related to public procurement,
concessions, and public—private partnerships are critical for attracting private investment,
especially in infrastructure development. Strengthening contractual enforcement and dispute
resolution mechanisms would improve investor confidence and support long-term private sector
engagement.

Finally, reforms aimed at improving the business environment should be implemented
through an integrated and coordinated approach. Given the interconnected nature of regulatory,
institutional, financial, and infrastructural constraints, fragmented policy measures are unlikely
to produce sustainable results without parallel improvements in legal enforcement and
institutional capacity.

In sum, improving the business-enabling environment in the Kyrgyz Republic constitutes
both an economic and a legal challenge. The effectiveness of future reforms will depend on their
ability to strengthen legal certainty, institutional credibility, and the practical enforceability of
business-related norms. By adopting a systemic and legally grounded approach, the Kyrgyz
Republic can create more predictable and transparent conditions for entrepreneurship and
investment, thereby supporting long-term economic development and greater resilience of the
national economy.
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AopaeBa Caaranar /IlnacoBHa

HeszaBucumblii ucciienoBaTeib
(r. Acrana, Kazaxcran)

BJIUSIHUE BOJIATHIBHOCTH MHUPOBbBIX PBIHKOB HA CTPATEI'HIO
XE/KMPOBAHUA OPU3NYECKUX ITO3UIINUU 3BEPHOBBIX 1 MACJIMYHBIX
KYJIbTYP

AHHOTauMsA: B COBpEMEHHBIX yCIOBHUAX MUPOBOM TOPTOBIIM 3€PHOBBIMU U MACIIMYHBIMH
KyJbTypaMH YYaCTHUKHU PIHKOB CTAJIKMBAIOTCS C BBICOKOM CTENEHBIO IEHOBOM BOJATUIBHOCTH,
YTO CO3JAET CYLIECTBEHHBIE PUCKHU JUIS IPOU3BOAUTENEH, TOPTOBBIX KOMITAHUM, SKCIIOPTEPOB U
nepepaboTYNKOB. BONAaTUIBHOCTH LIEH Ha 3€PHOBBIE M MACIUYHBIE TOBApBI OMNpEIEseTcCs
MHOKECTBOM  (paKTOPOB, BKJIIOYAs KJIMMAaTHYECKHE W3MEHEHMs, MaKpPO3KOHOMHUYECKYIO
HECTaOUJIbHOCTD, T€OMOJIMTUYECKHE PUCKH, CIIEKYJISTUBHYIO aKTUBHOCTh Ha TOBAPHBIX OMpikKax
U CTPYKTYpHBbIE€ W3MEHEHHUs B IN100abHOM Jioructuke. Llenb naHHOW cTaThU 3aKIOYaeTcs B
KOMIUIEKCHOM ~ aHAQJIM3€ BIUSHUSA BOJIATWIBHOCTM MHUPOBBIX PBIHKOB Ha CTpaTeruu
XEIDKUPOBAaHUS (PU3MUECKMX TMO3MLIMKA 3€pPHOBBIX M MACIMYHBIX KyJIbTyp. B crarbe
pPaccMaTpUBAIOTCSI TEOPETUUECKHUE ACIIEKTHI YIIPABICHUS LICHOBBIMM PUCKAMH, SMIIMPUYECKUE
pe3yibTaThl, OCHOBAHHBIE HA OLIEHKE JTUHAMUKHU BOJATWJIBHOCTH KIIFOYEBBIX TOBAPHBIX LIEH U
3((PEKTUBHOCTU PA3IMUHBIX CTPATErHi XEIHKUPOBAHUS, & TAKXKE 00CY X AAIOTCS MPAKTUYECKUE
MOCJENICTBUS JUIl YYACTHUKOB arpapHbIX PbhIHKOB. I JOCTHKEHMsI MOCTaBJICHHOMN IIeNu
IIPOBEJECHO AMITUPUYECKOE UCCIIETOBAHNUE, BKIIFOUAIOLIEE aHAJIN3 HCTOPUYECKON BOJIATHIIBHOCTH
IIeH Ha (DbIOYEPCHBIE KOHTPAKThI MO MIIEHUIE, KYKypy3€ U COEBbIX 000ax Ha KpyHMHEHIIMX
TOBapHBIX OMpPKAX, a TAKXKE OLEeHKa 3(P(HEKTUBHOCTH TPAJIULUOHHBIX U aIalITUBHBIX CTpATErui
xemkupoBaHusi. OCHOBHBIE PE3yJbTaThl MOKA3BIBAIOT, YTO BBICOKAs BOJATHIIBHOCTH CHUXKAET
7 (PEKTUBHOCTh CTATUYECKUX CTPATETHM XEHKUPOBaHUs, TpeOys Mmepexojia K JMHAMHUYECKUM U
ruOpuaHbIM  moaxoaaM. IlpakTuueckas 3HAUYMMOCTb HCCIEIOBaHMUS — 3aKIlO4aeTcs B
(bopMyJIMpPOBaHUM PEKOMEHIAINN I arpapHbIX OPEeANpUsITUA U TpeiepoB MO ONTUMHU3ALNU
CTpaTeruy yNpaBjieHMsI LIEHOBbIMU PUCKAMU B YCJIOBUAX HECTAOMJIbHBIX PHIHKOB. KitoueBbie
BBIBOJIbI TIOJITBEPKIAIOT HEOOXOIMMOCTh MHTETPALIMK MPOTHO3HBIX MOJIENIEH BOIATUILHOCTH U
PUCK-MEHEJDKMEHTa B CTPAaTErnYeCcKoe IJIAHUPOBAHKE arpapHelX  KOMIAHHUH.
Merononorudyeckass OCHOBAa MCCIIEJOBAaHUS BKJIOYAET IPUMEHEHHE MOJIENEH OLEHKU
HUCTOPUYECKOW W TMOJPa3yMEBAEMOW BOJATUIBHOCTH, CTATUCTUYECKUX METOJIOB H3MEPEHUS
XxemK-3((PEeKTUBHOCTH M aHanu3a pHUCK-napameTpoB. lloiydeHHbIE pPe3yJbTaThl SBISIOTCA
aKTyaJdbHBIMH JJII HAYYHOTO COOOILECTBA, MPAKTUKOB arpapHoro Ous3Heca U (PUHAHCOBBIX
AQHAJIMTUKOB, 3aHMMAIOIINXCS YIpPAaBICHUEM pUCKaMU. CTaThsi MOXKET CIYKUTh OCHOBOM IJIs
JanbHEMIIMX  HMCCIENOBAaHMM B O0JacTM  yOpaBJIEHHMs]  PUCKAMM  Ha  pPbIHKAX
CEJIbCKOXO3SIMCTBEHHBIX TOBAPOB.

KuiroueBble cj10Ba: BOJATWIBHOCTH PBIHKA, XEIKUPOBAHHUE, 3EPHOBBIE KYJBTYDHI,
MacJIMYHbIe  KYyJIbTYpbl, (BIOYEPCHI, PHUCK-MEHEKMEHT, MPOAYKTUBHOCTH TOPIOBIIH,
(¢buHAHCOBBIE 1EPUBATUBBI, MOJICTUPOBAHUE PUCKA
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BBenenne. ['1106anpHble PHIHKA 3€PHOBBIX M MACIUYHBIX KYJBTYP UIPAIOT KIIOYEBYIO
POJIb B 00ECTICUEHUH MTPOIOBOILCTBEHHOM 0€30MacHOCTH, (POPMHUPOBAHUH IKCIOPTHBIX JOXO/I0B
U TMOJACP>KaHUH MaKPOIKOHOMHUYECKON CTaOMIBHOCTH MHOTUX CTpaH. B To ke Bpems 1aHHBIE
PBIHKH XapaKTEPHU3YIOTCSI BHICOKON UyBCTBUTEIBHOCTHIO K BHEITHUM IIOKAaM, YTO MPOSBISETCS
B 3HAYUTENBHBIX KOJIEOAHUAX LIEH Ha CeIbCKOXO3SiCTBEHHBIE TOBAphl. BOIaTUIBHOCTH IIeH Ha
MIIEHUILY, KyKYpY3Y, COI0 U IpYTHE KyJIbTyphl CYyIIECTBEHHO Bo3pocia B Hayase X XI Beka, 4To
CBSI3aHO C YCUJICHHEM KIMMAaTHYECKUX PUCKOB, POCTOM B3aMMOCBSI3U TOBAPHBIX U (PMHAHCOBBIX
PBIHKOB, a TAK)KE YBEJIIMYCHUEM 00bEMOB CIEKYJISITUBHOTO KaluTaia Ha TOBapHBIX Ouprkax. s
YYaCTHUKOB arpapHbIX PHIHKOB, ONEPHUPYIOMUX (U3NYECKUMHU MO3ULUSAMH, JaHHBIE MPOIECCHI
CO3/IAaI0T 3HAYUTENIbHBIE PHCKH, CHOCOOHBIC MPHUBECTU K CHIDKEHUIO PEHTa0eIbHOCTH, POCTY
(MHAHCOBBIX MOTEPh U YXYAIICHUIO MHBECTULIMOHHON MPUBIIEKATEIHLHOCTH OTPACIH.

B ycnoBusix BEICOKOM IIEHOBOW HEOIPENETCHHOCTH XEHPKUPOBAHUE CTAHOBUTCS OJTHUM U3
KITIOYEBBIX MHCTPYMEHTOB YTIpaBJICHUs pUcKaMu. Vcmonp3oBaHue MPOU3BOIHBIX (PHHAHCOBBIX
WHCTPYMEHTOB, MIPEXK/IE BCETO (PhIOYEPCHBIX M OMIMOHHBIX KOHTPAKTOB, TIO3BOJISICT YYaCTHUKAM
pBIHKAa  YaCTUYHO WJIM  TOJHOCTHIO  KOMIICHCHPOBATh  HETaTHBHBIC  MOCIEACTBHS
HEONaronpHUsATHBIX [IEHOBBIX ABMKEHHUU. OmHako 3()()EKTHBHOCTH XEHKUPOBAHUS HATPIMYIO
3aBHCHT OT YPOBHS U CTPYKTYpPHl BOJATUIBHOCTH pBIHKA. TpagWIIMOHHBIE CTaTHYECKHE
CTpaTeruu XeKUpPOBAHUS, Mpelroyiaralomye (UKCUPOBAHHOE COOTHOIICHHUE MEXIY
(bu3nyecKoil ¥ CPOUHON MO3ULMENH, MOTYT IEMOHCTPUPOBATH OTPAHUUYEHHYIO A3(P(PEKTUBHOCTH B
NepuoAbl PE3KUX UM HEMpeICKa3yeMbIX IIEHOBbIX KojeOaHui. 10 0OyClIOBIMBAET
HEOOXOUMOCTh TIyOOKOTO aHajiu3a B3aUMOCBSI3U MEXIY IUHAMMKOW BOJIATWIBHOCTH U
pe3yJibTaTaMU MPUMEHEHUS Pa3InYHbIX CTPATeTuil XeHKUPOBAHMUS.

HayuHbplii uHTEpec K mpoOieme BOJATHIBHOCTH M XE€IKUPOBAHMS arpapHbIX PBHIHKOB
OTpaXeH B paboTax psga HCCieqoBaTelNiel, aHATU3UPYIOMUX KaK TEOPETUYECKUE ACTICKTHI
[IEHOOOpa30BaHUs U YIPABICHUS PUCKAMH, TaK M SMIUPUIECKAE 3aKOHOMEPHOCTH TOBEICHUS
IIEH Ha CEJIbCKOXO03SHCTBEHHBIE TOBAPHL. BMecTe ¢ TeM, HECMOTpPS Ha 3HAYUTEIFHOE KOJTHIECTBO
MCCJIEIOBaHMI, BOIIPOC aJaNTalliK CTPATeTUH XeHKUPOBaHUS (PU3NUECKHUX MO3UITUH K YCIOBUAM
BBICOKOW BOJIATWJIBHOCTH OCTAe€TCsl HEJOCTaTOYHO W3YyYEHHBIM, OCOOCHHO B KOHTEKCTE
COBPEMEHHBIX TJIOOATBHBIX IIOKOB M CTPYKTYPHBIX W3MEHEHHH MHPOBOW SKOHOMHKH. Llenb
JAHHOW CTaThbHM 3aKJIIOYAECTCS B BBISBICHWU W AHAIIM3€ BIMSAHUSA BOJATUIBHOCTH MHPOBBIX
PBIHKOB Ha CTPATETUIO XEIKUPOBAHUS (PU3NUECKUX MO3ULUN 36pPHOBBIX U MACIUYHBIX KYJIbTYp
C MCTIOJIb30BAaHUEM COBPEMEHHBIX METOJI0OB 3KOHOMUYECKOTO aHaIM3a.

Matepunanbl U MeTOAbl. DMIIMPHUUYECKass 4acTh HMCCIEIOBAHHUA OCHOBaHAa Ha aHAIIU3e
BPEMEHHBIX PSAIOB LIEH Ha 3€PHOBBIE U MACIMYHbIE KYJIbTYPbI, IPEACTABICHHBIX (PhIOYEPCHBIMU
KOHTPAaKTaMM, TOPTYEMbIMH Ha BEAYLIMX MUPOBBIX TOBAapHBIX OHMpxkax. B xauecTBe 0OBEKTOB
HCCIIeIOBaHMsI BbIOpaHb! (PhIOUYEpPCHI Ha MILIEHUITY, KYKYpPY3y U CO€BbIE 000bI, MOCKOIbKY TaHHbIE
KyJIbTYpbl OO0JIaJalOT BBICOKOW JIMKBUAHOCTBIO M PENPE3CHTATHBHOCTHIO JIi MHPOBOTO
arpapHoro peiHKa. MICTOUHMKaMU JaHHBIX MOCITYXHIN OPHUIMATbHBIE OUP’KEBBIE KOTHPOBKU
CME Group u Euronext 3a nepuos ¢ 2005 nmo 2024 roasl, 4TO MO3BOISET OXBATUTh PA3JIMUHBIC
¢da3pl PHIHOYHOTO IMKJIA, BKJIIOYAs TMEPHOIBI BBHICOKOW BOJATUIBLHOCTH, OOYCIIOBIICHHBIC
(UHAHCOBBIMU KPU3HUCAMU M TEOTIOTUTUYECKUMHU COOBITHUSMHU.

J1J1s OlIeHKH BOJATHILHOCTH UCIIOJIb30BATUCH TTOKA3aTEIH HCTOPUUYECKOM BOJIATUIIHHOCTH,
paccurMTaHHbIE HA OCHOBE CTaHIAPTHOTO OTKJIOHEHHUS JIOTapU(MUIECKUX JOXOTHOCTEH, a TAKKe
AJIEMEHTHI MOAPa3yMEBaeMOil BOJATHIBHOCTH, U3BJICUEHHBIE U3 IIEH OMIIMOHHBIX KOHTPAKTOB.
HcTtopuueckass BOJATUIBHOCTh MO3BOJIAET OICHUTHh (PAKTUUYECKYI0 H3MEHYMBOCTH LIEH B
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MPOILJIOM, B TO BpeMsI KaK IoJIpa3yMeBaeMasi BOJIATHIIBHOCTh OTPayKaeT 0’KHUIaHHUS YYACTHUKOB
pPBIHKa OTHOCHUTEIBHO OyIyImIMX II€HOBBIX KoJieObanmii. Jlnga aHamm3a 3¢(GEeKTUBHOCTH
XEPKUPOBAHUSL TPUMEHSUICA METOJl MHHHMH3alWW JHUCIIEPCUU, OCHOBAHHBIM Ha OIEHKE
ONTUMAJBHOTO  XEIK-KOd(PPHUIIMEHTa ¢  HUCHOJIb30BAHUEM PErpPEeCCHOHHOTO  aHaU3a.
O} PexTUBHOCTh XEHKMPOBAHUS OLIEHMBAJIACh IIyTEM CPABHEHMSI AMCIIEPCUM JOXOJHOCTHU
HE3alMIIEHHON (PU3MYEeCKOW TMO3MIMM M [O3ULKH, 3alUIIEHHON C HCIOJIb30BAHUEM
(BIOYEPCHBIX KOHTPAKTOB.

B paMmkax wuccienoBaHMS ~TaKXKe NPUMEHSUIMNCh JMHAMHUYECKHME IOAXOABI K
XEJDKUPOBAHUIO, TPEANOJAraoliue perysipHyl0 KOPPEKTUPOBKY XeIK-Kod(p(uiueHTa B
3aBUCUMOCTH OT TEKYIUEro YpPOBHS BOJATWIBHOCTH. [[s1 3TOro HCIOIB30BAIUCH MOJACIN
CKOJB3AIIEr0 OKHAa M JJIEMEHThl YCIOBHOW BOJIATUJIBHOCTH, IO3BOJISIIOIIME YYHUTHIBATH
M3MEHEHUE PBIHOYHBIX YCIOBUI BO BpeMeHU. CpaBHUTENbHBIA aHAINW3 CTAaTUYECKUX U
JUHAMUYECKUX CTPATETUH XEJKUPOBAHUS MO3BOJIMII BBIIBUTH Pa3iuyus B UX 3(PPEKTUBHOCTH B
YCJIOBUSAX HU3KOW U BBICOKOW BOJIATHIJIBHOCTH.

Pe3yabTarsl. Pe3ynbTaThl SMOMPUUECKOT0 aHAIN3a IOKA3aJIH, YTO BOJATHUIBHOCTD IIEH Ha
3€pHOBBIE M MAaCJIUYHbIE KYJbTYpbl UMEET SIPKO BBIPAKEHHBIN LUKIMYECKUN XapakTep W
CYIIECTBEHHO BO3pacTaeT B MEPUOAbl TIOO0ATBHBIX SKOHOMUYECKHX U MOJUTHYECKHX
notpsiceHuil. B yacTHOCTH, 3HAUUTENbHBIE BCILUIECKU BOJATUIBHOCTU OBUIM 3a(pMKCUPOBAHBI B
nepro MupoBoro ¢puHancoBoro kpusuca 2008—2009 rogos, B nepuoa nanaemuun COVID-19, a
TAaK)K€ B YCIOBUSAX YCHJICHUS TI'€ONOIMTUYECKOW HANPSIKEHHOCTH Ha MUPOBBIX TOBAPHBIX
pBIHKaX. AHaJIM3 MCTOPUYECKON BOJATWJIBHOCTU IPOAEMOHCTPUPOBAN, YTO CPEIHErOJIOBBIE
3HaYeHUs] BOJATHJIBHOCTH JUIsl (DbIOUYEPCOB HA MIIEHHUILY U KyKypy3y B OTAENIbHBIE MEPHOIbI
NpeBbILIANIN JOJITOCPOYHbIE CPEAHHE MTOKa3aTeIu 0oJiee 4eM B JBa pasa.

Ouenka 5>(QQEeKTUBHOCTH XE€KUPOBAHMUS TOKa3zaja, 4YTO CTAaTUYECKUE CTpaTEruu
XEIKUPOBaHUsI 00ECIIEUNBAIOT 3HAUUTEIIbHOE CHUKEHUE IUCTIEPCUU JTOXOIHOCTH (PU3NYECKOU
MO3ULKMHA B YCJIOBHUSIX YMEPEHHOW BOJATUIBHOCTH. OJHAKO B MEPUOMABI PE3KUX IEHOBBIX
KoJjebanuil ux 3(p(HEKTUBHOCTH 3aMETHO CHUXaeTcs. B To ke BpeMsi IMHAMHYECKHE CTpaTeruu
XEIKUPOBAHUs, MPEIIOoNarapilue aganTauo XemK-Kodh@uirenta K TEeKyleMy YPOBHIO
BOJIATWJIBHOCTH, JIEMOHCTPUPYIOT 0o0Jiee BBICOKYH) YCTOMUMBOCTH U  00ECHEYUBAIOT
JOTOJTHUTENBHOE CHIDKEHHE IIEHOBOTO pHUCKa. Pe3ynbTarbl perpecCMOHHOIO —aHallu3a
MOATBEPININ  HAJIM4YME€ CTAaTUCTUYECKHM 3HAYMMOW  3aBUCHMOCTM  MEXKIYy YPOBHEM
BOJIATUJIBHOCTU M ONTHUMAJIbHBIM X€IK-KOA((UILMEHTOM, YTO YKa3bIBa€T HAa HEOOXOAUMOCTb
ruOKOro MoJIX0/1a K YIPaBICHUIO XEIK-TTO3UIUSIMHU.

OO0cyxnenne. IlomyuyeHHblE pe3ynbTaThl COIJACYOTCS C BBIBOJAMHU MPEIbLIYLIUX
MCCJIEIOBaHMM, MOTYEPKUBAIOIIUX BAXKHOCTh YUeTa BOJIATUILHOCTU MIPH pa3paboTKe CTpaTeruii
XEPKUPOBAHUSI HA TOBAPHBIX PbIHKAX. POCT BOJATUIIBHOCTH YBEJIIMYMBAET HEOIPEAECICHHOCTh
OyIylIMX II€HOBBIX JBIKEHUA M CHIKAET MPEICKa3yeMOCTh pPe3yabTaTOB MPUMEHEHUs
CTaHAAPTHBIX UHCTPYMEHTOB YNpPABJIECHUS pUCKaMU. B 3TUX yCIOBHUSX CTaTUYECKUE CTPATETUU
XEPKUPOBAHUS, IIMPOKO MCMIOJIb3YEMbIE B arpapHOM CEKTOPE, OKa3bIBAIOTCA HEAOCTATOYHO
s¢pexTuBHBIMU. J[nHaMHUUecKre 1 KOMOMHUPOBAHHbBIEC CTPATETUH, HAIIPOTUB, MO3BOJIAIOT OoJiee
aJIeKBaTHO pEarupoBaTb HAa W3MEHEHUS PHIHOYHOM KOHBIOHKTYpPHl M oOecreuuBaTh OoJjiee
BBICOKUN YPOBEHb 3aIUThl (PU3UUECKUX TTO3ULIHIA.

B npaktudeckoMm miaHe pe3yabTaThl UCCIEOBAHUS CBUAETEIBCTBYIOT O HEOOXOIUMOCTH
UMHTErPallMd MOJENEH OLEHKH M IPOTHO3UPOBAHUS BOJATWIBHOCTH B CHCTEMY pPHUCK-
MEHEJPKMEHTa arpapHbix KoMmnaHui. lcrnonp3oBaHuMe Kak HCTOPUYECKOM, Tak W
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MOJIPa3yMEBAEMON BOJIATUIILHOCTH MTO3BOJISIET YUUTHIBATh HE TOJIBKO MPOLLUTYIO TUHAMUKY LIEH,
HO U OKMJIaHUSl YYaCTHUKOB PBIHKA, YTO MOBBIIIAET KAUECTBO MPUHUMAEMBIX YIIPABICHYECKUX
peuieHui. Bmecte ¢ Tem cieayer yu4uThiBaTh, YTO JUHAMUYECKHE CTPATETUU XEIHKUPOBAHUS
TpeOyloT 0oJiee BBICOKOTO YpPOBHS AHAJUTUYECKOM TMOJATOTOBKA U  COMPOBOXKAAIOTCA
JOTIOJTHUTEJIbHBIMU TPAH3aKIIMOHHBIMU U3JEPKKAMH.

3akiouenue. B xoje uccienoBanus ObLJIO YCTAHOBJICHO, YTO BOJIATUILHOCTH MUPOBBIX
PBIHKOB OKa3bIBAa€T CYIIECTBEHHOE BIIMSHUE HA CTPATETHIO XE/KUPOBAaHUS (HU3NUSCKHUX
MO3UIMA 3€PHOBBIX W MACJIMYHBIX KYJbTYp. POCT II€HOBOW HEONMPEAEICHHOCTH CHUXAET
3 PEKTUBHOCTD TPATUITMOHHBIX CTATHYECKUX TTOIX0JI0B K XEKUPOBAHUIO U TpeOyeT mepexoaa
K Oosiee TMOKUM W aJalITUBHBIM CTPATETUsIM yIPABJICHUS PUCKAMU. DMIUPUICCKUE PE3yJIbTAThI
MOJATBEPKAAIOT, YTO KCIOJIB30BAHUE JUHAMUYECKUX CTPATETHM XEIHKUPOBAHUS IO3BOJIAECT
MOBBICUTh YCTOMYMBOCTh (DMHAHCOBBIX PE3YJIbTATOB arpapHbIX MNPEANPUITHI B YCIOBUSIX
HECTAaOWJIbHBIX PBHIHKOB. [IpakTHueckass 3HAUMMOCTh PadOTHI 3aKIIO4aeTcs B (HOPMUPOBAHUU
PEKOMEHIAIMI 110 ONTUMU3ALWN CTPATETUN XEIKUPOBAHUS C YIETOM YPOBHS BOJIATUIILHOCTH U
PBIHOYHBIX OXUJaHUK. [lepCrieKTHBBI MaNbHEHIINX HMCCICIOBAHUN CBSI3aHBl C PAa3BUTHUEM
MOZeJIed TMPOTHO3UPOBAHUS BOJATWIBHOCTH M AHAIMW30M 3(PPEKTUBHOCTH OMIMOHHBIX
CTpaTeruii XeI)KUPOBAHUS HA arpapHbIX PhIHKAX.
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HNCITOJIB3OBAHUE CMAPT-KOHTPAKTOB U AEHHEHTPAJIN3OBAHHBIX
PEECTPOB JJI5s1 IOBBILIEHUSA DOPEKTUBHOCTU YIIPABJIEHUSA
HNPOEKTAMM B YCJIOBUAX IU®POBU3ALINU

AnHoTanusi: B ycioBusx mudpoBU3anuM BO3pacTaeT HEOOXOAUMOCTH TTOBBITIICHUS
MPO3PAYHOCTH, YIPABIAEMOCTH U A(H(HEKTUBHOCTH MPOCKTHOW NEATEIBHOCTH. TpaauimoOHHBIC
METOMIbI YIPABJIICHHUSI TMPOCKTAaMH, OCHOBAaHHBIE Ha IIEHTPATM30BAaHHBIX HH(GOPMAITMOHHBIX
CHUCTEMaX, He BCerJa 00eCIeUnBAIOT HEOOXOMMMBIA YPOBEHB JOBEPUSI MEXKIAY YIACTHUKAMU U
OTIEPaTUBHOCTH YIIPABICHUYCCKUX PEIICHUI. B cTaThe paccMaTpuBarOTCs MPAKTHUECKUE ACTICKTHI
MPUMEHEHHUST CMapT-KOHTPAKTOB M JICIIEHTPATN30BAHHBIX PEECTPOB B YIIPABICHUH IMPOSKTAMH.
[IpenmaraeTcss Momenb yHpaBJICHUS MPOSKTOM, OCHOBAaHHAs Ha aBTOMATH3AIlMH JIOTOBOPHBIX,
(bMHAHCOBBIX M KOHTPOJIbHBIX IPOIIECCOB, a TAKXKE OIEHUBAIOTCS MpakTU4YecKue 3(PGeKTh
BHEJIPEHUS TAHHBIX TEXHOJIOTHA.

KiroueBble cjioBa: nu@poBuzaiusi, yMOpaBlIeHUE MPOCKTaMHU, OJIOKYEHH, CMapT-
KOHTPAKTHI, ICTICHTPATM30BAHHBINA PEECTP, MEKTPOHHBIN TOKYMEHTOOOOPOT.

BBegenne. B ycnoBusix akTMBHOM 1U(pPOBU3ALMM  COLMATBHO-?KOHOMUYECKHUX
MPOLIECCOB MPOUCXOUT TpaHC(HOopMaLHsl MOAXO0B K YIPABICHUIO TPOESKTHOU €ATEIbHOCTBIO.
CoBpeMEeHHBIE MPOEKTHI XapaAKTEPU3YIOTCS BBICOKOM CTENEHBIO CI0KHOCTH, MHOTOYPOBHEBOM
CTPYKTYpPOW YIpaBJICHUS, Y4YacTHEM OOJBIIOTO YHUCIIa CTEUKXOJAEPOB U HEOOXOAMMOCTBHIO
00paboOTKH 3HAYUTEIHLHBIX 00bEMOB HHGOpMaluu. [laHHbie (aKTOPHI CYyIIECTBEHHO MOBBIIIAIOT
TpeOOBaHUS K MPO3PAYHOCTH, YIPABISIEMOCTH U TOCTOBEPHOCTH MHGPOPMAIIMH HA BCEX 3Tarax
YKU3HEHHOTO ITMKJa mpoekra [1, 2].

TpaguuuoHHBIE METONBI YIPABICHUS MPOEKTAMH, OCHOBAHHBIE HA LIEHTPAJIW30BaHHBIX
MH(POPMAIIMOHHBIX CHCTEMax, BKJIOYas KOPIOPATUBHBIE CHUCTEMBl YIPABIICHUS TMPOEKTaMH,
ERP-nmnatdopmbl 1 00J1a4HbIE CUCTEMBI AJIEKTPOHHOTO JOKYMEHTOO0OpOTa, B 3HAYUTEIHHOU
CTENIEHU 3aBUCAT OT YEJIOBEYECKOTO (hakTopa M aJMUHUCTPATUBHBIX mporuenyp. HecMoTps Ha
BBICOKMH YpOBEHb aBTOMATH3AllMM, B TMPAKTUKE YNPABICHUS TMPOEKTAMHU COXPAHSIOTCS
npoOJeMbl, CBSI3aHHBIE C 3aJE€PKKaMU COIVIAaCOBAHMM, CIOXKHOCTBIO KOHTPOJII HCIOJHEHUS
00513aTeNbCTB, OrPAaHWYEHHOM MPO3PAYHOCTHIO (PUHAHCOBBIX ONEpaluid W PUCKAMU
HECAHKIIMOHUPOBAHHOTO U3MEHEHUS TAaHHBIX [3].

Oco0yto aKTyaldbHOCTh JaHHBIE MPOOIEMbI TPHUOOPETAIOT B MPOEKTAX C paclpeneaEéHHON
CTPYKTYpOW ymIpaBlieHHUs, B TOM uyHcie B HHPpacTpykTypHbix, WT- U rocymapcTBeHHBIX
MIPOEKTaX, TAE€ B3aUMOJEHCTBHE OCYILIECTBISECTCS MEXAY HECKOJbKUMHU OpraHU3alUsIMU,
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o0naaloMMHU  PA3IMYHBIMU MHTEpPECAMU M YPOBHSIMHU JOBepHs. B MOTOOHBIX YCIOBHUSAX
LEHTPAJIN30BaHHbBIE CUCTEMBI YIPABICHUS HE Bcerga 00ecleYrMBarOT HEOOXOAUMBIM YPOBEHB
OOBEKTHUBHOCTA U JOCTOBEPHOCTHM HWH(GOPMAIMHU, UYTO MPUBOJUT K POCTY TPaH3AKIIMOHHBIX
U3JIEPKEK U YIIPABICHUYECKUX PUCKOB [4].

HecMotps Ha pa3BuTHE HUPPOBBIX HHCTPYMEHTOB yIPABICHUS POEKTaMH, B HACTOSIILIEE
BpEMsI OTCYTCTBYIOT YyHHMBEpCAJbHbIE MEXAaHU3MbI, O0OECIEUMBAIOIINE aABTOMAaTUYECKOE
UCIIOJIHEHHE JIOTOBOPHBIX 0053aTeNbCTB, HEU3MEHSEMOCTh IPOEKTHOW JOKYMEHTAllUM U
IPO3PAaYHOCTh YIPABICHUYECKUX PELICHUN B MEXOPIaHM3ALMOHHBIX MPOEKTaX. bOIBIIMHCTBO
CYILLECTBYIOIMX PEIICHUM OPUEHTHPOBAHO HA aBTOMATHU3ALMIO0 OTACJIBHBIX ITPOLIECCOB, HO HE
peraer npolieMy JOBEpUs MEKIY YUACTHUKAMH U HE UCKIIFOYAET BO3MOKHOCTh CYObEKTHBHOIO
BMEIIATEIbCTBA B MPOEKTHBIC JaHHBIE. DTO (POPMHUPYET HAyUHO-MPAKTUYECKYIO MPOoOIeMy
MTOMCKA HOBBIX MOAXOAOB K OpPraHu3alii MPOEKTHOTO YIPABICHUS B YCIOBUAX LU(PPOBU3ALUU
[5].

B naHHOI CBA3M 3HAYUTENBHBIA UHTEPEC MPEACTABISIIOT TEXHOJIOTUU OJOKYEHHA, CMapT-
KOHTPAKTOB M  JICLIEHTPAJU30BAaHHBIX PpEECTPOB, KOTOPbIE IMO3BOJSIOT  OOECIEUUTH
pacnpeeI€HHOE XpaHEHHE JAHHBIX, UX KPUITOrpaUyecKyro 3allUTy U aBTOMATHU3ALUIO
WCIIOJIHEHHUS YCIIOBUH MpoekTa. CMapT-KOHTPAKTHI, (PYHKIIMOHUPYIOIIHNE B JEUEHTPATM30BAaHHOM
cpene, 00ecleyrBarOT BBIIIOJIHEHUE YIIPAaBICHYECKUX M (PUHAHCOBBIX OlEpalii Ha OCHOBE
3apaHee 3aJaHHBIX IMpaBWil 0€3 ydacTusi NOCPEAHMKOB, YTO CIIOCOOCTBYET CHH)KEHUIO
TPAH3AKIMOHHBIX U3EP/KEK U MOBBIIICHUIO IPO3PAYHOCTH IPOEKTHOM AESITENBHOCTH [6, 7].

[IpuMeHeHne NEelEeHTPAIM30BAHHBIX PEECTPOB B YIIPABICHUH MPOEKTAMU TAKXKE CO3HAET
NPEaNOChUIKM A1 (pOpMHUpPOBaHMS JTOCTOBEPHOW U HEU3MEHSEMOM HMCTOpUM MPOEKTHBIX
COOBITUH, YTO YHPOIIAET MPOLEAYpbl KOHTPOJS, MOHUTOPUHra M ayauta. B ominuue ot
TPAAUIMOHHBIX LIEHTPATU30BaHHbIX 0a3 JaHHBIX, OJOKYEHH-PEECTPbl UCKITIOYAIOT BO3MOXHOCTh
PETPOCIIEKTUBHOTO W3MEHEHUs MHpOopManuu M OOECleYMBAIOT BBICOKHI YpOBEHb JOBEpUs
MEK]ly YYaCTHUKaMH MPOeKTa [8].

Hayunas nosusna uccneoosanusi 3akiiodaeTcsi B pa3pabOTKE MPAKTHUECKOH MOJENH
yVOpaBJICHUS]  MPOEKTaMHU,  OCHOBAHHOW  HA  MHTErpalMd  CMApT-KOHTPAKTOB U
JEUEHTPAITU30BAHHBIX PEECTPOB B MPOILECCHI JOTOBOPHOTO 0(OPMIIEHHUSI, KOHTPOJISI UCTIOTHEHUS
ATanoB M aBTOMAaTH3aluu (PUHAHCOBBIX PacyE€ToB. B oTiiMuMe OT CylIecTBYIOUUX MOAXOIOB,
IIPEJIOKEHHAs: MOJENIb OPUEHTHUPOBAaHA HA IMPAKTUYECKOE NPUMEHEHUE B PaCIpeNelIEHHBIX
IIPOEKTaX W NPEIyCMaTpPUBAECT KOMIUIEKCHYIO aBTOMATH3AalMI0 KIIOYEBBIX YNPABICHYECKHUX
IIPOLIECCOB.

Ilpakxmuueckas 3HauumocTh pabOTHl 3aKIIOYAETCS B BO3MOXKHOCTH HCIOJIB30BaHUS
pa3paboTaHHON MOZENU B ACSATEIbHOCTH OpraHU3alui, peaju3yloIluX MPOEKThl B YCIOBUSIX
nudpoBuzauu. Pe3ynprarhl HccienoBaHUS MOTYT OBITh HCHOJB30BaHbl MPHU BHEIPEHUU
nudpoBbIX MmIaThOpM  yIpaBi€HHs IPOEKTaMHu, pa3paboOTKe CHCTEM  BJIEKTPOHHOTO
JIOKyMEHTO000pOTa, a TakXe Mpu (HOPMUPOBAHUUA HOPMATUBHO-METOANYECKOM 0a3bl IU(PPOBOTO
MIPOEKTHOTO YIIPABJICHHUS.

[lenpro HacTosIILIEW CTaThbU SBISETCA pa3pabOTKa M OMHCAHUE MPAKTHUYECKOW MOJEIU
MPUMEHEHUsI CMapT-KOHTPAKTOB U  JICLICHTPAJIM30BAHHBIX PEECTPOB Il  MOBBILIEHUS
3¢ (HEKTUBHOCTHU YNPABIEHUS TPOCKTAMHU B YCIOBUSIX HU(DPOBU3ALIMH.

IIpakTHyeckass MoAe/b YNPaBJeHHS NMPOEKTOM Ha OCHOBE CMAapPT-KOHTPAKTOB. B
paMKax UCCIEA0BaHUS IPEIaraeTcs IpaKTHUYeCKas MOAEIb YIIPABIEHUS IPOEKTOM, OCHOBAHHAS
Ha WCMOJIb30BAaHUU CMapT-KOHTPAKTOB U JeleHTpanu3oBaHHoro peecrpa (DLT) kak
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TEXHOJIOTUYECKON OCHOBBI I (DUKCAIIMU MPOEKTHBIX COOBITHI, aBTOMATHU3alUH HCIIOJHEHUS
00513aTEIBCTB U MOBBIIICHUS MTPO3PAUHOCTH MPOLIECCOB yIpaBiIeHUs NMpoeKkToM [5—7]. Moaenb
OpHUEHTHpPOBaHa HA MPOEKTbl C TMOATAHBIM  BBINOJHEHHEM paboT  (milestones),
MEKOPTraHU3alMOHHBIM B3aUMOJICHCTBUEM U HEOOXOAMMOCTHIO (DOPMATU30BAHHOTO KOHTPOJIS
ucnojiHeHus ycnoBuit goroBopa (UT-mpoekTsl, WHPpPaCTPYKTYpHBIE MPOEKTHI, MPOEKTHI C
rOCyJIapCTBEHHBIM yuacTtuem) [3, 4, 8].
KitoueBast 0cOOEHHOCTh MOJIENTU COCTOUT B Pa3ClICHUH JBYX YPOBHEW XpaHEHUs] HHPOpMAIUU:
POEKTHBIE JTOKYMEHTHI U BIOKEHHSI COXPaHSIOTCS B 0071a4HOM cucTeMe T0KyMEHTO00opoTa, a
Jl0Ka3aTesbHas U ynpaBlieHueckass nHGopMalus (X311 TOKYMEHTOB, CTaTyChl 3TAlOB, COOBITUS
COTIACOBAaHUM, MOAMUCH, (DAKTHI BBITIOTHEHUS) PUKCUPYIOTCS B JCIIEHTPAIU30BAHHOM PEECTpe B
HeuszMeHsieMoM BuJe [ 14, 15]. Takoil momxo/ mo3BOSET COXPAHUTD YIO0OCTBO OOJIAYHBIX CUCTEM
(mouCK, BEpCHH, IOCTYIbBI), HO MPU 3TOM MOIYYUTh KPUOTOIPAPUUECKU IMOATBEPKIAAEMYIO
MCTOPUIO MPOEKTA, HE3aBUCUMYIO OT aIMUHUCTPATOPa KOHKPETHON MH(OPMALIMOHHON CUCTEMBI
[5].
Y4acTHUKH, POJIK M OTBETCTBEHHOCTH B MOJIeJIH

B nmpakTuueckoil MoJiesid BBIAECISIOTCS CIEIYIOIIUE POJIH:

o 3aka3zumk — opmupyeTt TpeOOBaHUs, YTBEPKIA€T TAlbI, pa3MeIlacT PUHAHCUPOBAHUE

(nemoHUpoBaHUE/PE3EPBUPOBAHNE) U IPUHUMAET PE3yJIbTaThl Pa0oOT.

o Tloapsigumk — UCIONHSET ATalbl MPOEKTa, MPEAOCTABISET PE3YIbTaThl U UHUIUUPYET
npouenypy MOATBEPKICHUS BBITIOJTHEHUSL.

* Kourposupywmas cropona (oracle/Banuaarop pakra) — MoATBEPKIACT HACTYIIICHUE
YCJIOBHM, HEOOXOIMMMBIX [l 3aKpbITHS dTana (Hampumep, akT BBIMOJHEHHBIX PpadoT,
TEXHUYECKasl MpUEMKa, MPoxXokaeHue tectoB, noarsepxkaenue KPI). Pons oracle kputuuna,
MOCKOJIbKY UMEHHO OHA CBSI3bIBAET COOBITHS PEaIbHOTO MUpPa U CMapT-KOHTpakT [12, 13].

o Ayaurtop/Hadrogaresib (ONUUOHATIBHO) — MOJY4YaeT JOCTYyH K PEECTpy COOBITHIA
MPOEKTA JIJIsl KOHTPOJIS M ayiuTa 6e3 He0OX0IMMOCTH 3allpalliuBaTh KYypHaJbl U3 Pa3HbIX CUCTEM
[15].

JUist  KOpPHOpaTHBHBIX W TOCYAApCTBEHHBIX CIIEHAPUEB LIEIE€CO00pPa3HO  HMCIOJIb30BATh
permissioned-noaxox (4acTHBINA/KOHCOPUMYMHBIM pEECTp) C pa3rpaHMYECHUEM NpaB U
uJeHTU(UKALIMEN YYaCTHUKOB, YTO YIIPOILIAET COOTBETCTBUE TpeboBanusiM Mb u perynaropasiM
HopMmawm [10, 11].
OO0beKTHI yIpaB/JIeHUS U CTPYKTYPA JAHHBIX MPOEKTA
JUIsi mpakTUYeCKOM peanu3alud MOJENIb ONUPAETCs Ha THUIOBBIE CYHIHOCTH YNpaBICHUS
MIPOEKTOM, KOTOPbIE YACTUYHO OTPAKAIOTCS B CMAPT-KOHTPAKTE:
o IlpoexkT: wmneHTUdUKATOp, CTOPOHBI, 0OA30BBIN JOTOBOp, IEPEUEHb JTANOB, OOIIHIA

OIOIKET/JIMMHATHI.

o Jtan (milestone): cpoku, KpUTEPHUU 3aBEPUICHUS, CTOUMOCTD, JOITYCTUMbIE OTKJIOHEHHS,
Habop apTePakToB (IOKyMEHThI/PE3yJIbTATHI).

« CoObITHE NpPOEKTA: CO3aHNe/CoITIacOBaHUE/ TOTUCaHIe/I3MEHEHIE/3aKPBITHE ATAIa.
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o JlokymeHT: XpaHUTCS B 00J1aKke, a B OJJOKYEHH 3aHOCUTCS X3l JOKYMEHTAa + METaIaHHbIE
(tun, Bepcus, ID B /10, nonnucn) [14].

Bxotoduenue xa1iei TJOKyMEHTOB B PEECTp MO3BOJIET BepUDUIIMPOBATH, UTO KOHKPETHAs BEpCHUs
JIOKyMEHTa He Obllla U3MEHEHA IMOCJe CONTACOBAHUS/TIOAMUCAHUA: TIPU JIFOOOW MPOBEPKE XOIII
MEPECUUTHIBACTCS U CPABHUBAETCS C 3alIMCAaHHBIM 3HaueHueM [14, 15].

IIpoueccHblii KOHTYP: «KaK 3T0 padoraer» nomaroso (To-Be)

Wuunmanys npoexTa u GOpMUPOBaHUE YCIOBHIA

3aKazyuK W MOAPSTINK COTIACYIOT CTPYKTYpy MpOEKTa M 3TamoB (milestones): cpoku,
KPUTEPUU MPUEMKH, CTOMMOCTb 3TaloOB, MEPEYEHb O00s3aTeNbHBIX JOKYMeHTOB (T3, muiaH-
rpaduk, crienuuKalny, akTel). ITH YCIOBHUS (PUKCUPYIOTCS B CMapT-KOHTPAKTE MPOEKTa Kak
rapaMeTpsl ucronHeHus [6, 7]. IIoCkobKy cMapT-KOHTPAKT IpEeIHA3HAYEH JUIsl aBTOMATH3ALAN
paBW, KpUTEPUU (POPMYIUPYIOTCS MAaKCHMaJIbHO U3MEPUMO (CTaTyChl, KOHTPOJIbHBIE TOYKH,
pe3yJbTaThl TECTOB, MOATBEPKIEHUE aKkTa) [9].

Joxkymenmoobopom u doxkazameibCmeo YeioCmHOCHU.
JlokyMeHTHI co3natorcs/penaktupytorcs B oomaunom IJ10. Jlns ximroueBsix Bepeuid (T3 v1.0,
JOTICOTIAlIEHUE, aKT IPUEMKH) CUCTEMa BBIYMCIISAET X31I U OTHPABISET TPAH3AKIUIO B PEECTP:
«THUII JOKYMEHTa — BEpPCUS — X311 — timestamp — UHUIUATOP». DTO CO3AET HEU3MEHIEMYO
LIETIOYKY BEPCUI U MOATBEPKAAET LIETOCTHOCTh JOKYMEHTOB B Ipouecce npoekra [ 14, 15].

Coenacosanue u noonucanue
[Ipu nognucannn qokymeHTta ctoponbl HaknaasiBaroT DI B /10, a B O1okueliH Qpukcupyercs
COOBITHE «IIOANUCAaHO» BMecCTE ¢ cchlikoi Ha JokyMmeHT/ID B /10 u ero x3meM. B pesynbrare
bopmupyeTcst Kpunrorpapuuecky NoATBEPKIaeMast UCTOPUSL: KaKOM TOKYMEHT, KaKOH BEpCHH,
KEeM U Korja ObL1 nmoanucad [14].

Ucnonnenue smana u noomeepoicoenue pezynomama (oracle)
[Toapsimumk Mo 3aBEpILIEHNH 3Tarla MPUKIIAAbIBAeT TpeOyeMble apTeakThl (OTUET, KO, MPOTOKO
TecToB, akT) B JJ10. [lanee 3amyckaercs mpoiietypa NoATBEpKIeHus: oracle (TexHamzop/ciayxoa
KaueCcTBa/yIOJHOMOUEHHOE JIUI0) MPOBEPSIET BBHIIOJHEHUE KPUTEPUEB U OTHPABISET B CMApT-
KOHTPAKT TMOATBEPXKJCHUE HACTyIUIeHUs coObITHs. VIMeHHO 3xmech mposBisieTcss «oracle-
npobseMay: HaA&KHOCTh MOJENIH 3aBUCUT OT KOPPEKTHOCTU HCTOYHHKA MOATBEPKIACHUS U
npoueayp konrpois [12, 13].

ABTOMaTHYECKOE 3aKPHITUE ATANa U PACUEThI
[Tocne nmonyyeHus MOATBEPKACHUS oracle cMapT-KOHTpPaKT aBTOMAaTUYECKHU:

® MEHSET CTaTyC JTara Ha «BBITOJIHEH/TIPUHSITY;

e (uxcupyet coObITHE B peecTpe;

® HMHUIUUPYET pacdyéT: aBTOMAaTHUECKYIO BBITUIATY/pa30IOKUPOBKY CPENICTB B paMKax dTamna
(ecnu UCTIONB3yEeTCS MEXaHU3M JeNoHupoBaHus) [6, 7, 9].

e B permissioned-cpene ¢uHaHCOBasS 4acTh MOXET OBITh peajn3oBaHa KaK BHYTPECHHHM
«YCJIOBHBIN TIIATEX» (MHTETPAIMS C TUIATEKHBIM MOAYJIEM/Ka3HAYEHCTBOM ) — Ba)KEH MPUHIINIT;
MJIaTEX 3amyCcKaeTcs 1Mo (PaKTy BHIMOIHEHUS YCIOBHI, a HE 10 PYYHOMY PEUICHUIO OTACIHHOTO
corpyanuka [11].

Vnpasnenue usmenenusmu (Change Management)
Ecnu mensttorest cpoku/0romket/o06EM padoT, coznaércs norncornamenue B /10 (HoBas Bepcus
JTOKYMEHTOB), €T0 X3III (PUKCUPYETCSl B PEECTpe, a MapaMeTpbl CMapT-KOHTPAKTa OOHOBIISIOTCS
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yepe3 (OpMAIN30BAHHYIO TPOLEAYPY: «UHHULIMALUS M3MEHEHUs — COIVIacOBaHHE —
MOJNMCaHNe — U3MEHEHHUE YCIOBHI KOHTPAKTay. ITO 00€CIeYNBAET MPO3PaYHOCTh H3MEHEHHIN
Y UCKJTIOYAET «PETPOCIIEKTUBHBIE» MpaBkH [14, 15].

KouTtpoab, npo3pauyHocTh ¥ ayquT B MoAeau.  [lpaktuueckuit  addexkr  Momenu
IPOSIBIISIETCSL B TOM, YTO PEECTP CTAHOBUTCS €IUHBIM MCTOYHUKOM HCTUHBI MO KIIOYEBBIM
COOBITHSAM IIPOEKTA:

® KTO YTBEpPJWJI dTall U KOT/a;

® KaKHC NOKYMCHTHI UCIIOJIb30BAHbI KAK OCHOBAHUC (qepe3 X311 1 BGpCHI/I);
® KaKue€ M3MEHEHHUS BHOCHJINCH U MO KAKOU Impoucaype,

® KOIJIa U HA OCHOBAaHUU YE€TO COBEPIIEHBI pacyEThI [15].
DTO MO3BOJISIET TPOBOJIUTH AYJIUT HE «ITOCT(AKTYM IO JIOTam», a B BUJIE HEMPEPHIBHOTO KOHTPOJIS
Ha OCHOBE HEM3MEHAEMON UCTOPUH TpaH3akuuu [ 15].
I[IpakTnueckne TpeOGOBaHMS K BHeAPEHUIO. [[1s peaJbHOTO BHEAPEHUS MOJCIb
IIPEATIOJIaraer:
e (opmanuzauio KpUTEPUEB ITAMOB (UTO CUUTACTCS «BBITIOTHEHOY);
e oImpejereHue JOBEPEHHOM poiu oracle u permameHToB noarBepxkaeHus [12, 13];
e BBHIOOP apXUTEKTYphl peecTpa (MyOIuyHbIN uau permissioned); /uisi opraHU3aluil yare
npuMeHuM permissioned-Bapuant [10, 11];
e pHTerpanuio ¢ oonmayasiM IO 115 XdUIupoBaHusi, Bepcuid U oanuce [ 14].
APpXHUTEKTYpa NPAKTUYECKOI0 peleHnsi. APXUTEKTypa MPEAJIaraeéMoro NpakTH4eCcKoro
pelIeHNsT OCHOBaHA HA WHTETpPalMd CMapT-KOHTPAKTOB M JICLIEHTPAJIM30BAHHOIO PEECTpa B
CYIIECTBYIOIYI0 U(PPOBYI0 MHDPACTPYKTYpY yIpaBieHus mpoekTamu. OCHOBHOW MPUHITUTI
ApPXUTEKTYPbI 3aKTIOYACTCS B pa3ieieHun QyHKIMN XpaHEHUsI, yIIPaBICHUsI U KOHTPOJISL JaHHBIX
MEXy CIEIUaTIu3UPOBAaHHBIMM KOMIIOHEHTAMM, YTO T[IO3BOJISIET TOBBICUTH HAAEKHOCTh
CHUCTEMBI M CHU3UTh 3aBUCUMOCTH OT LIEHTPAJIM30BaHHBIX agMuHUCTparopoB [5, 10, 11]. B
COCTaB apXUTEKTYPhI BXOAAT CICAYIONINE KIIOUYEBbIE KOMITOHEHTHI.
buokueiin-niiargopma ¢ NMOAJEPKKOH CMAPT-KOHTPAKTOB. biokuelH-miargopma
BBICTyIaeT 0a30BOM TEXHOJOTMYECKON cpefoi s (PyHKIIMOHUPOBAHUS CUCTEMBI. B pamkax
MPaKTUYECKON peann3aluy Lenecoo0pa3Ho HCIob3oBaHUEe permissioned-010kyeiina, B
KOTOPOM BCE€ YYaCTHUKHM UACHTU(PHUIIMPOBAHBI U 00JAAIOT CTPOTO OMpPENeIEHHBIMH MTpaBaMu
noctyna [10, 11]. Takoit momxom oOecriedyrBaeT COOTBETCTBUE TPEOOBAHMIM HH(POPMAITMOHHON
0€30MacHOCTH M KOPIOPATUBHOTO yMpaBJICHUS, dYTO ocoOeHHO BaxHo i1 UT- u
rOCy/IapCTBEHHBIX MPOEKTOB.
brokueitH-mnaTdopmMa BEITIOTHSAET cienytonue QyHKITUN:
® XpaHEHHE HEM3MEHSEMBIX 3alUCEH O MPOEKTHBIX COOBITUSIX;

e pacnpelIenEHHYI0 BaJIUIALMIO TPAH3AKIIMIA,
e (opMHUpOBaHUE €IMHOTO JOBEPEHHOIO peecTpa JEHCTBUI YUaCTHUKOB MTPOEKTA;
e oOecrnieueHre MPO3PAYHOCTH U MPOCIEKUBAEMOCTH YIIPABICHUS IPOEKTOM.

Hcrnonp3oBanue  pacnpencen€éHHOro  peecrpa  IO3BOJAET  MCKIIOYUTh  BO3MOXHOCTH
PETPOCIIEKTUBHOTO U3MEHEHUSI JAHHBIX M CHUKAET PUCKU MAHUITYJISIIAN CO CTOPOHBI OTAEIBHBIX
YYaCTHUKOB WJIM aJMUHHUCTPATOPOB CUCTEMHI [J].
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CMmapT-KOHTPaKT mnpoekTa. CMapT-KOHTPAKT TMPOEKTa SBJSETCS IEHTPaJbHBIM
AIIEMEHTOM AapXHUTEKTYpbl M TPEACTaBIAeT Cco00i (HOpMaIM30BaHHOE OIMCAHUE JIOTUKU
YOpPaBICHUS MPOEKTOM, 3a(pUKCUPOBAHHOE B MPOTPAMMHOM KOJIE€ U UCIOIHSEMOE B OIOKYCHH-
cpene [6, 7]. B cMapT-KOHTpaKTe 3a/1al0TCsl OCHOBHBIE MTapaMeTPhl MMPOEKTA, BKIIFOYASL:

® TIepEeYCHb YYACTHUKOB U UX POJIH;

® CTPYKTYpy 3TamnoB mpoekra (milestones);

® CPOKU BBITIOJIHEHHS ATAIOB;

® KPHUTEPHUU 3aBEPIICHHUS,

e mpaBwiIa (UHAHCOBBIX PACUETOB;

® yCIIOBHS U3MCHEHHS TapaMETPOB MPOCKTA.

CMapT-KOHTpAKT 00eCTIeYrBAET aBTOMATUUYECKOE HCIIOJHEHUE YIPABICHUYECKUX PELIECHUN Ipu
HACTYIUICHUH 3apaHee ONpeNeEHHbIX YCI0BUi. Hanpumep, oATBEPKI€HUE BBIIIOJIHEHUS dTalla
OPUBOAUT K ABTOMAarWYeCKOMY H3MEHEHHUIO €ro CTaryca M WHUIUMHPOBAHUIO (PUHAHCOBBIX
omepanuii 0e3 ydyacTusi IOCPEIHUKOB. OTO CHUXKACT TPAaH3AKIUOHHBIE W3ACPKKUA U
MUHUMM3UPYET BIUSHUE YelloBeuecKkoro dakropa [9].

OO0saunasi cucreMa JJIEKTPOHHOIO JAOKyMeHTooOopora. OOnauyHas cucrema
ANIEKTPOHHOTO JTIoKyMeHTooOopora (D10O) ucnonb3yercs Uis XpaHEHUs, PEAAKTHUPOBAHUS U
COBMECTHOI pabOThl C MPOEKTHOM M JOTOBOPHOM JOKyMeHTanuen. B pamkax mpemiaraeMoit
apxutektypbsl JJ[O He 3ameHsieTcss OJIOKYEHHOM, a HMHTETPUPYETCS C HUM, YTO IO3BOJISET
COXPAaHUTh yI0OCTBO TPAAULIMOHHBIX LIU(PPOBBIX MHCTPYMEHTOB YIPABIICHUS TOKyMeHTaMHu | 14].
B cucreme O/10:

® CO3JAOTCA U XPaHATCS JOKYMEHTHI IIPOEKTA;

e BeAETCSA BEpPCHOHHOCTh JOKYMEHTOB;

® OCYLIECTBIISIETCS IIEKTPOHHOE NTOANUCAHUE;

e o0ecreunBaeTcs KOHTPOJIb TOCTYIa yYaCTHUKOB.

JIns KJIIOYEBBIX BEPCHH JIOKYMEHTOB BBIUHCIISIOTCS KpUNTOTpadUUeCKUe XdIIH, KOTOPBIC
nepefaroTcs B OmokdyeiH. Takoi MeXaHHM3M IO3BOJISET JOKa3aTh HEM3MEHHOCTH JOKYMEHTA
MOCJIe €ro yTBEPXKACHUS WIIM TOAMKMCAHUSA, HE Ieperpyas OJOKYCHH XpaHEHHEeM OOJIBIIHNX
00bEéMOB aHHBIX [14, 15].

MexaHu3M BHeEIIHEro MoOATBep:KAeHUus1 coObiTuii (oracle). Mexanmsm oracle
MpeaHa3HaueH JJIs Mepe/ladyl B CMapT-KOHTPAKT MHPOPMALIMKU O COOBITUSIX, IPOUCXOASAIINX BHE
OsokuyelH-cpenibl. B KOHTEKCTE yIpaBiieHUs] MPOCKTaMH oracle MOATBEPKIIAeT BBHIMOJHEHUE
ATaIoOB, JOCTHYKEHHUE KOHTPOJIBHBIX MTOKa3aresie win GpakT nmoanucanus 10kymeHton [12, 13].
B npaktuueckoi apxuTekType oracle MokeT ObITh peajn30BaH B BUJIE:

® YIOJHOMOYEHHOTO MOIPA3ACICHUS 3aKa3UnKa;

L4 CJ'Iy)K6BI TEXHUYCCKOI'O KOHTPOJIA;

¢ ABTOMATU3HUPOBAHHOI'O MOAYJISL, UHTCITPHUPOBAHHOIO C HUT-cucremamu MOHUTOpPHHIQ.

HanéxHnocts oracle siBiasiercss KpuUTHUYECKUMM (DAKTOPOM KOPPEKTHOW paboOThl BCEM MOIEINH,
MOCKOJIbKY MMEHHO JaHHBI KOMIIOHEHT CBSI3bIBAE€T peajbHbIC YIPABICHUECKUE MPOLIECCHl U
aBTOMAaTU3WPOBAHHYIO JIOTUKY CMapT-KOHTpakrta [12]. [Ins cHuXkeHus PUCKOB PEKOMEHIYETCs
WCIOJb30BaHNE PEIIAMEHTUPOBAHHBIX MPOLEAYpP TMOATBEPKACHUS W MHOTO(AKTOPHBIX
IIPOBEPOK.
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[Honb30oBareabckue uHTEepdeiicbl  y4acTHUKOB  mpoekra. [lonb3oBarenbckue
uHTep(deiickl 00ecneunBaloT B3aUMOACHCTBUE YYACTHUKOB MPOEKTA C CUCTEMOW U MO3BOJISIOT
paboTaTh C apXUTEKTypod 0e3 HEeOOXOMMMOCTH TEXHUYECKUX 3HAHWA B 00JIacTH OJIOKYCHHA.
Yepes naTepPEiichl y9aCTHUKU MOTYT:

® 3arpyxaTh U IPOCMATPUBATh JOKYMEHTHI;

® VHUIMHPOBATH COMNIACOBAHUS U MOANMCAHNUE;
® OTCJICKMBATH CTATyC TAINlOB IIPOEKTA;
® TI0Ny4YaTh YBEAOMJICHUS O COOBITHUSX;
® TIpPOCMaTpUBATH UCTOPHIO IEHCTBUH, 3a)UKCUPOBAHHBIX B peecTpe.

B3aumogeiicTBie KOMIIOHEHTOB AapPXUTEKTYpbl. B3auMonencTBHe KOMIIOHEHTOB
ApXUTEKTYPbI peaqu3yeTcs CIeayomuM oopa3oM. JIOKyMEHThI CO3/1at0TCs U 00pabaThIBalOTCS B
oOnaynoil cucreme JJ[O, mocne 4ero Ux Xd3UIM MEepefaroTcs B OJOKYEHH M CBS3BIBAIOTCS CO
CMapT-KOHTPAKTOM MPOEKTa. YIpaBleHYECKHE COOBITHS (MOANHUCaHuE, 3aBEpIIECHUE 3Tara,
BHECEHME U3MEHEHU) PUKCUPYIOTCS B ICIICHTpaIn30BaHHOM peectpe. [locne moaTBepxkaeHus
COOTBETCTBYIOIIUX YCIOBUM oracle cMapT-KOHTPAKT aBTOMAaTHYE€CKU MCTIOIHSIET 3aJI0KEHHYIO B
HETO JIOTUKY, BKJIIO4asi K3MEHEHHE CTaTyCOB U 3alyCK (PMHAHCOBBIX OTEPAaIIU.

Takoe pacmpenenenue (QyHKIMI TO3BONAET OOECIEUUTh OallaHC MEXay yI00CTBOM
MCIIOJIb30BaHMS, BBHICOKOW CTENEHBIO aBTOMATH3allMU M KPUITOTpadUueCcKOd HaIEKHOCTHIO
JIaHHbIX [5, 15].

[IpennoxkeHHass apXUTEKTypa MPAKTHUYECKOTO pEIICHUs OO0ECIeurBAeT HUHTETPAIMIO0 CMapT-
KOHTPAKTOB M JICLICHTPAJIM30BAHHBIX PEECTPOB B MPOLECCHl yMNpaBICHUS NPOCKTaMHu Oe3
HEOOXOJMMOCTH TIOJIHOTO OTKa3a OT CYIIECTBYIOMUX HHUPPOBBIX cucTeM. Vcmoib3oBaHue
THOPUIHOTO TOJX0/a, COYETAIOIIETO O0auyHbIE CEPBUCHI U OJOKYEHH-TEXHOJIOTUH, TTO3BOJISIET
MOBBICUTH MPO3PAYHOCTH, YIPABISIEMOCTh U HAIEKHOCTh TPOCKTHOMN AESATEILHOCTH B YCIIOBUSIX
nM(ppOBU3ALIIH.

IHoanucanue 10roBOpPOB U 3aMycK npoekTa. [Iporiecc moanucanus J0roBOpoB B paMKax
mpenjaraeMoil MO PEealu3yeTcsl C HCMIOIb30BaHUEM HHTETpalii OOJIAYHOW CHCTEMBI
AIIEKTPOHHOTO  JOKYMEHTOOO0OpOTa, KpUNTOrpadUyeCKNX MEXaHU3MOB XJIIMPOBAHUS U
JEIEHTPAIM30BAaHHOTO peecTpa. Takoi moaxo/1 MO3BOIsET 00ECIEYUTh IOPUANICCKHA 3HAYNMYIO
(UKcaIuio JOTOBOPHBIX OTHOIICHUM W aBTOMATU3UPOBATh MEPEXO]l OT CTAIUHU COTTIACOBAHUS K
CTaJINM UCIIOJHEeHUS TIpoekTa [6, 7, 14].

Ha nepBom stane qoroBop hopMupyeTcsi B CUCTEME ANEKTPOHHOTO JOKYMEHTOO000pOTa B
COOTBETCTBHM C YCTAHOBJIEHHBIMU pPEMIaMEHTAMHU MPOEKTHOTO YyIpasieHus. B cucreme
OCYIIIECTBIISICTCSl COMIACOBaHUE YCJIOBUM JOTOBOpa, BKJIIOUAsl MPEIMET, CPOKH BBITIOJTHEHUS
ATaIoB, KpUTepuM MNpUEMKU U (UHAHCOBBIE o0s3arenbcTBA CTOpoH. llocne 3aBepieHus
cornacoBanus Gpopmupyetcst GuHaIbHAsS BEpCHs JOTOBOPA, NMPeAHA3HAUYCHHAS JJIS TOATUCAHMS.

Janee mist yTBEp>KIEHHON BEpCUU JIOTOBOPA BBIYMCIAETCS KpUNTOTrpadUyecKuil X3,
MPEACTABIAIONMN coO0N yHUKaIbHOE IU(POBOE MPEACTABICHUE COACPKUMOTO JIOKYMEHTA.
X5l AOKYMEHTa MCIOJIb3YeTCsl KaK JI0Ka3aTeIhCTBO €ro IEJOCTHOCTH, MOCKOJIBKY Jt000€
M3MEHEHHE TEKCTa JIOroBOpa MPUBOJIUT K M3MEHEHHUIO 3HaueHus xoma [14, 15]. [lomyuenHnoe
3HAYEHUE XOII1a IepeaéTcs B ICIICHTPATN30BAHHBIN PEECTP U CBA3BIBACTCS C UICHTU(DHUKATOPOM
JIOTOBOPA, €ro BEpCUEH U yYaCTHUKAMU MTPOEKTA.

[Tonnucanue aO0TOBOpa OCYUIECTBISIETCS CTOPOHAMH C HCIOJIb30BAHUEM 3IIEKTPOHHOMU
1M (HPOBOM MOAMKCH, IPU ITOM TOJITUCH HAKIIABIBACTCS HE TOIBKO HA CaM JOKYMEHT B CHCTEME
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310, HO ¥ JIOTUYECKH CBSI3BIBACTCSI C €T0 Xd1IeM, 3a()UKCUPOBAHHBIM B Ookyeiine. B pesynbrare
dbopmupyeTcst Kpuntorpapuuecku NOATBEPKAEHHAS 3aMKCh O (PaKTe MOAMUCAHUS, COAepIKaILas
CBEJICHHUSI O MOANMCAHTAX, BPEMEHU MOJIIUCAHUS U CTaTyCce JOKYMEHTa [6].

®uxcanus (akTa TOANUCAHUS AOTOBOPA B JEHEHTPATN30BAHHOM peecTpe oOecreurnBaeT
HENU3MEHSAEMOCTh HMCTOPUU JOTOBOPHBIX OTHOIIEHUH M HMCKIIOYAET BO3MOXHOCTH IOJIMEHBI
JOKYMEHTA ITOCIIE €T0 YTBEPKICHHS. B oTiM4Me OT TpaAUIIMOHHBIX HEHTPAIN30BAHHBIX CUCTEM,
rJe aJMUHHCTPATOP MOXKET U3MEHUTh WM YIAJuTh 3amucH, OJIOKYeHH-peecTp oOecreunBacT
pacrpenenéHHoe XpaHEeHUE JaHHBIX U HEBO3MOXKHOCTh UX PETPOCIIEKTUBHOTO U3MEHEHUS [5].

[locne 3aBepiieHHs TPOLEAYPHl MNOAMUCAHUSA JIOTOBOP AaBTOMAaTUYECKH CTAHOBHUTCS
TPUTTEPOM [IJIsl AKTUBALIMM CMApT-KOHTPAKTa NpoekTa. CMapT-KOHTPAKT CUMTHIBAET MTApAMETPhI
JI0TOBOPA, BKJIIOUAsi CTPYKTYpPY 3TaNoB, CPOKU M (PMHAHCOBBIE YCIOBHUS, U TIEPEBOJIUT MPOCKT B
CTaTyC «akTUBEH». JlaHHBIH MeXaHU3M T[O3BOJISIET OTKA3aTbCsl OT JIOMOJIHUTEIbHBIX
aMUHUCTPATUBHBIX COIVIACOBAHUI M PYYHOIO 3aIlyCKa MPOEKTa, YTO COKPAIIAET BPEMEHHBIE
U3JIEP)KKU U CHIDKAET PUCK OIIMOOK [7, 9].

AKTHBaIUsl CMapT-KOHTPAKTA TAKKE MHULIUUPYET (OPMUPOBAHUE HAYATIBHOTO COCTOSIHUS
MIPOEKTa B JICLEHTPAJIM30BAaHHOM pEECTpe, BKIIOYAs (PUKCALMIO MEpPEYHs STaloB, poJieh
YYaCTHHUKOB M yCJIOBUH UCTIONHEHUS. C 3TOr0 MOMEHTA BCE KIIIOUEBBIE YIIPABICHUYECKUE COOBITHS
IPOEKTa (BBINOJIHEHUE STAlOB, U3MEHEHUS YCIIOBUH, (PMHAHCOBBIE PAacd€Thl) aBTOMAaTHUECKH
¢bukcupyrorcs B 6JokueitHe, popMupys HEU3MEHAEMYI0 HCTOPHUIO peanu3aliiu npoekra [15].

Takum oOpazoM, mpouecc MOANUCAHUS JOTOBOPOB B paMKax IpeAaraéMod MOJeNu
BBINIOJIHSIET HE TOJIBKO IOPUAMYECKYI0 (YHKLIHMIO, HO U CIYKUT MEXaHM3MOM 3aIlycKa
aBTOMAaTU3UPOBAHHOTO YIPABJIEHUS MPOEKTOM. VHTEerpamus a1eKTpoOHHOr0 IOKyMEHTO000poTa
Y CMapT-KOHTPAKTOB MO3BOJISIET 00€CIIEUUTh HEMTPEPHIBHOCTH U POBOTO MPOLECCA «I0TOBOP —
UCIIOJIHEHUE — KOHTPOJbY», YTO CYLIECTBEHHO TMOBBIMIAECT 3PPEKTUBHOCTh MPOECKTHOM
NEeSATENBHOCTH B YCIOBUSAX LIU(PPOBU3ALUU.

YupasjieHne 3TanaMu NMPOeKTa U (PUMHAHCOBLIMM pPacyéTaMu. YIPaBICHUE dTalaMH
MPOEKTa B paMKax IMpeajiaraéMoll MOJENIM peau3yeTcss Ha OcCHOBe milestone-moaxona c
MCIIOJIb30BAaHUEM CMapT-KOHTPAKTOB, B KOTOPBIX (POPMAJM3YIOTCS KIHOUEBBIE IapaMeTphbl
KaXJOT0 3Tana MpPOEKTa, BKIIOYas CPOKW BBIMOJIHEHUS, KPUTEPUU 3aBEPIICHUS U OOBEM
¢unancupoBanusa [3, 6, 7]. Takoe mpeacTtaBieHUE IMO3BOJIIET ABTOMATU3UPOBATh KOHTPOJb
VCIIOJTHEHUSI IPOEKTHBIX 0053aT€IbCTB 1 MUHUMU3UPOBATh BIUSHUE YEIOBEUECKOTO (PaKTopa.

[0 3aBepiIeHNN OYEPEAHOTO 3Tala NOAPATIYMK HHULIMUPYET IPOLEAYPY NOATBEPKICHUS
BBITIOJIHEHUSI paboOT MyTEM 3arpy3Kd HEOOXOIHMMBIX PE3YJIbTaToB M JIOKYMEHTOB B CHUCTEMY
ANIEKTPOHHOTO  JTIOKyMeHTooOopoTra. KitoueBble BepcHHM JOKYMEHTOB  CBSI3BIBAIOTCS  C
COOTBETCTBYIOLIMM 3TallOM IOCPEICTBOM 3alHCH HX KpUOTOrpaduUyecKux XdIIed B
JIEUEHTpAIN30BaHHbIN peecTp. [loaTBepKaeHNE BBINIOJHEHUS YCIOBUN 3Tana OCyLIECTBISAETCS
YIIOJITHOMOYEHHOM cTopoHOM (oracle), uro oOecreunmBaeT CBsI3b MEXKIY (PaKTUUECKUM
HCIIOJTHEHHEM paloT U JIOTUKOM cMapT-KoHTpakTa [12, 13].

[Tocne monydeHus MOATBEPKIAEHUS oracle CMapT-KOHTPAKT aBTOMAaTHYECKU H3MEHSIET
CTaTyC 3Tala Ha «BBIMOJIHEH» U (PUKCUPYET JaHHOE COOBITUE B JEUEHTPAIM30BAHHOM PEECTPE.
OnHOBpEMEHHO VHULIMUPYETCS ABTOMAaTHU3UPOBAHHBIN (brHaHCOBBIN pacu€r,
MpenyCMaTpUBAIOLIMI  TEPEUMCICHUE  CPEACTB  MOAPSAYUKY WM pa3OIOKHUPOBKY
JIETIOHUPOBAHHOTO (PMHAHCUPOBAHMSI B COOTBETCTBUMU C ycioBUAMU dTana [6, 9]. Takoii
MEXaHU3M HCKITIOYAET 3aJIePKKH IJIATeKEN U CHUKACT PUCKU CyObEKTHBHOTO BMEIIATENHCTBA B
IIpOLIECC PACYETOB.
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Quxcarmst uHQOpPMAMM O BHINOJHEHUM STalmoB U (UHAHCOBBIX OMNEPALUAX B
HEU3MEHSEMOM peecTpe (QOpMHUPYET MPO3pavyHyI0 W TMPOCICKHBAEMYIO HCTOPHIO IPOEKTA,
JNOCTYTHYIO JUIl KOHTPOJIS M ayJIuTa B PEKUME PEalbHOTO BpEMEHH. B pe3ynprare noselmaeTcs
YIIPABISIEMOCTb IPOEKTHOW JESTEIbHOCTH M CHHIJKAIOTCA TPAH3aKLUMOHHBIE W3IEPKKHU,
CBSI3aHHBIE C PYYHON 00paOOTKOM TaHHBIX U pa3pelIeHneM CIOPHBIX cuTyauui [15].

YupapieHue W3MEHEHMSIMM M KOHTPOJIb HCIOJHEHHs. YIIPABICHUE W3MEHEHUSAMU
IpOEKTa B paMKax IMpeiyiaraeMoid MOJIENM OCYILIECTBISETCS Ha OCHOBE (POpMaIM30BaHHOU
POLEAYPbl BHECEHHsI KOPPEKTHMPOBOK B YCJIOBMS pEAM3ALMU MPOEKTA € HCIOJIB30BAHUEM
CMapT-KOHTPAKTOB M JELEHTPAIM30BAHHOIO peecTpa. V3MEHEeHusT MOTyT KacaTbCsi CPOKOB
BBINOJIHEHUS 3TAINOB, 00bEMa paboT, KpUTEPUEB IPUEMKH UIIH (DUHAHCOBBIX YCIIOBUH U TPEOYIOT
00513aTEILHOTO COIACOBAHUS MEXK/ly YUaCTHUKAMU MpoekTa [3, 6].

Kaxxnoe wusMeHenune odopmisiercss B BHUAE OOHOBIEHHOW BEPCHM MPOEKTHOM WM
JOTOBOPHOM JTOKYMEHTAllUU B CUCTEME 3JIEKTPOHHOTO IOKyMEHTO000poTa. /{151 yTBepKAEHHBIX
JOKYMEHTOB  BBIYHMCIIAIOTCS  KpUNTOrpauyecKue XdIIM, KOTOpble  (DUKCHUPYIOTCA B
JEUEHTPAIU30BAHHOM PEECTPE, YTO OOECIEeYyMBaET HEM3MEHAEMOCTh WCTOPUM W3MEHEHHHN U
HCKJIIOYAE€T BO3MOKHOCTh PETPOCIIEKTUBHOM KOPPEKTUPOBKH YCI0BUH mpoekra [ 14, 15].

[locnme comracoBaHuss W NOANKMCAHUA M3MEHEHUM MapamMeTphl CMapT-KOHTPAKTa
OOHOBJIAIIOTCS B COOTBETCTBHU C HOBOM BepcHe ycioBuil. Bee Bepcrun H3MEHEHH COXpaHsoTCs
B pEECTpPE M OCTAOTCA NOCTYIIHBIMU JUI IOCJIEAYIOLIEr0 aHaiau3a W ayaura. Takou IOAXOX
MO3BOJIIET 00ECTIEUUTh MPO3PAYHOCTh YNPABJICHUS MPOEKTOM U (POPMHUPOBAHUE JOCTOBEPHOM
J0Ka3aTeabHON 0a3bl B CIIyyae BO3SHUKHOBEHMSI CIIOPHBIX CUTyalui [S].

KoHTponb HMCHOMHEHUS MPOEKTa OCYIUECTBISIETCS B PEKMME PEaJbHOTO BPEMEHM Ha
OCHOBE JIaHHBIX, 3a(DUKCHUPOBAHHBIX B JCLEHTPAJIU3OBAHHOM peecTpe. 3aKazdhK U Jpyrue
3aMHTEPECOBAHHBIE CTOPOHBI MOJIYYAOT JOCTYII K aKTyaJbHOW MH(OPMAILIMKU O CTaTyCe 3TAIoB,
BBINIOJIHEHUHU YCJIOBUI U (PUHAHCOBBIX pacuérax 0e3 HeOOXOAUMOCTH PyYHOro coopa OTUETHBIX
NaHHBIX. [cnosb30BaHME HEW3MEHSEMOIO peecTpa MO3BOJSIET YHNPOCTUTh MPOLEXYPHI
MOHHTOPHUHTIA U IOBBICUTH JOBEPHUE K pe3ysbTaraM KOHTpous [15].

CpaBHUTEJBbHBIA AHAJU3 MNPAKTHYECKHMX MOAXOAOB. /[[JI1 OIEHKM NpPaKTHUYECKOU
3 ()EKTUBHOCTH TMPUMEHEHHSI CMapT-KOHTPAKTOB U JICLIEHTPAJIM30BAHHBIX PEECTPOB B
YIIPABJIEHNUH ITPOEKTAMU MPOBEIEH CPABHUTENBHBIN aHAIN3 TPAAUIIMOHHON MOJENH YITPABICHHUS
MIPOSKTaMU W MOJIEIM, OCHOBAHHOW Ha WCIIOJIb30BaHMM OJIOKYCHH-TexHONOTHH. CpaBHEHHE
BBITIOJIHEHO IO KJIIOUYEBBIM IPOLIECCaM MPOEKTHOTO YIPAaBJIEHUS, OKa3bIBAIOIIUM HauOOJIbIIIEe
BJIMSIHUE HA CPOKH pEeIM3ALUU ITPOEKTA, IPO3PAYHOCTh B3aUMOIEUCTBUS YUACTHUKOB U YPOBEHb
YIPaBJICHUYECKUX PUCKOB.

Tabauua 1 — CpaBHeHHe TPAAUIIMOHHOM MOJEJIN YIIPABJICHUS IPOCKTAMM M MOAEJIU
C UCIOJIb30BAaHUEM OJIOKYEiTHA U CMAPT-KOHTPAKTOB

[Ipouecc ynpasnenus TpanumoHHBIN [Toxxon ¢ OIOKYECIHHOM U [IpakTrnueckuii
ITPOEKTOM TOJIXOA, CMapT-KOHTPAKTaMH sbdekr
IMonnucanue LenTpanuzoBanueie | Dukcamus X311€i U NOAMUCEN Ucknrouenue
JIOTOBOPOB 910 B OJ10KueliHe IOJMEHBI JOKYMEHTOB

CornacoBaHue 3Tanos Pyunoe ABTOMAaTHYECKOE HCIOIHEHHE |  CokpalleHHe CPOKOB

YCIIOBUM
DUHAHCOBBIE PACYETHI [Inaréxuble ABTOMAaTHYECKHE BBITLIATHI IIpo3payHOCTh
[Opy4CHUA pacy€ToB
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-
VYnpasienue BepcuonHocts B Heusmensiemast ucropus [ToBBILIEHNE OBEPHUST
W3MCHEHHSIMH bJ1
Aynut HenpepoiBHBI HenpepsiBHBIi CHuXEHME PUCKOB

Pe3ynbraThl CpaBHUTENBHOTO aHAIM3a MOKA3bIBAIOT, YTO PUMEHEHHE CMapT-KOHTPAKTOB
U JEUEHTPAIM30BAHHBIX PEECTPOB  OOECIEUMBAET MEPEXOA OT  aJAMUHUCTPATHUBHO-
OPUEHTHPOBAHHOW MOZENH YIpPaBICHUS NPOCKTaMU K aBTOMaTU3WPOBAHHOW MOEIIH,
OCHOBaHHOM Ha (OPMATM30BAaHHBIX MPaBUJIAX U KPUNITOTpapUUECKH MOATBEPKIAEHHBIX JaHHBIX.
B otnnyme oT TpaauIIMOHHBIX MTOAXOA0B, T KOHTPOJIb U PACYETH BO MHOTOM 3aBHUCST OT PYUHBIX
MpOLEeayp, HCHOIb30BAaHUE CMAapT-KOHTPAKTOB IO3BOJIIET aBTOMATU3UPOBATh HCIIOJIHEHHE
KJIFOUEBBIX YIPABIECHUYECKUX PEIICHUIN U CHU3UTD BIUSHUE YEJIOBEYECKOTO (haKkTopa.

Ocoboe 3HaueHue HMeeT TpaHchopMalusl MNPOLECCOB YIPABICHUS H3MEHEHUSIMU U
aynura.  HemsmeHsemas  uCTOpUST ~ NPOEKTHBIX  COOBITUH,  3aUKCUpOBaHHas B
JEIEHTPAIM30BaHHOM peecTpe, (GOpMUpPYET HAAEKHYIO JO0Ka3arelbHYyl0 0a3dy U yIpoulaer
KOHTPOJIb UCIIOJIHEHUS NIPOEKTa B PEKUME PEATIbHOIO BPEMEHU. JTO CIIOCOOCTBYET CHUKECHUIO
TPaH3aKLUOHHBIX U YIPABIEHYECKUX PHUCKOB, & TAK)KE TOBBIIMICHUIO YPOBHS JOBEPUS MEXKIY
y4aCTHUKaMU IPOEKTa.

Onucanue mnpakTH4yeckoil cxembl. Ha pucyHke mnpeacraBieHa apXUTEKTypa
MPAKTUYECKON MOZENIN YIPABIICHUS POEKTOM, OCHOBAaHHOM Ha MHTETpallii CMapT-KOHTPAKTOB,
JEUEHTPAIM30BAHHOTO peecTpa M OOJAUHOM CHCTEMBI JJIEKTPOHHOTO JIOKYyMEHTOOOOpOTA.
LleHTpadbHBIM 3JIEMEHTOM MOJEIN SBISETCS CMAapT-KOHTPAKT MPOEKTa, B KOTOPOM
(hopmann30BaHbI
YCIJIOBUS BBITIOJIHEHHUS TAOB, KPUTEPUHU MPUEMKH U TIpaBuiia (PUHAHCOBBIX Pacu€ToB.

3aKa3uuK M TMOIPSAYUK B3aMMOACHCTBYIOT C CHUCTEMOW dYepe3 00JayHyro MiaTgopmy
JOKYMEHTO000pOTa, TA€ OCYILIECTBISIETCS CO3/IaHKe, COIIACOBAaHUE, MOJANUCAHUE U XpaHEHUE
MPOEKTHOM U TOTOBOPHOM JOKyMeHTaluu. /s obecnedenus: NoJUyIMHHOCTH U HEU3MEHSIEMOCTH
JOKYMEHTOB UX KpunTorpadguyeckue Xsum (GUKCUPYIOTCS B ACLIEHTPAIN30BAHHOM PEECTPE, UTO
MO3BOJISIET MOATBEPAUTD LIETOCTHOCTh HHPOPMALIMU Ha JIFOOOM 3Tare peaan3aliy MpoeKTa.

KiroueBble ymnpaBieHUeCKHEe COOBITHS TPOEKTa, BKJOYas IOANHUCAHUE JOTOBOPOB,
3aBEpILIECHUE ATAIOB U BHECEHHE U3MEHEHUH, TAK)KE PETUCTPUPYIOTCS B OJOKUEHH-Cpesie B BUAE
Tpan3akuui. [loaTBepkaeHue Gakra BHIMOIHEHHS 3TANOB OCYIIECTBISETCS KOHTPOIUPYIOIIUM
areHtoM (oracle), obecrieunBarOIMM CBSA3b MEXAY (PAKTUUECKUM UCTIOJTHEHUEM padOT U JIOTUKOU
cmapT-koHTpakTa. Ilocne monydeHHus TOATBEPKIAEHUS CMapT-KOHTPAKT aBTOMAaTHYECKU
MHULMUPYET (PUHAHCOBBIEC PACUETHI U OOHOBIISET CTATYyC MPOEKTA.

[IpencraBienHas cxeMa OTpakaeT CKBO3HOM Iu(POBOIi IpoLiecc yNpaBiIeHUs MPOEKTOM,
o0OecreynBaroluid Mpo3payHOCTh B3aWMOJAEUCTBUS YYACTHUKOB, aBTOMATH3allMI0 KIIOYEBBIX
YOPaBICHUYECKUX PEIICHUH M BO3MOXKHOCTh HEMPEPHIBHOTO KOHTPOJS M aylduTa MPOEKTHOU
NEeSATENBHOCTH.

Ouenka 3¢¢eKTUBHOCTH NpakTHYeckoro BHeapeHus. OieHka >(HHEKTUBHOCTH
MPAKTUYECKOTO0 BHEAPEHUS IMpenaraéMoil MOIeNu yIpaBieHUs MPOEKTaMU Ha OCHOBE CMapT-
KOHTPAKTOB U JCIEHTPAIM30BAHHBIX PEECTPOB MPOBEICHA Ha OCHOBE SKCIEPTHOTO aHaJIM3a
TUTOBBIX TMPOEKTHBIX MPOIIECCOB U COMOCTABIEHUS HMX C TPATUIUOHHBIMH TOAXOAAMU K
VIOPaBJICHUIO TPOEKTaMU. B KauecTBe KpUTEPUEB OLEHKU HCIOJIb30BAINCH BPEMEHHBIE,
OpraHMU3alMOHHBIE U YIPAaBICHUYECKUE [TOKA3aTENN, OTPAXKAIOUINE PE3YIbTaTUBHOCTD IPOEKTHON
JESITEIbHOCTH.
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[lo pe3ynbraram aHajiv3a yCTaHOBJIEHO, YTO aBTOMAaTH3allMsl MPOIEAYP COINIACOBAHUS U
MOATBEPKICHUS ATANIOB MIPOEKTA MO3BOJISET COKPATUTh CPOKHU UX COIVIACOBAHUSA B CPEJHEM Ha
20-30 % 3a CU€T HCKIIOYEHHS PYYHBIX OINEpaluid, CHI)KEHHSI KOJIMYeCTBA HTEpalui
COTJIACOBAHUS M aBTOMAaTHYECKOTO MCTIONHEHUS (POPMaTN30BaHHBIX YCIOBUN CMapT-KOHTPAKTA.
CymectBeHHBIN A(PdeKT JocTUraeTcs Ha 3Tarnax IpueéMKH padoT U MPUHIATHUS YIIPABICHUECKUX
pELIEHUM.

Hcnonp3oBaHue CcMapT-KOHTPAKTOB M aBTOMATHM3UPOBAHHBIX (PUMHAHCOBBIX PacuEéToOB
CIIOCOOCTBYET CHUMCEHUND ONEePAYUOHHBIX UB0EPIHCEK YNPABNeHUsl NPOEeKmOM, CBSI3aHHBIX C
MOJITOTOBKOM M 00pabOTKOM IIIaTEKHBIX JOKYMEHTOB, KOHTPOJIEM UCIIOJHEHUS 00s13aTeIbCTB U
aIMUHUCTPATUBHBIM COMPOBOXKACHUEM IpoekTa. JlomomHutenbHbld dPdekT mocturaercs 3a
CU€T COKpAIICHUS TPya03aTpar MepCoHaNa Ha KOHTPOJIbHBIC U OTYETHBIC (PYHKITHH.

dukcarusi KIIOYEBBIX MPOEKTHBIX COOBITUM W W3MEHEHHMM B HEU3MEHSEMOM
JELEHTPAIM30BAHHOM PEECTPE MPUBOAUT K YMEHbULEHUIO KOIUYECMBA KOHMAUKMHBIX CUMYAYULL
medxcoy yyacmuuxamu npoexma. Hanuuue npo3padHoit ¥ Kpunrorpapuieck moATBEp>KIEHHON
HUCTOPUM JICHUCTBUM TMO3BOJISIET OMEPATUBHO pa3peliarh CHOPHBIE BOIPOCHI, CBSI3AHHBIE CO
CpPOKaMH, 00bEMOM BBITIOJTHEHHBIX Pa0OT U PUHAHCOBBIMH PaCUETAMM.

Kpome Toro, BHeapeHue mpeasiaraeMoil MOJEIN OOECIEUUBAECT HOGblIULECHUE NPOIPAYHOCU U
VIPABIAEMOCMU NPOEKMHOU OesimenvHocmuy. 3aKa3uuK U JPYrue 3auHTEPECOBAHHBIE CTOPOHBI
MOJTYYaroT JOCTYII K aKTyaJIbHOM HH(OPMAITUU O X0/Ie pealii3alliy MPOEKTa B PEKUME PeaIbHOTO
BPEMEHH, YTO YIPOIIAET KOHTPOJIb UCIIOJHEHHUS U MOBBIIIACT 000CHOBAHHOCTH ITPUHUMAEMBIX
YIIPaBJICHYECKUX PEIICHUIA.

B coBOKYITHOCTH TOTyYEHHBIC PE3yIbTaThl CBUJICTEIIBCTBYIOT O IIEJIECOOOPA3HOCTH MPUMECHEHUS
CMapT-KOHTPAKTOB U JICIIEHTPAIM30BAHHBIX PEECTPOB B YIPABJICHUHU MPOEKTAMHU B YCJIOBHUSX
uudpoBu3alri, 0COOEHHO B TPOEKTAaX C MHOTOCTOPOHHUM B3aMMOJICUCTBHUEM U MTOBBIIIIEHHBIMU
TpeOOBaHUSIMU K MPO3PAYHOCTU U KOHTPOJTIO.

3axuouenne. B xoz1e npoBenEHHOTO UCCIEA0BAaHUS MTOATBEPKICHA BBICOKAS TTPUKJIIATHAS
3HAQUUMOCTh HCIOJIb30BAHUSI CMApPT-KOHTPAKTOB U  JCIEHTPAIM30BaHHBIX PEECTPOB B
VIIpaBJIEHUHU TPOEKTaMU B YCIOBUSIX Lu@poBuzanmu. MHTErpauus JaHHBIX TEXHOJIOTHUN B
MPOIIECCHI IOTOBOPHOTO 0(hOpMIICHUS, YIIPABICHUS dTaamMu, GUHAHCOBBIX PACYETOB U KOHTPOJIS
WCTIOTHEHHUS TTO3BOJISIET aBTOMATU3UPOBATh KIIFOUEBBIC YIPABICHUYECKHUE MPOIEAYPhI, TOBBICUTD
MPO3PAYHOCTh IIPOCKTHOM JACATECILHOCTH M CHU3UTH BIMSHUE YEJI0BEYECKOTO (haKTopa.
Hayunas HOBHM3HA HccleqoBaHUS 3aKJIIOYaeTcsl B pa3paboTke M OOOCHOBAHHMM IPAKTUUYECKOU
MOJICJIM YNPABJICHUSI MPOEKTaMU, OCHOBAHHOW HA KOMIUJIEKCHOM HMCIOJIb30BAHUUA CMapT-
KOHTPAKTOB M JELEHTPAIM30BAaHHOTO peecTpa KaK €IMHOr0 MeEXaHW3Ma aBTOMaTH3alluu
VIOPaBJICHUYECKUX W (DMHAHCOBBIX MPOIECCOB. B ommume oT CymecTBYIOMUX IOAXO0B,
OPUEHTHUPOBAHHBIX MPEUMYIIECTBEHHO Ha TEOPETHUYECKOE OMHCAHWE OJIOKYCHH-TEXHOJIOTHH,
MpeAIoKEHHAS MOJIETTb (POPMATU3YET JIOTUKY IMPOCKTHOTO YIIPaBJIEHUS HAa YPOBHE UCTIOJIHSIEMBIX
MpaBWi, TMpeaycMaTpuBaeT MHTErpaluilo ¢  OOJauYHBIMM  CHUCTEMaMH  AJICKTPOHHOTO
JIOKyMEHTOO00POTa U UCIIOIL30BaHUE MEXaHN3Ma BHEITHETO TTOJITBEPKICHUS COObITUH (oracle).
JIOTIOJTHUTENIbHBIM ~ AJIEMEHTOM HAay4YHOM HOBM3HBI SIBJISIETCS TMPEACTABICHUE MPOCKTHOU
NEATEeIbHOCTH B BHJIE MOCJIEI0BATEILHOCTH KPUIITOTPaPUUIECKH MOITBEPKIAEHHBIX COOBITHM,
(UKCUpyeMBbIX B HEM3MEHSIEMOM peecTpe. Takoll TOAXO0A TMO3BOJISET paccMaTpuBaTh
JELUEHTPAIM30BaHHBII PEECTP HE TOJIBKO KaK CPEJCTBO XPAHEHUS TAHHBIX, HO U KAK UHCTPYMEHT
HETPEPHIBHOTO KOHTPOJISL U ayAUTa MPOEKTHBIX MPOLIECCOB B PEaTbHOM BPEMEHHU.
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[IpakTyeckass 3HaYMMOCTh PaOOThl  3AKIIOYAETCS B  BO3MOXKHOCTU  HCIIOIB30BaHUS
pa3zpaboranHoit wmoxmenu B WT-, uHOPaCTpyKTYpHBIX U TOCYJApPCTBEHHBIX IPOEKTaX,
XApaKTEPU3YIOIINUXCSI MHOTOCTOPOHHUM B3aWMOJCMCTBUEM YYACTHUKOB U IOBBIIICHHBIMU
TpeOOBaHUAMU K NPO3PAYHOCTH M yNpaBisieMOCTH. llomydeHHbIE pe3yaprarbl MOTYT OBITh
UCIO0JIb30BaHbI TP MPOEKTUPOBAHUH LIUPPOBBIX IIaT(HOPM YIIPABICHUS IPOEKTAMU, BHEAPEHUN
CUCTEM OJJIEKTPOHHOTO JOKYMEHTOOOOpOTa, a TakXe NpH JaJbHEUIIEM HCCIEJOBAHUU
MEXaHM3MOB IIPUMEHEHUS CMapT-KOHTPAKTOB B IPOEKTHOM JESITEIBHOCTH.
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GAME LEARNING IN PROJECT MANAGEMENT EDUCATION: PROBLEMS AND
SOLUTIONS

Abstract: This study evaluates game-based learning (GBL) in project management
education, the purpose of which is to determine its impact on student engagement, knowledge
acquisition and skill development. A mixed approach was used as research methods, combining
a literature review, qualitative content analysis of GBL scenarios and a sociological survey of
students studying project management. The analysis revealed a number of problems related to
the implementation of the training program, including limited teacher training, institutional
resistance, and technological barriers. These restrictions prevent the widespread introduction of
GBL into higher education curricula. The results highlight the importance of aligning GBL
strategies with the pedagogical goals and needs of the industry. The results show that GBL,
especially through serious games, simulations, and game exercises, promotes hands-on learning
and reduces the gap between theory and practice. The study recommends investing in teacher
training, expanding access to digital learning tools, and including high-quality GBL scripts in
project-based curricula. These measures are necessary for deeper learning and better preparation
of students for professional project activities.

Keywords: Game-based learning (GBL), project management program, student
engagement, interactive learning, serious games, gamification

In recent years, Game-Based Learning (GBL) has been a powerful learning mechanism,
transforming traditional learning environments into interactive, engaging experiences. GBL
leverages game mechanics such as challenges, rewards, and simulations to enhance knowledge
retention, problem-solving, and critical thinking[1, 4]. With schools everywhere seeking to
improve their curricula, the use of GBL has become more prevalent because it can bridge the
theory-practice gap [2, 3].

Project management education, in particular, has been greatly impacted by innovative
pedagogy such as that of GBL. With the complex intricacy of project management, which
requires technical competence and soft skills, experiential learning is crucial [3, 117]. Through
simulation and serious gaming, students are able to learn in secure project environments where
they develop decision-making ability, leadership, and interpersonal skills, required for real
implementation of projects [4, 2].

Despite its growing popularity, the application of GBL in project management education
1s extremely uneven across institutions. While studies have shown that GBL enhances motivation,
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engagement, and knowledge retention [2, 4], challenges remain in its application, including
faculty development, technological constraints, and curriculum integration [5, 10]. The efficacy
of GBL in project management education must be assessed based on its impact on students'
learning outcomes, engagement level, and readiness for industry challenges.

This study examines the effectiveness of Game-Based Learning methods in project
management education, that is, their role in enhancing learning experiences and preparing
students for actual project environments. Through literature review and systematic survey of
students and instructors, this research aims to identify the strengths, weaknesses, and future
applications of GBL in project management education. The findings will inform contemporary
discussion about how to innovate project management training and ensure that pedagogical
practice remains current with evolving industry demands.

Global Trends in Game-Based Learning

Usage of GBL for learning project management has been widely studied across many
global environments. According to Kolb's Experiential Learning Theory (1984), active
participation in simulations and games facilitates deep learning through concrete experiences and
reflection. This is especially important in the context of project management education, where
students need to not only acquire theoretical knowledge but also develop decision-making and
leadership skills. Game-based learning, integrated with gamification elements, serves as an ideal
tool to achieve these objectives. Additionally, Self-Determination Theory (SDT) supports the use
of GBL, as it fosters student engagement by providing autonomy, opportunities to develop
competence, and strengthening social connections during the learning process [6, 313]. These
elements play a crucial role in increasing student motivation and involvement.

Project-Based Learning (PBL) has proven to be a powerful method of teaching project
management, especially under Agile systems. Marnewick [7, 3] found that experiential learning
through hands-on experience significantly increases students' learning and retention,
demonstrating the importance of iterative and adaptive learning frameworks consistent with
industry practices. Game-Based Learning (GBL) can enhance project-based learning by
incorporating interactive, game-like environments that simulate real-world project management
scenarios such that the learning experience becomes more immersive and engaging.

Game-Based Pedagogy in Project Management Education

Game-based pedagogy has been increasingly recognized as a powerful teaching instrument
in project management education. Tumpa et al. [5, 7] suggest that serious games enhance
cooperation and decision-making skills, leading to a better understanding of project dynamics.
Incorporating such elements in project management courses supports Constructivist Theory,
which argues that learning is most effective when students actively participate in the creation of
knowledge, rather than passively receiving it [2, 4]. Thus, gamification integrates these principles
into project-based learning, fostering both technical and soft skills.

The Role of Technology in GBL

Advancements in technology, such as Virtual Reality (VR) and Artificial Intelligence (Al),
have played a significant role in enhancing GBL in education. Mariani et al. [4, 2] explain that
Al-based simulations offer personalized learning experiences, allowing students to refine their
skills in adaptive, scenario-based environments. This interaction not only boosts engagement but
also supports Self-Determination Theory (SDT) [6, 314], where autonomy, competence, and
relatedness stimulate students to actively engage in the learning process.

Student Motivation and Engagement in Learning Project Management
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Motivation for students is critical to achieving successful learning outcomes of education
on project management. Odeh and Patanakul [8, 2] describes that self-motivation operates as a
mediator in the involvement to academic accomplishment relationship, pointing to the essence of
fostering inherent motivation, primarily in virtual environments of learning. Similarly, Jonasson
and Ingason [9, 3] observed that having 'Doing Good' projects embedded in courses realizes
maximum motivation and engagement of the students. Their study shows project-based activities
with social responsibility strengthens the theorist-practice connection, promoting more depth of
learning.

Methods and materials

This study used a quantitative methodological approach based on a questionnaire survey
of students studying project management. This approach made it possible to objectively assess
the perception and effectiveness of Game-based learning (GBL) in the educational process.

Materials and research procedure

The main method was a sociological survey conducted using the online tool Google Forms
to ensure convenience and wide accessibility.

The questionnaire included 33 questions aimed at assessing motivation, engagement,
learning outcomes, and overall perception of game forms. Each item was rated on a Likert scale
from 1 ("totally disagree") to 5 ("totally agree"). The full list of questions is presented in Table
1.

Research sample

The survey was conducted among 127 students of the Astana IT University Faculty of
Project Management, studying in various courses. All academic specialties of the university
include the discipline "Project Management", which ensures a representative sample and reflects
a wide range of students from different fields.

The total enrollment of students studying project management is approximately 1,000, of
whom 127 participated in the study, which is equivalent to 12.7% of the total. This sample size
ensures a sufficient level of reliability and statistical significance of the data obtained.

The key areas of the questionnaire covered the following:

Expected learning outcomes: understanding how GBL improved practical project
management skills, including critical thinking and decision-making.

Group work: The experience of students working together during GBL classes.

Adaptability: how students felt about the application of project management principles in
real-world scenarios using GBL.

Table 1. Survey questions

Section Subsection Questions

Motivation Intrinsic Motivation | "I feel excited to participate in the game-
based activities in this project management
course."

"The game-based learning activities help me
enjoy the learning process in this course."

"I find the game scenarios interesting and
motivating to engage with."

Extrinsic Motivation | "I believe that completing the game-based
activities will help me perform better in my
future career in project management."
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"The rewards and achievements in the
game-based activities encourage me to
perform well."

"The points and feedback received in the
game-based learning activities motivate me
to put more effort into the course."

Self-Efficacy

"[ feel confident in my ability to
successfully complete game-based learning
tasks."

"I believe that the game-based learning
activities improve my skills in managing
projects."

"The game-based learning helps me build
confidence in my decision-making abilities
in project management."

Engagement

Active Participation

"I am actively involved in the game-based
learning activities during the project
management course."

"I pay attention to every detail in the game
scenarios presented in this course."”

"I feel focused and engaged while
participating in the game-based activities."

Emotional
Engagement

"I feel emotionally invested in the outcomes
of the game-based activities."

"The game-based learning activities make
me feel enthusiastic about learning project
management."

"I enjoy the challenges presented in the
game-based activities."

Collaborative
Engagement

"I collaborate well with my peers during the
game-based activities."

"Working with others in the game-based
learning tasks enhances my understanding of
project management."

"The group-based game activities improve
my teamwork and communication skills in
project management."

Learning Outcomes

Knowledge Retention

"The game-based learning activities help me
remember key concepts in project
management better than traditional
methods."

"I am able to apply what I learn from the
game-based activities to real-world project
management scenarios."

"The game-based learning activities
effectively reinforce my understanding of
project management concepts."

Critical Thinking and
Problem Solving

"The game-based learning challenges
improve my problem-solving abilities in
project management."
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"I feel that the game scenarios encourage me
to think critically and make complex
decisions."

"The game-based learning activities help me
think strategically when managing projects."
Skill Development "The game-based activities help me develop
important project management skills such as
planning, scheduling, and risk
management."

"The game-based learning process enhances
my ability to manage project teams and
resolve conflicts."

"I feel that the game-based learning
experience improves my project
management skills in practical scenarios."
Overall Experience Satisfaction "Overall, I am satisfied with the game-based
learning approach used in this course."

"I prefer game-based learning over
traditional methods for learning project
management."

"I would recommend incorporating more
game-based learning activities in future
project management courses."

Perceived "I believe that game-based learning is an
Effectiveness effective method for teaching project
management."

"The use of game-based learning in project
management education is highly beneficial
for developing real-world skills."

"I feel that game-based learning helps bridge
the gap between theoretical knowledge and
practical application in project
management."

Data Analysis

To analyze the data collected, descriptive statistical analysis was performed to assess the
overall effectiveness of GBL. The analysis included the following steps:

Descriptive Statistics: The mean, standard deviation, and range of responses were
calculated for each survey question. This provided an overview of the general trends in student
perceptions of GBL.

Motivation and Engagement Analysis: The responses to the motivation and engagement
questions were analyzed to assess the overall student experience with GBL, focusing on how
motivated and engaged students felt throughout the learning process.

The combination of these methods allows for a thorough and empirical evaluation of the
effectiveness of GBL as a tool for project management education, bridging theoretical insights
with practical data collection.

Discussion of the survey results

1. Motivation

37



«Central Asian Scientific Journal» Ne1 (29) — AHeaps — Mapm 2026

The motivation score was assessed based on intrinsic and extrinsic factors, which measure
how eager students are to engage with Game-Based Learning (GBL) activities in project
management courses.

Formula for Motivation:

1

Motivation = X;

-

i=1

Where:

n is the number of motivation questions (9 in total).

x; represents the individual responses for each question on a Likert scale from 1 (Strongly
Disagree) to 5 (Strongly Agree).

The overall motivation score has a mean of 3.83, which suggests that, on average, students
are highly motivated to participate in GBL activities. This score falls just below the highest
possible rating ("Strongly Agree"), indicating that students are enthusiastic and excited about
learning project management through games.

Intrinsic Motivation: The higher scores suggest that students find the learning process
enjoyable and interesting, driven by internal factors like enjoyment and curiosity.

Extrinsic Motivation: Although motivation levels were high, there may still be an element
of external rewards (points, achievements) influencing students' engagement, which could
indicate that students also perceive GBL as something that helps them advance in their future
career.

The low standard deviation (0.42) shows that there is a low variation in motivation levels,
meaning that most students share a similar level of motivation. However, the range (2.44)
indicates a wide spread of responses, with some students feeling significantly more motivated
than others.

Implication: GBL is effective at generating enthusiasm and motivation among students,
making it a good tool for engaging them in learning. However, to further enhance motivation,
instructors could explore methods to make the activities even more intrinsically motivating,
ensuring that students remain engaged regardless of external rewards.

2. Engagement

The engagement score reflects how involved and invested students are in the GBL
activities, including emotional and collaborative engagement.

. Formula for Engagement:
n

1
Engagement = Ez X;

i=1

Where:

n is the number of motivation questions (9 in total).

x; represents the individual responses for each question on a Likert scale from 1 (Strongly
Disagree) to 5 (Strongly Agree).

The mean engagement score of 3.36 suggests that students are moderately engaged in the
GBL activities. This is slightly lower than motivation, indicating that while students are interested
and motivated, they may not be equally immersed or actively participating in the learning process.
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Involvement: Engagement involves active participation, and the relatively lower score
indicates that students might not be as involved in the game-based activities as they are motivated.
They might be completing the activities, but not necessarily with high levels of focus or interest.

Emotional Engagement: Students feel emotionally invested in the activities to a moderate
extent. This suggests that while GBL encourages some degree of emotional connection with the
material, it might not create the same level of emotional attachment seen in more traditional,
emotionally resonant forms of learning.

The standard deviation (0.37) is still relatively low, indicating that the level of engagement
1s consistent across students. However, the range (2.22) still reflects variability, showing that
while some students are highly engaged, others may not find the activities particularly absorbing
or challenging.

Implication: While GBL is effective at keeping students engaged to a certain extent, there
is room for improvement. It might be beneficial to incorporate more interactive elements, such
as real-time challenges, collaboration features, or even peer competition, to boost engagement
and encourage active participation.

3. Learning OQutcomes

The learning outcomes were measured by the ability to retain knowledge, think critically,
and make decisions based on the skills acquired through GBL.

. Formula for Learning Outcomes:
n

Learning Outcome = lz X
ne

Where:

n is the number of motivation questions (9 in total).

x; represents the individual responses for each question on a Likert scale from 1 (Strongly
Disagree) to 5 (Strongly Agree).

The mean learning outcomes score of 3.01 suggests that students feel moderately confident
in their ability to apply the skills learned from GBL activities to real-world project management
situations. This result falls somewhat below the average of the motivation and engagement scores,
indicating that learning outcomes are the area where GBL may have the most room for
improvement.

Knowledge Retention: While students report moderate success in remembering key project
management concepts, the lower score suggests that knowledge retention might not be as strong
as motivation and engagement levels.

Critical Thinking and Decision-Making: Although students believe that GBL encourages
them to think critically and solve problems, the relatively low average suggests that the activities
might not be challenging enough to fully test or develop these higher-order skills.

Practical Application: The skills learned through GBL are perceived as somewhat
applicable to real-world project scenarios, but the relatively low standard deviation (0.50) and
range (2.67) suggest that there is variability in how students perceive the effectiveness of GBL
in helping them develop critical project management skills.

Implication: The learning outcomes are promising but still moderate. To improve
knowledge retention and skill development, GBL can be refined by introducing more complex
simulations, case studies, or more interactive project management challenges. Additionally, real-
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time feedback and adaptive learning tools can help students apply what they have learned to
scenarios that better mirror the complexities of actual project management tasks.

Motivation is the strongest aspect of GBL, with students showing a high level of
enthusiasm and interest in the game-based activities. This indicates that GBL is an effective way
to increase student motivation and create a positive learning environment.

Engagement is moderate, suggesting that while GBL maintains students' attention to some
extent, there is room to increase the level of active involvement in the activities. Further measures
such as group dynamics, competitive elements, or interactive storytelling may enhance student
engagement.

Learning Outcomes show moderate results, indicating that while students feel they are
learning through GBL, they may not yet be gaining the full range of critical thinking and problem-
solving skills expected from a project management education. To improve this, the difficulty
level of activities and their relevance to real-world scenarios should be increased.

Implications

. Game Design: To increase engagement, game-based activities could be designed
with more interactive elements, ensuring that students remain actively involved throughout.

. Targeting Learning Outcomes: Further research and refinement in game-based
designs could focus on aligning the games more closely with the specific learning outcomes of
project management, ensuring that all students benefit equally from the learning experience.

This analysis highlights the effectiveness of GBL in motivating students, but it also points
to areas for improvement in engagement and learning outcomes.

Limitations of the Study

While this study offers valuable insights into the effectiveness of Game-Based Learning
(GBL) in project management education, several limitations should be acknowledged:

Sample size and scope: The survey was limited to 127 students from a single institutional
context. Although diverse in background, the sample may not fully represent broader educational
populations or institutions with different curricular or technological capacities.

Self-reported data: The survey relied on self-assessment, which can be influenced by
personal bias, recent experiences, or limited exposure to alternative teaching methods.

Temporal limitation: The study captures a snapshot in time and does not track long-term
learning outcomes or performance improvements over multiple semesters.

These limitations suggest that future research could benefit from larger samples,
longitudinal designs, cross-institutional comparisons, and triangulation with objective
performance metrics.

Recommendations for Strengthening GBL Implementation

Based on the findings of this study, several actionable recommendations can be made to
enhance the effectiveness and scalability of Game-Based Learning (GBL) in project management
education:

Invest in faculty development and training: Instructors need structured support to
develop competencies in GBL design, facilitation, and integration. Institutions should provide
workshops, certification programs, and peer-learning communities focused on educational game
usage.

Integrate GBL progressively into the curriculum: Rather than treating GBL as an
optional or experimental method, universities should embed it into the core of project
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management instruction—particularly in modules related to planning, teamwork, risk
management, and Agile methodologies.

Balance complexity with scalability: While high-fidelity simulations offer deep learning,
they can be resource-intensive. Institutions should combine scalable tools like gamified quizzes
and blended models with deeper scenario-based simulations where pedagogically justified.

Ensure technological readiness: To maximize access and equity, institutions must invest
in stable infrastructure and ensure that students and faculty have access to necessary digital tools,
including cloud platforms and mobile-compatible simulations.

Promote interdisciplinary collaboration in GBL design: Teams of educators,
instructional designers, and subject-matter experts should work together to create contextually
relevant and pedagogically sound GBL experiences.

Align GBL with industry-relevant competencies: Scenario design should reflect actual
project challenges, using frameworks such as PMBOK or Agile, to ensure that students acquire
both technical and interpersonal skills relevant to their professional fields.

Monitor and assess impact systematically: Universities should establish feedback loops
and impact evaluation tools (e.g., learning analytics, reflection logs, peer assessments) to monitor
GBL effectiveness and iterate designs based on empirical data.

Conclusion. This study demonstrates that Game-Based Learning (GBL) is a highly
effective pedagogical strategy in project management education. The integration of serious
games, simulations, and gamified tools enhances student engagement, improves knowledge
retention, and facilitates the development of essential skills such as critical thinking, teamwork,
and real-world problem-solving.

The mixed-methods approach—combining a student survey with content analysis of GBL
scenarios—revealed consistent support for GBL as a dynamic and practice-oriented instructional
method. Students expressed strong preference for interactive learning formats, particularly those
that simulate authentic project environments. However, several challenges continue to limit GBL
adoption, including insufficient faculty preparedness, limited institutional support, and unequal
access to advanced technologies such as VR and AR.

To fully realize the potential of GBL, it is essential that universities invest in faculty
development, embed GBL strategically into curricula, and align game scenarios with industry-
relevant competencies. Greater access to digital tools and structured support for implementation
will be key to overcoming current barriers.

In conclusion, while GBL is not a universal solution, it offers significant value when
thoughtfully applied. Its effectiveness depends not only on the design of the game itself, but on
how well it is integrated into learning objectives and pedagogical strategies. Future research
should explore long-term learning outcomes, methods for scaling GBL across diverse
institutions, and ways to embed assessment and feedback into GBL environments to further
strengthen its impact.
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IleTrpoBa Assia KOHCTAHTHHOBHA

Maructpanr 1 kypca cnennanbHocTH «fOpucnpyaeHus»
Yuuepcurer «Narxoz»
(r. Anmarsl, KazaxcraH)

Hayunblii pykoBoaurtesb: Kopxymbaes Pyctem AGyesuu
Kanaunar ropuandyeckux HayK, aCCOMUPOBAHHBIN mpodeccop
Yuupepcuter «Narxoz»

(r. Anmmarsl, KazaxcraH)

MNPOTUBOJIEMCTBUE KOPPYIIUU: POJIb I'PAXKJIAHCKOI'O OBILIECTBA B
MOHUTOPHUHI'E U KOHTPOJIE 3A JEATEJIBHOCTBIO 'OCYJJAPCTBEHHbBIX
OPI'AHOB B KA3AXCTAHE

AnHoTamusi: B cratee paccMmarpuBaeTcs poiib  TPAXIAAHCKOTO OOIIecCTBa B
MPOTUBOAECHCTBUM Koppynuuu B KazaxcraHe, akIEeHTUpPYETCS BHHMAaHUE Ha MEXaHU3Max
MOHUTOPUHTA U KOHTPOJIS 32 JICSITEIIbHOCTBIO TOCYAapCTBEHHBIX OpraHoB. Ocoboe BHUMaHUE
yAEJIEHO MPaKTUKaM y4acTHUsi HHCTUTYTOB IPa)JIaHCKOTO o01iecTBa B 00phOe ¢ KOppyImiuen, a
TaK)K€ aHaJU3UPYIOTCS MPOOJIEMbl W BBI3OBBI, C KOTOPBIMU CTAJKHUBAIOTCS TpaxkJaHe U
OpraHU3alliU MPU B3aUMOJIEUCTBUHU C TOCYIapPCTBEHHBIMU CTPYKTYypaMHu.

KiroueBble cioBa: TpaXIaHCKOE OOIIECTBO, AHTUKOPPYILIMOHHAS  TOJIMTHKA,
MOHUTOPUHT, KOHTPOJIb, TOCYIAPCTBEHHBIE OPTaHHI.

Beenenue. Koppymnuus siBasieTcsi OIHOM U3 CaMbIX CEPbE3HBIX MPOOJIEM, C KOTOPHIMU
CTaJIKMBAIOTCS CTPaHbl HA pa3HBIX ATanax ceoero pa3sutus. B Kazaxcrane 6oprbda ¢ koppynuuen
3aHUMAET BaKHOE MECTO B rOCYJaPCTBEHHOM MOJUTUKE, OJJHAKO HEJOCTaTOUHAs 3(PPEKTUBHOCTD
AHTUKOPPYIUMOHHBIX MEpP, OrPAaHMYEHHBIE BO3MOXKHOCTU IPABOBBIX MEXAHU3MOB U CIAOBIN
KOHTPOJIb CO CTOPOHBI TI'Pa)JIaHCKOro OOLIECTBAa IMPOJOJIKAIOT OCTAaBAaThCS 3HAYUTEIbHBIMU
npoOsiaemamMu. B 3TOM KOHTEKCTE BaXKHBIM (haKTOpOM B OOphOE ¢ KOPpYIIUEH SBISETCS ydyacTue
MHCTUTYTOB TPa)XXJTaHCKOrOo OOIIecTBa B MOHUTOPUHIE U KOHTPOJE 3a JAESITEIbHOCTHIO
rOCyJJapCTBEHHBIX OPTaHOB.

['paxxnanckoe ob6mectBo B KazaxcTane 3a TMOCHEIHHUE HECKOJIBKO JECATUICTUN
3HAYUTENIbHO aKTUBU3UPOBAJIOCH, U €r0 POJIb B MPOTUBOJACHCTBUH KOPPYIIIUU MPUOOPETAET BCe
Oosblliee 3HaUeHHE. B cTarbe paccMaTpuBaeTcCs, Kak OOIIECTBEHHbIE OpraHU3allud, Meaua,
AKTUBUCTBl MOTYT BIIMATh HAa MOBBILIEHUE IPO3PAYHOCTH T'OCYJIAPCTBEHHOM IEATEIBbHOCTH,
yCUJIEHHE OOIECTBEHHOTO0 KOHTPOJI U (POPMUPOBAHUE AaHTUKOPPYIIIMOHHON KYJIBTYPhI Cpelu
IpaX/1aH U BJIACTH.

1. Koppynuusi kak counajbHas npodJiema B Kazaxcrane

Koppynuusa B Kazaxctane ocraercst 0JJHOM U3 aKkTyalbHBIX MPOOJIEM, MPENSTCTBYIOIIUX
pa3BUTHIO cTpaHbl. HecMOTps Ha CyliecTByrOIIME 3aKOHOAATEIbHBIE U MHCTUTYLIMOHAIBHBIC
Mepbl, KOPPYMLUUOHHBIE CXEMbl 3aTpYIHSIOT 3¢ (EeKTUBHOE yNpaBieHHE, BeIeHUE Ou3Heca U
pa3BuTHE couuanbHOW cdeppl. B oTyeTax MeEXIyHApOMHBIX OpraHU3alUil, TaKUX Kak
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Transparency International [2], KazaxcTan perynasipHO yHOMHHAETCSl KaK CTpaHa C BBICOKHMHU
YPOBHSIMHU BOCHPHUSATHS KOPPYTILIUH.

Ha rocynapcrBeHHOM ypoBHEe KaszaxcTaHOM NpeANpUHATHl 3HAYUTEIbHBIE YCUIIUS IJIS
O60psObI ¢ Koppynuued. I[IpunHATHE aHTUKOPPYMIIMOHHOTO 3aKOHOJATENbCTBA, CO3JAHHE
CHELMAIN3UPOBAHHBIX TOCYJAPCTBEHHBIX OPraHOB, TaKUX Kak ATEHTCTBO II0 JejaM
rOCy/IapCTBEHHOMU CITy’KObl U1 AT€HCTBa (PMHAHCOBOI'O MOHUTOPHHTIA [3], MO3BOJIWIIO YJIyULIUTh
IPaBOBbIE yCIOBUS A1 O0pbOBI ¢ Koppymnuued. OgHaKko B IPaKTUUECKOM IUIaHe Mpoliema He
pellieHa, 1 MHOTHE KPUTHKU OTMEYAroT, YTO BIACTh HE BCera 3 (PEeKTUBHO UCIIONIb3YET JAHHBIE
MHCTPYMEHTHI IS PEAIBHOIO COKPALIEHUSI YPOBHS KOPPYIILIMH.

2.PoJib rpaskaaHCcKoro odumecrsa B MOHUTOPHHIEC M KOHTPOJIE 32 [1eATEJbHOCTBIO
roCyJAapCTBEHHBIX OPTraHOB

['paxnanckoe obmectBo B KaszaxcTaHe uUrpaer KIIOYEBYIO pOJib B OOECleYeHUn
MPO3PAYHOCTH M OTBETCTBEHHOCTH T'OCYJApPCTBEHHBIX OpraHoB. OpraHu3anuu IpaxIaHCKOIO
obmiectBa, npodcoro3bl, CMU u BOJIOHTEPHI, BCE Yallle OKa3bIBAIOTCA BaXKHBIMH WUTPOKAMU B
MpOILIECCE MOHUTOPUHIa TOCYJAapCTBEHHBIX pAacXOJl0B, KOHTPAKTOB, Ha3HA4YE€HHs Ha
rocyJapCTBEHHbIE JOKHOCTH U IPYTUX IMyOJIMYHBIX MMPOLIECCOB.

OgHUM W3 KIIOYEBBIX 3JIEMEHTOB KOHTPOJISA SIBJISETCS MEXaHU3M OOILECTBEHHOIO
HaOMoeHUsl. OTO MOXKET BKJIIOYaTh B €€0S MOHUTOPUHI TOCYAAPCTBEHHBIX 3aKYyIOK,
IIPOBE/ICHUE HE3aBUCUMBIX PACCIIEJOBAaHUM M OCBELIEHUWE KOPpPYHLHUOHHBIX cxeM B CMU.
IIpuMepoM TakMX MHUIMATHUB SBISETCS IPOrpaMMa MOHUTOPHHIA TOCYNAPCTBEHHBIX TEHIEPOB,
peanuzyemas pagom kazaxcranckux HKO, koTopast mo3BossieT 0TciexuBaTh LEIeCO00pa3HOCTh
pacxo/10BaHus OOIKETHBIX CPECTB.

JIpyruMm Ba)KHBIM 3JIEMEHTOM SIBJISIETCS BOBJIEYEHHE TI'PAXKIAH B IPOLIECCHl MPUHITHUS
pereHnil. NeKTPOHHbIE IATPOPMBI, TAKUE KAK « DJEKTPOHHOE MPABUTEIBCTBO» U Pa3IMUHbIC
OHJIAWH-TIETULIMK, TO3BOJSIOT TpaXKJAaHaM IMOJaBaTh KaloObl, MpeiaraTb H3MEHEHUS B
3aKOHOJIaTEIbCTBE M yUYaCTBOBATh B OTKPBITHIX KOHCYJIbTALUAX C TOCYAAPCTBEHHBIMU OPTaHAMH.
OTHU MEXaHU3Mbl YKPEIUISIIOT CBSI3b MEXAY FOCYJapCTBOM M OOIECTBOM, MOBBIIIAS TIOBEPUE K
MHCTUTYTaM BJIACTH.

3.11po0JsieMbl M BbI30BbI B 3()(PEeKTUBHOM B3aUMOACHCTBUU € IOCYJIAPCTBEHHBIMU
OpraHamMu

Hecmotps Ha ycunus rpakgaHcKoro oOlIecTBa, CYIIECTBYET psll MpoOjeM, KOTOphIe
3aTPYIHAIOT 3(Q(PEKTUBHOE B3aMMOCIHCTBHE C TOCYAapCTBEHHbIMH opraHamu. OJHOM u3
KITFOYEBBIX MPOOJIEM SIBIISIETCS HEJOCTaTOYHAs TOTOBHOCThH BJIACTEH K OTKPBITOMY JUAJOTY U
COTPYJIHHUYECTBY € oOmecTBeHHOCThIO. YacTo B Kazaxcrane opranbl BJIacTH HTHOPUPYIOT
pexoMeHanuu 1 3ameyanus co ctoponsl HKO, uto cHmkaet 3ppexkTHBHOCTD CyIIECTBYIOIIUX
MEXaHU3MOB KOHTPOJIS.

Kpome Toro, cyniecTByonime 3aK0HOJaTeIbHbIE M1 MHCTUTYIIMOHAJIbHBIE Oaphepbl, TAKHUE
Kak ciabasg mpaBoBas 3allMTa JJi1 AKTUBUCTOB, BOJOHTEPOB, MPOOJIEMBI C JOCTYIIOM K
MH(pOpMaIUK, OCTAIOTCS 3HAYUTEIIbHBIMU MPEMSTCTBUAMU A 3(H(PEKTUBHOTO TPaKIaHCKOTO
KOHTpOJisi. BaxkHbIM (pakTOpoM sIBIIIETCS TakkKe M OTCYTCTBUE OOILECTBEHHOI'O JOBEPHUS K
AHTUKOPPYNUMOHHBIM ~ WHULMATHBAM  HW3-32  HU3KOW  NPO3PAYHOCTH  AEATEIBHOCTU
roCcyJapCTBEHHBIX OPraHOB M YACTBIX CIy4yaeB O€3HAKA3aHHOCTH.

IlepcnieKTHBBI H pEKOMEHIALUH.

s nosbimenus 3¢gdextuBHoctr 00pbObI ¢ Koppynuuen B Kazaxcrane HeoOXoaumo
YCWIIMBATh POJIb TPaXAAHCKOTO oOOIIecTBa U O0ecleuyuBaTh pealbHbIE MEXaHU3MBI
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B3aUMOJICHCTBUS MEXK]Ty OOIIECTBEHHBIMUA OPTaHU3ALUSMH U I'OCYIapCTBEHHBIMU CTPYKTYPAMH.
BaxxHpIM 1m1aroM sIBiSIeTCS YIIyYILIEHHE 3aKOHOAATEIhCTBA B OOJACTH 3alIUTHI MIpaB U CBOOOA
aKTUBHUCTOB, CO3JaHHE OJaronpuATHbIX ycioBuid misa aesarenbHoctd HKO u oOecnieuenue
CBOOOJHOTO JOCTyTa K HH(OPMAITUHU O TOCYJAPCTBEHHOM JIEATEILHOCTH.

HeoOxoqumo Taxke ycuiMBaTh OOpa3oBaTeIbHBbIE IPOrPAMMBI, HalpaBiICHHbIE Ha
NOBBIIICHNE aHTUKOPPYIILIMOHHOW OCBEJOMIICHHOCTH CPEIU I'PaXkaH. DTO ITO3BOJIUT HE TOIBKO
YJIyYIIATh MOHUTOPHHI, HO U IOBBICUTH KYJIBTYPHBII YPOBEHb BOCHPUATHS KOPPYILHU KaK
HENPUEMIIEMOTO SIBJICHUS B OOIIECTBE.

3akiaoyenune. B Kazaxcrane posib IpaaaHCKOro oOIecTBa B IPOTHUBOAECHCTBUU
KOppYNLUHU NpuoOpeTaeT Bce Ooubliee 3HaUYeHUE. IHCTUTYTHI Ipa)KAaHCKOTO OOIIECTBA, TAaKUE
kak HKO, CMMU, oObIuHbIE TpakJaHe, UTPAIOT BaXKHYIO POJIb B MOHUTOPUHIE IOCY1apCTBEHHBIX
MIPOLIECCOB, BBISIBIIEHUN KOPPYILIMOHHBIX CXEM U MOBBIIIEHUU TPO3PAYHOCTH BIIACTH.

Opnako Juisi TOro, 4ToObl B3aMMOJEHCTBUE MEXIY TOCYJAapCTBEHHBIMH OpraHaMu U
IPaXXKJAHCKUM 00II€CTBOM ObLIO 3(PPEKTUBHBIM, HEOOXOIUMO YCTPAaHUTh A MPoOIIeM, TaKUX
KaK HEJOCTaTOYHas 3allluTa MpaB TpaxJaH, cjadas MpaBoBas MOJAECPKKA M OTCYTCTBHE
MOJIHOLEHHOTO JocTyna K uH(opMauuu. Pa3BuTue 3THMX MEXaHU3MOB H MOAJACPHKKA
IPaKJAHCKOTO KOHTPOJISL, UMEIOT BaXKHOE 3HAUEHHUE JUIsl OOpbObI C KOPPYIIUEH.
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METHODOLOGICAL MODEL FOR INTEGRATING AI TOOLS INTO BUSINESS
PROCESSES BASED ON THE AGILE APPROACH

Abstract: The rapid integration of artificial intelligence (Al) into business environments
has transformed traditional business process management (BPM) paradigms. However, the
implementation of Al initiatives frequently encounters methodological challenges due to
uncertainty, dynamic data environments, and organizational resistance. This study develops a
methodological model for integrating Al tools into business processes based on the Agile
approach. Using a systematic literature review, comparative analysis of project management
methodologies (Waterfall vs Agile), synthesis of Al implementation frameworks, and conceptual
modeling, the paper identifies structural limitations of traditional digitalization strategies and
proposes an integrated AI-Agile methodological framework. The findings demonstrate that Al
projects require iterative validation, hypothesis-driven experimentation, and flexible governance
structures. The proposed model enhances adaptability, reduces implementation risks, and
supports sustainable digital transformation in enterprises.

Keywords: Artificial Intelligence, Agile, Scrum, Business Process Management, Digital
Transformation, Methodological Model

Introduction. Artificial intelligence (AI) has become a central enabler of contemporary
digital transformation strategies across industries. Al-powered analytics, reinforcement learning,
natural language processing, and predictive modeling increasingly shape enterprise decision-
making, operational efficiency, risk assessment, and customer experience management [1; 13;
41]. Organizations are moving beyond simple automation toward intelligent process
optimization, hyperautomation, and data-driven governance [8; 11]. According to global industry
reports, Al adoption continues to accelerate; however, a significant proportion of Al initiatives
fail to generate sustainable business value or scale beyond pilot phases [14; 15].

The paradox of rapid Al diffusion combined with high implementation failure rates
suggests that technological maturity alone does not guarantee organizational success. While
substantial progress has been achieved in deep learning architectures [9; 31], transformer-based
language models [5; 39], and reinforcement learning systems capable of complex decision-
making [16; 30], the managerial and methodological dimensions of Al integration remain
comparatively underdeveloped.

Al projects differ fundamentally from traditional IT system deployments. They are
characterized by:

¢ high data dependency and variability;
e probabilistic outputs rather than deterministic logic;
e iterative experimentation and model retraining;
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e cvolving performance metrics;
e regulatory, ethical, and explainability constraints [25; 19].

These characteristics introduce structural uncertainty that challenges conventional project
management approaches.

Historically, many organizations have implemented digital technologies using sequential
project methodologies such as Waterfall. While effective for stable and well-defined software
engineering environments, linear methodologies assume that requirements can be specified in
advance and that system outputs are predictable. Such assumptions conflict with the experimental
and hypothesis-driven nature of Al development. Reinforcement learning models, predictive
analytics systems, and natural language processing solutions require iterative validation cycles,
frequent recalibration, and progressive business value assessment [6; 4].

Simultaneously, research on digital transformation increasingly highlights the importance
of governance structures, change management mechanisms, and responsible Al frameworks [24;
34]. Al implementation is not purely a technical initiative but an organizational transformation
process affecting workflows, roles, decision hierarchies, and risk management structures.
Consequently, methodological alignment between Al development lifecycles and enterprise
process management becomes critical.

Agile methodologies, including Scrum and Kanban, have emerged as flexible governance
mechanisms suitable for environments characterized by uncertainty and rapid feedback cycles.
Agile emphasizes iterative development, stakeholder collaboration, adaptive planning, and
continuous improvement. Recent studies indicate that combining Agile principles with Al project
management improves project adaptability, human—AI collaboration, and sustainability
outcomes [35]. Furthermore, integrating data science process models such as CRISP-DM with
Agile practices enhances coordination between technical experimentation and business
objectives [7; 38].

Despite growing recognition of Agile’s compatibility with Al development, the literature
lacks a consolidated methodological framework that systematically integrates Al lifecycle
management, business process analysis, and Agile governance principles into a unified model.
Existing research tends to focus either on technical Al algorithms or on general digital
transformation strategies without providing structured implementation pathways.

Therefore, a theoretical and methodological gap persists at the intersection of:

e Al technological development,
e business process management (BPM),
e and Agile project governance.

This study addresses that gap by proposing a conceptual methodological model for
integrating Al tools into business processes based on Agile principles. The research adopts a
desktop research methodology, including systematic literature review, comparative analysis of
project management methodologies (Waterfall versus Agile), synthesis of Al implementation
frameworks, and conceptual modeling.

The primary objective of this paper is to develop and justify an integrated Al-Agile
methodological model that aligns Al experimentation cycles with structured business process
transformation mechanisms. The study contributes to digital transformation theory by
formalizing Al integration as a governance-driven, iterative, and value-oriented process rather
than a purely technological deployment.
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Literature Review

Artificial Intelligence in Business Process Management

Artificial intelligence has increasingly become embedded within business process
management (BPM), transforming how organizations design, monitor, and optimize their
operational workflows. Traditional BPM focused primarily on rule-based automation and process
standardization; however, the integration of Al introduces predictive, adaptive, and autonomous
capabilities that fundamentally redefine process governance.

Recent studies demonstrate that Al-driven predictive monitoring significantly enhances
process visibility and anticipatory decision-making [4]. Reinforcement learning and machine
learning techniques allow organizations to forecast bottlenecks, detect anomalies, and optimize
operational performance in real time. Similarly, Al-powered decision support systems improve
enterprise-level strategic alignment by integrating large-scale data analytics into managerial
processes [12; 13].

Beyond operational optimization, Al applications extend to financial risk management [3],
sustainability-oriented performance management [17], financial reporting quality enhancement
[18], and customer interaction intelligence [41]. Machine learning models increasingly enable
dynamic workflow adaptation and process intelligence, shifting BPM from static process
mapping to continuously learning systems [36].

However, despite these advances, Al integration introduces structural and managerial
complexities that differentiate it from conventional enterprise software systems. First, Al systems
depend heavily on data quality and availability. Variability in datasets, bias, incompleteness, and
evolving data distributions significantly influence model performance. Second, Al models—
particularly deep learning architectures—often function as probabilistic systems, producing
outputs with uncertainty rather than deterministic outcomes.

Model interpretability presents an additional challenge. High-performing black-box
models may achieve predictive accuracy while remaining difficult to explain, raising
accountability concerns in high-stakes business decisions [25]. Research on explainable Al [19]
highlights the importance of transparency in predictive business process monitoring.
Furthermore, Al adoption raises ethical, confidentiality, and regulatory issues, especially in
jurisdictions where legal frameworks for Al governance remain under development [34].

Another defining feature of Al systems is the necessity for continuous retraining and
performance recalibration. Unlike traditional IT systems that maintain stable functionality after
deployment, Al models degrade if not updated in response to data drift or environmental changes.
This dynamic nature requires ongoing monitoring and adaptation mechanisms embedded within
organizational processes.

Taken together, these characteristics illustrate that Al projects are not merely technical
deployments but dynamic learning systems integrated into business operations. As a result,
conventional project management approaches may not sufficiently accommodate the uncertainty
and iterative experimentation inherent in Al-based BPM.

Limitations of the Traditional Waterfall Methodology

The Waterfall methodology has historically dominated software development and
enterprise IT implementation. Its sequential structure—requirements definition, system design,
development, testing, and deployment—provides clarity, documentation discipline, and control
mechanisms. For projects with stable requirements and well-defined outputs, this linear model
remains effective.
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However, Al development fundamentally challenges the assumptions underlying
Waterfall. Al systems rarely operate within environments where requirements can be fully
specified at the outset. Instead, Al solutions evolve through experimentation, hypothesis testing,
and performance iteration. Reinforcement learning systems, for example, improve via trial-and-
error interactions with data environments [30]. Predictive models frequently require multiple
cycles of feature engineering, validation, parameter optimization, and retraining [6].

Because model performance cannot be guaranteed in advance, fixed upfront specifications
are often unrealistic. In Al projects, understanding of data limitations, model feasibility, and
business value emerges progressively during experimentation. Consequently, rigid phase-gate
structures delay feedback loops and increase the cost of late-stage adjustments.

A major risk associated with Waterfall in Al contexts is delayed validation. In linear
methodologies, performance assessment typically occurs in the testing or deployment stages. If
an Al model fails to meet expected accuracy or fails to deliver measurable business value, failure
may only become apparent after substantial resource investment. This increases financial risk and
organizational resistance.

Furthermore, Al solutions require post-deployment monitoring and iterative recalibration,
activities not naturally embedded within the Waterfall structure. Therefore, while Waterfall
ensures procedural control, it lacks the adaptive mechanisms necessary for managing uncertainty-
driven Al development.

gile as a Response to Al-Induced Uncertainty

Agile methodologies emerged as a response to dynamic and complex development
environments. Unlike Waterfall, Agile frameworks such as Scrum and Kanban emphasize
iterative cycles, incremental value delivery, continuous stakeholder feedback, and adaptive
planning.

In AI contexts, these principles align closely with the experimental nature of model
development. Al solutions are hypothesis-driven: teams formulate assumptions about data
relationships, test models, evaluate performance, and iteratively refine approaches. Agile sprint
cycles enable short development intervals during which models can be trained, evaluated, and
adjusted based on measurable metrics.

Scrum provides structured roles, sprint planning sessions, backlog prioritization, and
retrospective analysis, facilitating transparent collaboration between data scientists, developers,
and business stakeholders. Kanban enhances workflow visibility and resource allocation
efficiency, particularly in data pipeline management.

Empirical research suggests that integrating Agile principles into Al initiatives enhances
project adaptability and cross-functional collaboration. Human—AlI collaboration supported by
Agile governance improves Al project success rates and sustainability outcomes [35]. Similarly,
integrating CRISP-DM—a standard data mining lifecycle model—with Agile practices improves
coordination between technical experimentation and business objectives [7; 38].

Agile frameworks reduce implementation risk by enabling early validation of business
value, incremental deployment, and rapid course correction. Rather than committing to large-
scale system rollouts, organizations can pilot Al models in controlled iterations, measure key
performance indicators, and scale solutions progressively.

Moreover, Agile governance structures inherently support continuous monitoring and
improvement, which aligns with the retraining and recalibration needs of Al systems. This
structural compatibility suggests that Agile methodologies may provide a more appropriate
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foundation for Al integration into business processes than traditional sequential models.

Research Methodology. This study adopts a qualitative desktop research design aimed at
developing a conceptual methodological framework for integrating artificial intelligence (AI)
into business processes using Agile principles. Desktop research is appropriate for theoretical
model development where the objective is synthesis, comparison, and conceptual integration
rather than empirical testing.

The methodological approach consists of four interrelated stages: systematic literature
review, comparative methodological analysis, synthesis of Al lifecycle frameworks, and
conceptual modeling.

Systematic Literature Review

The first stage involved a structured review of peer-reviewed academic publications
addressing artificial intelligence integration, business process management (BPM), digital
transformation, and project management methodologies. Sources were selected from journals
indexed in major academic databases and included both foundational theoretical works and recent
applied research.

The review focused on four thematic clusters:

e Al applications in business environments

Al lifecycle and data science process models
e Project management methodologies (Waterfall, Agile, Scrum, Kanban)
e Governance, explainability, and responsible Al

The purpose of this stage was to identify recurring patterns, structural limitations, and
methodological gaps within existing research. Particular attention was paid to studies analyzing
predictive analytics implementation [27], Al-enabled BPM [36], and Al governance frameworks
[24].

Rather than conducting a meta-analysis of quantitative findings, this review emphasizes
conceptual convergence and theoretical positioning across disciplines.

Comparative Analysis of Project Management Methodologies

The second stage consisted of a comparative analytical evaluation of traditional Waterfall
methodology and Agile frameworks in the context of Al implementation.

The comparison was structured along the following dimensions:

1. requirement stability
feedback cycle length
risk distribution
validation timing
adaptability to uncertainty
post-deployment monitoring capacity

Waterfall was analyzed as a sequential, phase-based model emphasizing upfront
requirement definition and controlled progression. Agile methodologies (Scrum and Kanban)
were examined as iterative governance structures enabling incremental delivery and continuous
adaptation.

The analytical objective was not to evaluate general project management effectiveness, but
to assess structural compatibility between methodological logic and Al system characteristics,
such as probabilistic outputs, iterative model training, and evolving performance metrics.

Synthesis of Al Lifecycle Frameworks

The third stage involved synthesizing existing Al and data science lifecycle models to
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identify their compatibility with business process transformation mechanisms.

Key frameworks examined include CRISP-DM as a structured data mining lifecycle [38],
hyper automation models integrating Al, machine learning, and robotic process automation [8;
11], digital twin architectures for real-time operational monitoring [21; 22; 32], predictive
analytics deployment models [27], and explainable Al mechanisms such as Grad-CAM [28].

This stage aimed to determine how Al technical lifecycles interact with enterprise
governance structures. The analysis revealed that while Al lifecycle frameworks provide
technical guidance for model development, they do not sufficiently address organizational
alignment, iterative business validation, or project governance integration.

Conceptual Modeling

The final stage consisted of developing a conceptual AI-Agile integration model based on
insights derived from the previous stages.

Conceptual modeling was conducted through abstraction and structural integration of:

e Al development cycles
e BPM diagnostic stages
e Agile sprint mechanisms
KPI-based validation systems
e Responsible Al governance principles

The objective was to design a unified methodological structure capable of aligning Al
experimentation processes with enterprise transformation logic.

This modeling process is normative and prescriptive rather than descriptive. It proposes a
structured implementation pathway grounded in theoretical synthesis and comparative analysis.

Research Validity and Scope

As a desktop research study, this paper does not include empirical data collection or case-
based statistical validation. Instead, its contribution lies in theoretical integration and
methodological structuring.

The validity of the proposed framework is grounded in:

e convergence of findings across multiple peer-reviewed sources;

e cross-disciplinary synthesis between Al research and project management theory;

e logical alignment between Al system characteristics and Agile governance
principles.

Future research may empirically validate the model through multi-case studies or
longitudinal implementation analysis.

Development of the AI-Agile Methodological Model. Based on the synthesis of
literature on artificial intelligence lifecycle management, business process management (BPM),
and Agile governance structures, this study proposes a seven-stage Al-Agile methodological
model. The purpose of this framework is to structurally align Al experimentation processes with
enterprise transformation mechanisms in order to reduce implementation uncertainty and enhance
measurable business value. The model integrates three conceptual domains: business process
diagnostics, Al development lifecycle management, and Agile project governance. Unlike
traditional digital transformation approaches that focus primarily on technological deployment,
the proposed structure embeds Al integration within iterative validation cycles and structured
performance control mechanisms.

The first stage of the model consists of an AS-IS business process diagnosis. Effective Al
implementation requires a clear understanding of existing operational workflows. Without prior
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process transparency, organizations risk automating inefficiencies rather than achieving
meaningful optimization. Using BPM techniques and process mining approaches [33],
enterprises can identify bottlenecks, redundant decision nodes, resource misallocations, and
structural performance gaps. This stage establishes baseline metrics, including cycle time, error
frequency, operational cost, and process variability. The purpose of the diagnostic phase is not
technological selection but structural understanding, ensuring that Al solutions are grounded in
operational realities.

The second stage involves Al potential identification. Not every business process benefits
equally from Al integration, and therefore candidate use cases must be carefully evaluated. This
model recommends assessing potential Al initiatives through a structured value—complexity
analysis that considers expected business impact, data availability and reliability, technical
feasibility, regulatory sensitivity, and organizational readiness. By systematically prioritizing
high-impact yet feasible use cases, organizations avoid investing resources in low-value
experimentation and reduce the risk of trend-driven technological adoption disconnected from
strategic objectives.

The third stage formalizes Al integration as a hypothesis-driven process. Al systems are
inherently experimental, as model performance cannot be guaranteed in advance. For this reason,
each prioritized use case should be translated into measurable performance hypotheses. These
hypotheses may relate to reductions in process cycle time, improvements in predictive accuracy,
anomaly detection speed, cost reduction, or operational efficiency gains. Hypothesis formulation
transforms Al implementation from exploratory experimentation into structured business
validation. Clear success criteria enable early performance assessment and prevent ambiguity in
evaluating project outcomes.

The fourth stage introduces Al backlog formation. Drawing from CRISP-DM principles
[38], this stage organizes tasks related to business understanding, data preparation, modeling,
evaluation, and deployment. However, unlike traditional CRISP-DM implementation, tasks are
decomposed into incremental units compatible with Agile sprint cycles. This transformation
ensures that data science activities are not isolated technical exercises but are integrated into
structured governance mechanisms. The Al backlog functions as a dynamic coordination tool
connecting technical experimentation with business value objectives.

The fifth stage centers on iterative sprint implementation, which represents the operational
core of the Al-Agile framework. Short development cycles enable incremental model training,
evaluation, and refinement. During each sprint, data pipelines are improved, model parameters
are optimized, validation metrics are reviewed, and business stakeholders assess interim results.
This iterative validation process reduces the likelihood of large-scale failure by enabling early
course correction. If model performance does not satisfy predefined hypotheses, adjustments can
be made without extensive sunk costs. This approach reflects the experimental nature of
reinforcement learning and predictive analytics systems, ensuring structural compatibility
between methodological governance and Al system behavior.

The sixth stage focuses on KPI-based evaluation. Unlike purely technical validation, this
phase emphasizes measurable business impact. Al initiatives are assessed against predefined key
performance indicators aligned with strategic objectives. Industry research indicates that Al
projects succeed when directly linked to quantifiable business metrics rather than abstract
innovation goals [14]. By embedding KPI evaluation within each sprint cycle, the model ensures
continuous alignment between technological experimentation and enterprise value creation.
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The final stage addresses scaling and governance. Once pilot implementations
demonstrate validated performance improvements, Al solutions are integrated into enterprise
architecture and operational decision systems. However, scaling requires structured governance
mechanisms to ensure sustainability and regulatory compliance. Responsible Al principles—
including model transparency, explainability, ethical data management, and risk monitoring—
must be embedded within enterprise governance structures [25; 24]. Unlike static deployment
models, this stage incorporates continuous monitoring and retraining protocols to address data
drift and environmental variability.

Collectively, the Al-Agile methodological model bridges the gap between technical Al
lifecycle experimentation and structured business transformation governance. By integrating
BPM diagnostics, hypothesis-driven Al experimentation, iterative Agile control mechanisms,
KPI-based validation, and responsible governance principles, the model provides a coherent and
scalable pathway for AI integration. It reframes Al implementation not as a one-time
technological deployment but as an adaptive, value-oriented, and continuously evolving
organizational capability.

Discussion. The proposed Al-Agile methodological model contributes to the evolving
discourse on digital transformation by addressing several structural gaps identified in the
literature. While existing research has extensively explored Al technologies, predictive analytics,
reinforcement learning systems, and process intelligence mechanisms, comparatively limited
attention has been devoted to the governance structures required for their sustainable integration
into business environments. This study argues that the success of Al initiatives depends not solely
on algorithmic sophistication, but on methodological alignment between technological
experimentation and organizational management frameworks.

One of the primary contributions of the model lies in aligning Al lifecycle experimentation
with Agile governance principles. Al systems are inherently probabilistic and iterative. Their
development requires repeated cycles of model training, evaluation, recalibration, and validation.
Traditional project governance structures, particularly sequential phase-gate methodologies, are
not designed to accommodate such dynamic experimentation. By embedding Al development
into sprint-based governance cycles, the proposed framework structurally integrates uncertainty
management into the project lifecycle. This alignment reduces rigidity and enables progressive
value realization rather than delayed performance assessment.

The model also incorporates explainability and responsible Al principles into the scaling
phase of implementation. Contemporary literature emphasizes that Al adoption must address
transparency, accountability, and regulatory compliance challenges [25; 24]. High-performing
models that lack interpretability can undermine organizational trust and expose enterprises to
legal and reputational risks. By integrating responsible Al governance into the methodological
structure rather than treating it as an afterthought, the framework promotes sustainable
transformation. Ethical data management, performance monitoring, and explainability
mechanisms become embedded components of enterprise architecture rather than reactive
compliance measures.

Another significant contribution concerns sustainability and regulatory adaptability. Al-
driven business process transformation operates within complex regulatory environments,
particularly in emerging markets where legal frameworks for Al governance continue to evolve
[34]. The iterative nature of the Al-Agile model allows organizations to adapt incrementally to
regulatory updates and stakeholder expectations. This adaptive capacity enhances long-term
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viability and reduces systemic risk.

Furthermore, the model mitigates late-stage implementation failures, a common problem
in large-scale Al initiatives. Industry analyses indicate that many Al projects fail not due to
technical limitations, but due to insufficient integration with business processes and unclear value
metrics [14]. By formalizing hypothesis-driven experimentation and embedding KPI-based
validation into each sprint cycle, the framework ensures continuous performance assessment.
This reduces the likelihood of large-scale resource expenditure on non-viable models and
supports early-stage course correction.

Unlike traditional digitalization strategies, which often prioritize technology acquisition or
infrastructure modernization, the AI-Agile framework prioritizes measurable business value and
iterative organizational learning. Digital transformation frequently emphasizes system
implementation milestones rather than sustained performance improvement. In contrast, the
proposed model reframes Al adoption as a dynamic learning system, where organizational
capabilities evolve alongside technological refinement. This shift from technology-centric
transformation to value-centric transformation represents a critical theoretical advancement.

The integration of CRISP-DM principles with Agile governance further strengthens the
model’s structural coherence [38]. CRISP-DM provides a robust lifecycle structure for data
mining and analytics projects, yet it does not inherently define project governance mechanisms
or iterative sprint coordination. By embedding CRISP-DM cycles into an Agile backlog
environment, the model bridges the gap between data science workflows and enterprise-level
management structures. This integration ensures that technical experimentation remains aligned
with strategic objectives and resource allocation constraints.

From a theoretical perspective, the framework contributes to digital transformation
research by conceptualizing Al implementation as a multi-layered governance process rather than
a technological upgrade. It integrates insights from business process management, data science
lifecycle theory, and Agile project governance into a unified methodological structure. This
interdisciplinary synthesis addresses fragmentation in existing literature, where Al research often
remains technically focused while management research lacks structured Al lifecycle integration.

Nevertheless, the model remains conceptual and requires empirical validation across
diverse industries and organizational contexts. Future research should examine its practical
applicability through longitudinal case studies, multi-industry comparisons, and quantitative
impact assessment. Such empirical testing would further refine the model and strengthen its
generalizability.

Overall, the Al-Agile methodological framework advances understanding of how
organizations can systematically manage uncertainty, reduce implementation risk, and achieve
sustainable Al-driven business transformation. It shifts the discourse from algorithmic capability
toward governance alignment, thereby contributing to both theoretical development and practical
implementation strategy.

Conclusions. This study demonstrates that artificial intelligence implementation differs
fundamentally from traditional IT project deployment due to its inherent uncertainty, data
dependency, and iterative experimentation requirements. Unlike deterministic software systems,
Al solutions operate within probabilistic environments where performance evolves through
continuous model training, validation, and recalibration. These structural characteristics
necessitate governance mechanisms capable of accommodating experimentation, adaptive
learning, and ongoing performance evaluation.
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The analysis confirms that the traditional Waterfall methodology is structurally limited in
Al contexts. Its sequential logic assumes stable requirements and delayed validation, conditions
that are incompatible with the dynamic and exploratory nature of Al model development. In
contrast, Agile approaches provide governance structures that better accommodate evolving
performance metrics, iterative hypothesis testing, and incremental value realization. By enabling
short development cycles, stakeholder feedback integration, and adaptive backlog management,
Agile methodologies align more closely with the operational logic of Al systems.

Furthermore, the study emphasizes that successful Al integration requires structured
hypothesis validation rather than exploratory experimentation without predefined performance
criteria. Formalizing measurable hypotheses ensures that Al initiatives remain aligned with
strategic objectives and quantifiable business value. This transformation from technology-driven
experimentation to value-oriented validation reduces implementation ambiguity and enhances
accountability.

The proposed hybrid AI-Agile methodological model enhances organizational adaptability
and mitigates implementation risk by embedding Al lifecycle experimentation within structured
governance mechanisms. By integrating AS-IS process diagnostics, value-based prioritization,
iterative sprint development, KPI-driven evaluation, and responsible Al governance, the
framework provides a coherent pathway for sustainable transformation. It bridges the gap
between business process management, data science lifecycle structures such as CRISP-DM, and
Agile project governance, creating a scalable and integrative implementation architecture.

From a theoretical perspective, the model contributes to digital transformation research by
conceptualizing Al implementation as a governance-aligned organizational capability rather than
a one-time technological upgrade. It reframes Al integration as an iterative learning system
embedded within enterprise processes and controlled through structured validation mechanisms.
This interdisciplinary synthesis advances the discourse at the intersection of artificial intelligence,
business process management, and project governance theory.

Despite its conceptual contribution, this study is limited by its desktop research design and
absence of empirical validation. Future research should test the applicability and effectiveness of
the Al-Agile framework across multiple industries, organizational sizes, and regulatory
environments. Longitudinal case studies and quantitative impact assessments would further
refine the model and enhance its generalizability.

In conclusion, the Al-Agile methodological framework provides a structured, adaptable,
and governance-oriented approach to integrating artificial intelligence into business processes.
By aligning technological experimentation with organizational control mechanisms, it increases
the likelihood of sustainable value realization and reduces systemic implementation risk in Al-
driven digital transformation initiatives.
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TemepoaeB Ep:xan dKymaraeBuu

TEHEPAIBHBIN JUPEKTOP
TOO «TRADE-UHXUHUPHUHTY,
(r.ITaBnonap, Kazaxcran)

MOJAEJIN OTBETCTBEHHOCTH 3A ABTOMATHU3UPOBAHHBIE CUCTEMbI B
IMPOU3BOJACTBEHHbBIX OPTTAHU3AIIUAX

Annoramusi:  CTaThsi  MOCBSIEHA  MCCIEIOBAHUIO  MOJENEH  IOpUIUYECKON
OTBETCTBEHHOCTH 3a BpeJl, IPUUUHEHHBIN aBTOMATU3UPOBAHHBIMU U ABTOHOMHBIMH CHCTEMaMu
B TIPOM3BOJICTBCHHBIX OpTraHM3aIusx. B paboTe paccMaTpuBarOTCS TEXHUYECKHE OCHOBBI
(YHKIIMOHUPOBAHUST aBTOMATU3HPOBAHHBIX CHCTEM YIIPABIICHUS, MEKTyHAPOIHBIC CTaHIAPTHI
0e3omacHOCTH U (DYHKIIMOHAIBLHON HAIEKHOCTH, a TAK)KE MPABOBBIE MEXAHU3MbI BO3MEIICHUS
Bpena. lIpoaHamm3mpoBaHbl HAIMOHAIBHBIE W 3apyOSKHBIC IOAXOABI K pacHpenelICHUIO
OTBETCTBEHHOCTH MEXIy MPOU3BOIUTEIEM OOOpPYAOBAaHHS, Pa3padOTINKOM IMPOTPAMMHOTO
obOecrieueHusl, UHTETPATOPOM U IKCIUTyaTUpYolien opranuzanueid. Ocodoe BHUMaHHE yIeJICHO
PUCK-OPHEHTHPOBAHHOMY PETYJIUPOBAHHIO, MOJEPHU3AINNA MPOTYKTOBON OTBETCTBEHHOCTH B
1udpoBoil cepe U MepcrneKTUBHBIM MOJICNISIM pacIipeiesieHusi pUCKOB. BbIABIEHBI TPOOIEMBI
MPaBONPUMEHEHHS, CBSI3aHHBIE C YCTAHOBJICHUEM NPUYMHHON CBSI3H, JOKA3aTEIbCTBEHHOU
acUMMeETpHENl U OOHOBIISIEMBIM XapaKTepoM mporpaMMHoro obecnedeHusi. ChopMyarpoBaHbI
HaIpaBJCHUSI COBEPIICHCTBOBAHUS IPABOBOTO PETYJIUPOBAHMS C YUYETOM TEXHOJOTHUECKOU
crienuUK aBTOMaTU3UPOBAHHBIX CHCTEM.

KiroueBbie c¢ji0Ba: aBTOMAaTU3MPOBAHHBIE  CHUCTEMbI, AaBTOHOMHBIE  CHCTEMBI,
MIPOMBITIUICHHAS. aBTOMATH3allns, FOPHUINYECKAass OTBETCTBEHHOCTh, PACIPEACIICHUE PHCKOB,
nedeKT TMPOAYKIHMH, TMPOTPaMMHOE OOECIeUeHUEe, PUCK-OPUCHTUPOBAHHBIM  ITOIXO,
MIPOMBITIICHHAS] 0€30MMaCHOCTh, CTPAXOBAHNE TEXHOJOTHYECKUX PUCKOB.

AKTYaJIbHOCTh HcCCjIeI0BaHusl. B ycnoBusax mudpoBu3anuyd MPOMBIIIJICHHOCTH H|
[IMPOKOTO BHEJIPEHHs] aBTOMATH3UPOBAHHBIX CHCTEM YIMPABJICHHS IPOU3BOJICTBEHHBIMU
poIeccaMi BOMPOCH FOPUINYECKOM OTBETCTBEHHOCTH 3a PE3YJIbTAThl UX (PYHKIIMOHUPOBAHUS
nproOpeTaroT 0coOyI0 3HAUMMOCTH. [IpOM3BO/ICTBEHHBIC OpTaHW3aIlMM AKTUBHO HCIIOIB3YIOT
MPOMBINIJICHHBIE pOOOTHI, MPOTPaMMHO-ANMapaTHbIE KOMIUIEKCHI W HHTEJUICKTyalbHbIC
CUCTEMBbI, YTO TMOBBIMAET 3PPEKTUBHOCTh MPOU3BOACTBA, HO OAHOBPEMEHHO CO3AAaET HOBBIC
MIPaBOBbBIE PUCKH.

OKcIuTyaTanus aBTOMaTU3MPOBAHHBIX CHUCTEM CBSI3aHA C BO3MOYKHOCTBIO TEXHUYECKHX
c00eB, MPOrPaMMHBIX OIMMMOOK M WHBIX (DAKTOPOB, CIIOCOOHBIX TOBJIEYb MPUYMHEHUE Bpela
KU3HU M 3]0pOBBI0 PAaOOTHUKOB, WMYILECTBEHHBIH yuiep0 M HapyluleHue TpeOoBaHUi
6e3onacHocTH. [Ipu BEICOKOI CTETIEHN aBTOHOMHOCTH TaKHUX CUCTEM YCIIOKHSAETCS OIMpeIeIeHHE
CyOBeKTa OTBETCTBEHHOCTH W pasTpaHWYCHHE OO0SM3aHHOCTEH MEXAY MPOU3BOIUTEICM
o0opymoBaHus, pa3pabOTIMKOM TPOTpaMMHOTO OOeCredeHus] U IKCIUTyaTHPYIOIIeH
OpraHU3aIUEN.

JleficTByIOIIME HOPMBI 3aKOHOJATENhCTBA MPENyCMAaTPUBAIOT OTBETCTBEHHOCTh 3a
NpUYMHEHHE Bpela U 3a HapylleHue TpeboBaHUIl Oe30macHOCTH, OAHAKO crenuduka
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COBPEMEHHBIX aBTOMATH3UPOBAHHBIX KOMIUIEKCOB TpeOyeT yTOUYHEHUSI MEXaHHU3MOB
pacupeneneHuss pUCKOB. B CBSI3M € 3TUM UCCIENOBAHHE MOJENEH OTBETCTBEHHOCTH 3a
aBTOMATU3UPOBAHHBIC CUCTEMBI B ITPOU3BOJICTBEHHBIX OPraHU3ALMAX SIBISECTCS aKTyaJbHBIM U
0OyCJIOBJIEGHO HEOOXOJUMOCTBIO aJanTalMyd MPAaBOBOTO PEryJUPOBAHHMS K YCIOBHUSM
TEXHOJOTUYECKON MOJIEpHU3ALINH.

Heab ucciaegoBanmus. L{enpr0 JaHHOTO MCCIENOBAHUS SIBISETCS KOMIUIEKCHBIA aHAJU3
MOJENEN IOPUINYECKON OTBETCTBEHHOCTH 3a BpEJl, MPUYMHEHHBIM aBTOMATU3UPOBAHHBIMU U
ABTOHOMHBIMH CHCTEMaMH B IIPOW3BOJICTBEHHBIX OpraHU3alUsAX, a TaKKE BBISBICHUE
NEPCIEKTUBHBIX HAINPABJICHUN COBEPIICHCTBOBAHUS MEXaHU3MOB PACIPENEIICHHUS PUCKOB C
y4E€TOM TEXHOJOTUYECKOHN CieU(UKN COBPEMEHHBIX IIU(PPOBBIX PELICHUH.

Martepuajibl M MeTOAbI HMCCICAOBaHUSI. MaTepUATbHYIO OCHOBY HCCIEIOBaHUS
COCTABWJIM HOPMBI TPaKJIAaHCKOTO 3aKOHOJATENIbCTBA O BO3MEIICHUHM BpEAa, MEXIYHAPOIHbBIE
CTaHAAapThl O€30MaCHOCTH M (PYHKIIMOHAIBHOM HAAEKHOCTH, O(QUUHAIBHBIE MAaTepUalbl,
MOCBAILIEHHBIE PETYJIUPOBAHUIO CHCTEM HCKYCCTBEHHOI'O HMHTEJJIEKTa W aBTOHOMHBIX
TEXHOJIOTH, a TAaK)K€ Hay4dHble MyOJHMKAlUU MO BONPOCAM OTBETCTBEHHOCTH 3a IU(POBBIC
MPOIYKTHI.

B pabote wucnosb3oBaHbl (HOPMATBLHO-IOPUINYECKUNA METOJl, CUCTEMHBIA aHaju3,
CPaBHUTEIIBHO-IIPABOBON METO/ U METO/T IPABOBOTO MOJCIUPOBAHMUSL.

Pesynbrarel  HMccieqoBaHMsl. ABTOMarHh3alds  IPOU3BOJCTBEHHBIX  MPOLIECCOB
MpeACTaBIsieT CcO00M OOBEKTUBHBINM JTalm pa3BUTHS IPOMBIIUICHHOCTH, CBSI3aHHBIA C
MPUMEHEHUEM TEXHUYECKUX CPEJICTB U IPOrPAMMHOT0 00€CTIeUeHU 1JIs BBITIOTHEHUS (PyHKIIUN
yIIpaBJICHUS, KOHTPOJISL ¥ PETYJIMPOBaHUS 0€3 HETTOCPEICTBEHHOTO yYacTHsI YeJIOBEKa JIM0O0 C ero
MHUHUMAJbHBIM  y4acTHEM. B  NpOMBINIUIEHHON  MOpPAaKTUKE IMIUPOKO  HUCHOJb3YHOTCA
aBTOMATU3UPOBAHHBIE CUCTEMBI YIIPABJICHHS TEXHOJIOTHUYECKUMHU MPOLIECCAMU, TPOMBIIIICHHbBIE
pOOOTHI ¥ TPOrPAMMHUPYEMBIE JIOTHUECKUE KOHTPOJUIEphl. X MpUMeHEHUE periaMeHTUpyeTCs
TEXHUYECKMMH CTaHJIapTaMd U TpeOOoBaHUAMH O€30MACHOCTH, YCTAHOBJIEHHBIMHU B
MEKTYHApOJHBIX M HAIMOHAJIBHBIX HOPMAaTUBHBIX JOKyMEHTax [1].

CornacHo ONpEENICHUI0, 3aKPEIJIEHHOMY B MeEXIyHapogHoM crangapre [SO 8373,
MIPOMBIIJICHHBIN poboTt MPEACTABISAET co0oif ABTOMATUYECKU YIIPaBJISIEMBIH,
nepenporpaMMUpPyeMblii MHOTO(DYHKIIMOHAJIbHBIA MaHUIYJISITOp C TpeMs W Oojiee OCsAMH,
KOTOPBIA MOXET OBITh CTAI[MOHAPHBIM WU MOOWIBHBIM M MPUMEHSETCS B MPOMBIIUICHHON
aBToMatm3anuu (pucyHok 1). TpebGoBaHus 6e30macHOCTH K poOOTaM U POOOTOTEXHUUYECKUM
cucTeMaM ycTaHoBlIeHbI cTtanmaptom [SO 10218, npegycMmarpuBarommM 005S3aTEIbHOCTh
OIICHKM PUCKOB, 3alIUTHBIX OTPAXKIACHUN W CPEICTB aBapuiiHON ocTaHOBKH. B cdepe
ABTOMATH3UPOBAHHBIX CUCTEM YIPABICHUS TEXHOJOTHMYECKUMHU MPOUECCAMHU MPUMEHSIOTCS
craunaptel cepun [EC 61508, ycranaBnuBatomme TpeOoBaHusd K (YyHKIUOHAIBHOU
0€30MacHOCTH JEKTPUUECKUX, TEKTPOHHBIX U MPOrPAMMUPYEMBIX 3JEKTPOHHBIX CUCTEM.
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Puc. 1. HpOMI;IHJJIeHHLIﬁ pOOOT-MaHUTTYJIATOP [4]

FOpuanueckass OTBETCTBEHHOCTh B  YCIOBUSIX aBTOMaTH3allMu  Oa3upyeTcs Ha
oOIIEnPaBOBBIX KATErOpUAX BUHBI, NMPUYMHHOM CBSI3W W Bpena. B rpaxkmaHckoM mpaBe
OTBETCTBEHHOCTh 32 MPUUYMHEHHUE Bpejia CTPOUTCS Ha MPUHIIUIIE ITOJTHOTO BO3MEIIEHUs yiiepoa
[IPY HAJIUYUHU NPOTHUBOINPABHOTO MOBEICHHUS, BPEAa, IPUUYMHHON CBSI3U U BUHBI, €CIIH 3aKOHOM
HE MPEIyCMOTPEHAa OTBETCTBEHHOCTh HE3aBUCHMO OT BUHBI. B OTHOIIEHUU JEATEIBHOCTH,
CBSI3aHHOW C TIOBBIIICHHOW OMACHOCTBIO JUISI  OKPYXAIOIIMX, MPUMEHSAETCS PEKUM
OTBETCTBEHHOCTH BJIaJIeJIbI[a UCTOYHUKA MOBBIIIEHHON OMACHOCTH, MPU KOTOPOM O0S3aHHOCTh
BO3MEIIEHUS BpeJla HACTYMAaeT HE3aBUCUMO OT BUHBI MIPU YCJIOBUU MPUUYUHHOU CBSI3U MEXKIY
NEATEIbHOCThIO U HACTYTHUBIIIMMU MTOCIEACTBUSIMHU.

OcoOeHHOCTh ABTOMATHU3UPOBAHHBIX MMPOU3BOJICTBEHHBIX CHCTEM 3aKJIIOYaeTCsl B
COYETAaHWHU MATEPHATBHOIO OOBEKTa W MPOrPaMMHOIO aiIropuTMa. ITO OO0YCIOBIMBAET
HEOOXOJIMMOCTh Pa3rPAaHUYCHUS] OTBETCTBEHHOCTH MEXKIY H3rOTOBUTEIEM OOOpYyAOBaHUSA,
pa3pabOTUYMKOM IPOrPAMMHOT0 0OECIIEYEHHS U AKCILTyaTUpYIoLlel opranu3anuei. B mpaBoBoii
JTOKTPUHE NPU3HAETCSI, UTO N€PEKThl KOHCTPYKIIUU U TPOU3BOJICTBEHHBIE HEJIOCTATKH OTHOCSITCS
K cdepe OTBETCTBEHHOCTH M3TOTOBUTENIS, TOTJA KaK HAPYIICHUE MPABHUII SKCIUTyaTalluu JUO0
HecoOmoieHne TpeOoBaHUM 0€30MaCHOCTH BJICUYET OTBETCTBEHHOCTHh AKCILTyaTHPYIOIIETO
cyonekta. Eciam Bpenm BbI3BaH MPOrpaMMHON OIIMOKOW, OIIEHKA MPOU3BOJUTCA C Y4ETOM
xapakTepa nedexTa, COOI0ACHUS TEXHUYECKUX CTAaHAAPTOB U HATMYUS CePTUDUKAITIH.

B nensx obecneuenus 6e30macHOCTH (QYHKIIMOHUPOBAHUS aBTOMATU3UPOBAHHBIX CUCTEM
MIPUMEHSETCS PUCK-OPUEHTUPOBAHHBIN TIOJIX0/T, TIPETyCMATPUBAIONTUHN 005S3aTEIbHYIO OIICHKY U
kiaccudukanuo puckoB. B cranmapre ISO 12100 3akperieHbl NPUHLIUIBI UACHTU(GUKAIIAN
OTIaCHOCTEH, aHaliu3a W CHIKEHHUS PUCKA TMPU MPOSKTUPOBAHWUU MAIIMH U O0OOpYIOBaHUS.
[Ipouienypa OLIEHKM BKIIIOYAET OMNpEAeNiEHHEe BO3MOXKHOIO yiiepOa, BEPOSITHOCTU €ro
HACTYIUJICHUS U TSHDKECTHU TTOCIICICTBUM.

B coBpeMeHHBIX TPOM3BOJICTBEHHBIX OpPraHM3alUsIX ABTOMATHU3UPOBAHHBIC CHUCTEMBI
YIIPaBJICHUS CTPOATCS IO UEPAPXUUECKOMY MPUHIUMY. TUIMOBOM MpUMEpP TaKOH apXUTEKTYPhI
MPEJCTABIICH HA PUCYHKE 2.
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Puc. 2. ApxutekTypa CUCTEMbI AUCTIETYEPCKOTO yrpasieHus u coopa qanubix (SCADA) B
MPOM3BOJACTBEHHOW OpraHu3anuu [3]

B HanmoHanbHBIX MPABOBBIX CHUCTEMax OTBETCTBEHHOCTb 32 BpeEld, NPUYMHEHHBIN
aBTOMATU3MPOBAHHBIMU MIPOU3BOJICTBEHHBIMH CHCTEMaMH, (POPMHUPYETCS HA OCHOBE COUYETAHUS
HECKOJIBKMX IPABOBBIX PEKUMOB: OTBETCTBEHHOCTH M3TOTOBUTENS 32 NE€(PEKTHBIM MPOAYKT,
JENUKTHON OTBETCTBEHHOCTH 3a NMPUYMHEHUE BpeJa U OTBETCTBEHHOCTH SKCILTyaTUPYIOIIEH
OpraHu3alliy 3a HapylleHue TpedoBaHuil Oe3omacHocTU. KoHkpeTHas KBanu(puKauus 3aBUCUT
OT UCTOYHMKA Ae(eKTa U pacnpeieICHUsI KOHTPOJISL HAJl PUCKOM.

OcCHOBHBbIE HANpaBJICHUs pacCHpeIeICHNs] OTBETCTBEHHOCTH MPECTaBIEHbI B Tabnuue 1.

Tabaunua 1 - OcCHOBHbBIE HANIPABJIEHHS pacnpeae/JeHus OTBETCTBEHHOCTH
IHoTeHunanbHbIi Cy0OBEKT
OTBCTCTBCHHOCTHU

Cdepa pucka IIpaBoBasi kBagupuKanus

KoHncTpykTopckuii ninm OTBETCTBEHHOCTH 3a

N3roroBurenn

MIPOM3BOJICTBEHHBIN AehEKT

JeheKTHBIN MPOIYKT

Ommbka mporpaMMHOTO OOecTieUeHus

PazpaboTunk / mocTaBIIMK

Jedext npoayKIuu uin
HapyIIeHHe 0053aTebCTB

Henannexaiee BHCAPCHUC U

I[OF OBOpHAadA U ACIIMKTHAA

. Hurerparop
HACTpOMKa OTBETCTBEHHOCTh
JlenuKTHas OTBETCTBEHHOCTb,
OKcITyaTupyromast .
Hapyuienne npasui skcrryaranun HapylieHue TpeOoBaHuM
OpraHu3anus

0€30IIaCHOCTH

Ucmounuk: pazpabomxa asmopa.

3apyOexHble TOJIX0/Ibl K PETYJINPOBAHUIO aBTOHOMHBIX CUCTEM CTPOSITCA Ha COYETAHUU
PUCK-OPUEHTUPOBAHHOTO peryJIMpoBaHus, MOJEPHU3UPOBAHHOU IIPOAYKTOBOM
OTBETCTBEHHOCTH M TpeOOBaHUI K KOPIOPATHMBHOMY YIIPABJICHUIO PUCKaMU. Perynstopsl

62



«Central Asian Scientific Journal» Ne1 (29) — AHeaps — Mapm 2026

Central Asian
Scientific
Journal

CTPEMSATCS HE TOJIBKO OOECTeUUTh KOMIICHCAIMIO BPEAa, HO U 3apaHee BCTPOUTH MEXAHU3MBI
NPEIOTBPALICHUS] PHUCKOB, O00S3aTENbHONM JOKYMEHTAllMM U KOHTPOJIS Ha NPOTSHKEHUU
KU3HEHHOT'O IUKJIA CUCTEMBI.

B eBpomneiickoii MOieNN 3aKPEIUIEH PUCK-OPHUEHTUPOBAHHBIN MOJIX0]I K PErYIUPOBAHHUIO
CUCTEM MCKYCCTBEHHOI0 MHTeJUIeKTa. HopMaTuBHas pamka npeaycMaTpuBaeT KiacCU(pUKAIMIO
CUCTEM M0 YPOBHSIM pHCKa M yCTaHOBJIeHHE AU EepEeHIMPOBAHHBIX TPEeOOBaHUM, BKIHOYAs
crienuaibHble 003aHHOCTH JJIS1 BRICOKOPUCKOBBIX CUCTEM. J{OMOJHUTENHEHO MOACPHUZUPYETCS
PEXKUM OTBETCTBEHHOCTH 3a JE(PEKTHYIO MPOAYKIHIO C YYETOM HUGPPOBBIX KOMIIOHEHTOB U
nporpaMmHoro ooecrnedenus. B myOnuunbsix 0030pax pedopMbl NOTUEPKUBACTCS PACIIUPEHUE
MOHSATHS MPOJAYKTa HAa MPOTPAMMHBIE 3JIEMEHTHI U YYET OOHOBJICHUI 1 KHOEpOE30MacHOCTH MpHU
OIIeHKE AcdeKTa.

B BenukoOpuTaHuu TPUHAT CHOEHHUATBHBIM 3aKOH 00 aBTOMAaTU3UPOBAHHBIX
TPAHCIOPTHBIX CPEJCTBAX, MPEAYCMATPUBAIOIIMI BBIACICHUE YIOJIHOMOYEHHOTO CyObBEKTa,
OTBETCTBEHHOTO 3a 0e30macHoe (PyHKIMOHUPOBAHUE CUCTEMBI B aBTOHOMHOM pexume. B CIIA
3HAYUTEIBHYIO POJIb UTPAET YIIPaBICHUYECKUH MOAXO0 Yepe3 JOOPOBOJIbHBIE CTAHIAPTHI K PAMKHU
YIPaBJICHUS pUCKaAMHU.

OcHOBHBIE 3apyOexKHbIE MEXaHHU3MBbI PEryJUPOBAHUS ABTOHOMHBIX CHUCTEM OIMCAHBI B
Tabnuiie 2.

Tabamua 2 - OcHOBHBIE 3apy0eKHbIe MEXaHU3MbI PEryJIMPOBAHUN ABTOHOMHBIX
CHCTEM

KuroueBoii MexaHn3M MOAOTYETHOCTH /
OTBETCTBEHHOCTH
[ToaTanHoe npuMeHeHne 00s13aHHOCTEN,
OT/IeNIbHbIE TPEOOBAHMS K «BBICOKOPHCKOBBIM»
Y K MOJIETISIM O0IIET0 Ha3HAYCHUS, HHCTUTYTHI
yIpaBJIeHUs] U KOHTPOJIS
Pacmmpenue oxsata Ha I10 / nudpossie
HJIEMEHTBI, aKLIEHT Ha OOHOBJICHUSAX /
k10ep0e301acHOCTH, HHCTPYMEHTHI
o0JieryeHust I0Ka3blBaHUs

IMoaxon Yro perynupyercs

TpeboBaHus K cucTeMaM B
3aBHCUMOCTH OT YPOBHSA
pHcKa + Haa3op

Puck-opuentupoBanHoe
perynupoBanue NN

MopaepHu3upoBaHHas
IIPOYKTOBAsI
OTBETCTBEHHOCTb JJISI
IU(PPOBBIX MPOIYKTOB

Bpen ot nedexrHoit
npoaykiuu ¢ yaérom [10 /
U(GPOBBIX KOMIIOHEHTOB

«Ha3znauenue .
CrennanbHBIA PEXUM IS Brinenenue ynoasHoMoueHHOTO CyOBeKTa,
OTBETCTBEHHOTO
ABTOHOMHBIX OTBETCTBEHHOTO 3a 06€30IacHoe
cyOBeKTay ist
TPaHCIIOPTHBIX CPENCTB (GYHKIMOHUPOBAHME MIPU CaMOYIIpaBJICHUN

ABTOHOMHOI'O pCIXKUMaA

JloGpoBonbHast R m— CrpykTypa nponeccoB yNnpaBiIeHNs pUCKaMHU

YHOpaBJICHUCCKAsA paMKa Ha )XU3HCHHOM ITHKIJIC (OpI/ICHTI/Ip JJIsL
PUCKAMHU B OpraHU3anugax

puckoB U1 CHAJJICKAIIEH OCMOTPUTEIILHOCTHY)
PykoBojcrsa 1o
CODLODATHBHOI Pexomennmanuu mis OnucaHHbIE TPAKTUKH BHYTPEHHETO
PHOp OpraHu3aIxil Mo yIpaBJeHUs U KOHTPOJIS + OOHOBJICHHSI IO
OTBETCTBEHHOCTH U
oTBeTcTBEeHHOMY M HOBBIE PUCKU

IMPAKTUKC MPUMCHCHUA
HUcmounuk: pazpabomxa asmopa.

Takum oOpazoM, 3apyOexHBIE TOAXOIBI  XapPaKTEPU3YIOTCA  KOMIUJIEKCHOCTBIO:
OTBETCTBEHHOCTH 32 aBTOHOMHBIE CUCTEMbI PACCMATPUBAETCS HE M30JIMPOBAHHO, @ B COUCTAHUU
C 00s3aTeNbcTBaMU MO YMNPABICHUIO PUCKAMH, KHOEpOE30MacHOCTH, TOKYMEHTUPOBAHUIO U
HAJ30py, YTO HAIpPaBJICHO HA CHIKEHUE BEPOSITHOCTH NPUYMHEHHUS Bpeda W TMOBBILICHUE
IPO3PAaYHOCTH paCIpe/iesieHUs OTBETCTBEHHOCTH.
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CoBpeMeHHbIE TOIXOIbl K pAacCHpeleleHUI0 OTBETCTBEHHOCTH 3a AaBTOHOMHBIE U
aBTOMATHU3HPOBAHHBIE CHUCTEMbI (OPMUPYIOTCS O HECKOJBKUM HarpaBieHusMm. Haumbonee
o0CyXJaeMOl SABIIIETCS MOJIETb CTPOTOMl OTBETCTBEHHOCTH OIEpaTopa BBICOKOPHUCKOBOU
cuctembl. EE€ CyTpb 3akirodaercs B BO3JOKEHHH OOS3aHHOCTHM 10 BO3MELICHHIO Bpeaa
HE3aBUCHMO OT JOKa3bIBaHUS BHHBI, €CIM BpeJ MNPUYMHEH B IPOLECCE HSKCIUIyaTalluu
aBTOHOMHOM cucTeMbl. Takas MOJIEJIb HallpaBJIEHA HA YCTPAHEHHUE CJIOKHOCTEN JIOKA3bIBAaHUS B
YCIIOBUSIX TEXHUUYECKOH CJIOKHOCTH aJITOPUTMOB U MOBBIIIEHHON aBTOHOMHOCTH peleHui [3].

Bropoe HampaBieHHe CBSI3aHO C pACHPEAEIEHHOW OTBETCTBEHHOCTBIO YYACTHUKOB
’KU3HEHHOTO IIMKJIa CUCTEMBI. B 3TOM ciyyae OTBETCTBEHHOCTb Pa3rpPaHUUYUBACTCS MEXKIY
pa3paboTYNKOM MTPOrPaMMHOI0 00€CIIEYEHHUs], TPOU3BOIUTEIIEM 000PYIOBAHUSI, UHTEIPATOPOM
1 DKCIUTyaTHpYIoLen opranu3anuen. [1oaxon 0oCHOBBIBaeTCs Ha OLIEHKE TOTO, HA KAKOM JTaIle —
MPOEKTUPOBAHUS, TMPOU3BOJCTBA, BHEAPEHHUS WM OJKCIUTyaTallid — BO3HHUK JCPEeKT 00
HapylleHue TpeboBaHul Oe3zomacHocTH. Takag wMonens obOecrieunBaeT 0oJjiee TOYHOE
pacrmpeziesieHue PUCKOB U YUYUTHIBAET TEXHOJIOTUUECKYIO CIIEIU(PUKY AaBTOHOMHBIX CHCTEM.

TpeTbuM TEPCTIEKTHBHBIM MEXaHM3MOM pacCMaTpUBAETCS  CTpaxoBas  MOJEIb,
npexycMaTpuBaromas 00s3aTENbHOE CTPAaxOBaHHWE Bpena, MPUUYMHEHHOTO aBTOHOMHBIMU
cuctemamu. CTpaxoBaHHE MO3BOJSIET O0ECMEUYUTh TapaHTUPOBAHHOE BO3MEIICHHE YyIepoa
HE3aBHCHUMO OT CJIO)KHOCTH YCTaHOBJIEHUS! BUHOBHOTO JIMIIA U CHIXKAET (DMHAHCOBBIC PUCKH JJISI
Y4aCTHUKOB 000pOTa.

OTnenbHO cienyeT OTMETHTh OTKa3 OT KOHLIENLHUU CaMOCTOSITENIbHOM «3JIEKTPOHHON
IPaBOCyOBEKTHOCTH» aBTOHOMHBIX cucTeM. COBpeMeHHasi IpaBOBas MO3UIUS OPUEHTUPOBAHA
Ha COXpaHEHHE OTBETCTBEHHOCTH 3a JIOAbMH W OpraHU3alusMU, KOHTPOJIUPYIOIIMMU
pa3paboTKy W 3KCIUTyaTallMI0 TEXHOJIOTUH, MOCKOJIBbKY MMEHHO OHM NMPUHHUMAIOT PELICHUs U
M3BIIEKAIOT SKOHOMHUYECKYIO BBITOY.

s  cuctemaTH3alMi  HM3JI0KEHHBIX IOAXOI0B M HATJISIIHOTO COIMOCTABIICHUS UX
KITIOYEBBIX XapaKTEPUCTHK IeJecoo0pa3HO MPEICTaBUTh OCHOBHBIE TMEPCHEKTUBHBIE MOJIEIH
pacrpeneneHrs OTBETCTBEHHOCTH B 0000IEHHOM Bujie (Tabaua 3).

Tabuuua 3 - [lepcniekTUBHBIE MO/IEIH paclpeie/eHUs OTBETCTBEHHOCTH
Mogaeab Coaep:xanue IIpakTHYeckas neab
BO3M3H.[CHI/IC Bpcaa oe3 JOKa3bIBaHH BUHBI
IIPY IKCILTYaTalMK BBICOKOPUCKOBOM

CTpOFa}I OTBECTCTBCHHOCTD prOH_[eHI/Ie 3alllUuThI

orieparopa MOTEPIIEBIIIETO
CHUCTEMBI
. Pasrpannuenue o0s3aHHOCTEN MEX Y
Pacnpenenénnas CnpasennuBoe
pa3pabOTIUKOM, POU3BOIUTETIEM,
OTBETCTBEHHOCTh pacrpezeieHle pUCKOB
MHTErPATOPOM U ONIEPaATOPOM
O06s3aTenbHOE CTPaxXOBaHUE Bpe/ia OT ["apanTupoBanHoe
CrpaxoBast MOJIEIb
ABTOHOMHBIX CUCTEM BO3MEIIICHHE yIepba
N [IpenoTBpaienne
OTKa3 OT «31EKTPOHHOU CoxpaHeHue OTBETCTBEHHOCTH 32 JIIOJIbMHU U
pa3MbIBaHUs CyObEKTa
JTUIHOCTH OpraHu3aIUsIMU
OTBECTCTBCHHOCTU

HUcmounuk: pazpabomxa asmopa.

[IpakTka TpUMEHEHHS HOPM OO0 OTBETCTBEHHOCTH 3a Bpeld, MNPUUYUHEHHBIN
aBTOMATHU3HPOBAaHHBIMU U aBTOHOMHBIMH CHUCTEMAaMH, BBIBISET Psii YCTOWYMBBIX MPOOIIEM.
OcHOBHasI U3 HUX — YCTAaHOBJICHUE MPUYMHHON CBSI3U MEXIy QYHKIIMOHUPOBAHUEM aJTOPUTMA
WM TEXHUYECKOr0 KOMIIOHEHTAa W HACTYNUBIIMMM IIOCJIEACTBUSMH. BBICOKas CTEIeHb
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ABTOHOMHOCTH, UCITOJIb30BAHNE CIIOKHBIX MPOTPAMMHBIX PEIIEHUN U BO3MOKHOCTh U3MCHEHUS
MOBE/ICHUSI CHCTEMBI B IMPOLIECCE JKCIUTyaTallud 3aTPYAHSIOT PEKOHCTPYKIUIO MeXaHU3Ma
NpUYHHEHMS Bpena [2].

CymecTBeHHOM Mpo0sieMoil ocTaéTcs J0Ka3aTeNbCTBEHHAS aCUMMETpPHS: TEXHUYECKas
JOKYMEHTAIIUS U JIaHHbIE O pab0oTe CUCTEMbI HAXOASTCS y pa3paboTUHKa UITK SKCILTyaTUPYIOIIEn
OpraHu3alliid, YTO OCJIOXHSET 3allUTy MpaB mnorepneBmux. Kpome Toro, Ha mnpakTuke
BO3HUKAIOT CJIOHOCTH IMPHU Pa3TPaHUUYCHUU JIOTOBOPHOM M BHEAOTOBOPHON OTBETCTBEHHOCTH,
0COOEHHO B CIIy4asiX KOMILUIEKCHOT'O BHEIPEHHUS aBTOMATU3UPOBAHHBIX PEIICHUH.

JlonomHUTENbHBIE BOMPOCHl CBSI3aHBI C OOHOBIISIEMBIM XapaKTEpOM IMPOTPaMMHOTO
oOecrieueHus. 3MeHeHus1 alrOpUTMOB U YCTAaHOBKAa OOHOBIJICHUN TPEOYIOT OMpeiesieHus, KTO
HECET OTBETCTBEHHOCTH 3@ MOCIEACTBHS — pa3pabOTUMK, TOCTABIINK WA OTIEPATOP CHCTEMBI.

CoBepIiieHCTBOBaHHE 3aKOHOIaTEIbCTBA MPENOIaraeT YTOUHEHNE MTOHSATHH, CBS3aHHBIX
C aBTOHOMHOCTBIO M YPOBHEM pHCKa, 3aKperuieHHe OOS3aHHOCTEH MO JOKYMEHTHPOBAHHUIO
paboThl cucTeM, a Takke (OpMHUpPOBAHUE MPOIECCYaTbHBIX MEXaHM3MOB, 00ECIIEUYNBAIOIINX
OanaHC UHTEPECOB CTOPOH. BaskHBIM HampaBiIeHHEM OCTaETCs COTIIACOBAHUE TIPABOBBIX HOPM C
MEXTyHApOAHBIMU CTaHIApPTaMU O€30MACHOCTH U YIPABICHUS PUCKAMHU.

BoiBoabl. [IpoBenénHoe wuccienoBaHWE MOKa3ajlo, YTO TPAAWLMOHHBIE MOJENU
IPaKJAHCKO-TIPABOBOM OTBETCTBEHHOCTH TPEOYIOT ajanTaluud K YCJIOBHUSM IUGPOBU3ALUN
MpOMbIIUIEHHOCTU. Crienir(uka aBTOHOMHBIX U aBTOMATHU3UPOBAHHBIX CHUCTEM MPOSIBIISIETCS B
pacnpenenéHHOM XapakTepe WX (YHKIIMOHUPOBAHUSA, CIOKHOCTH YCTAaHOBJICHUSI MPUUYUHHOM
CBSI3U M HEOOXOJIMMOCTH YUYETa MPOrPaMMHBIX KOMIIOHEHTOB U OOHOBJICHUH.

[lepcnieKTUBHBIMM HAMPABICHUSIMH PAa3BUTHS TPABOBOTO PEryJIUPOBAHUS SBISIOTCS
COUYETaHHE CTPOrOil OTBETCTBEHHOCTH OIEPATOPa BHICOKOPUCKOBOM CUCTEMBI, paclpeaeiEHHON
OTBETCTBEHHOCTH YYAaCTHHUKOB XH3HEHHOTO IIMKJIA TEXHOJOTHMH M MEXaHHU3MOB CTPaxOBOTO
obecnieueHus Bpeaa. CoBepIeHCTBOBAHUE 3aKOHOATENLCTBA JOKHO ObITh OPUEHTUPOBAHO HA
YTOYHEHHE TIOHATHIHOTO amnmapara, TOBBIIIEHUE MPO3PAYHOCTH (DYHKITMOHUPOBAHUS CUCTEM U
obecrniedyeHre OanaHca HHTEPECOB YYaCTHUKOB MTPABOOTHOICHH B YCIOBUSAX TEXHOJIOTUIECKON
MOJIEpHHU3AIIH POU3BOJICTBA.
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CTAHJAPTHU3ALIMS U KOMILJIAEHC B MYBUHI'OBOI WHAYCTPUU CHIA:
OIIEPAIIMOHHAS MOJAEJIb MACIITABUPOBAHUSA YEPE3 ®PPAHYAU3IUHI

AnHoTanmsi: CTaThsd MOCBSIICHA AaHAIW3y POJIM CTaHAAPTU3ALMU W KOMIUIACHCA B
MyBUHroBo uHaycTtpuu CIIIA m uX 3HaYEHHIO Uil TIOCTPOEHUS ONEPALMOHHOM MOJEIIH,
no3BoJsitoned 3(hPexkTuBHO MacTabMpoBaTh OM3HEC yepe3 PppaHuyaii3uHr. PaccmarpuBarorcs
KJIFOUEBbIE HOPMATUBHBIE TPEOOBAHMS, PETYIUPYIOIIUE IEATEIbHOCTh MyBUHIOBBIX KOMIIAHUH,
a TakKe OTpacJEBbIE CTaHAAPTHI KAYECTBA, BIMSIONIME HAa 0O€30MaCHOCTh, MPO3PAYHOCTH U
noBepue KiauMeHTOoB. Oco0oe BHHUMAaHHME YJIEIEHO TOMY, Kak (opMalu3aius MpoLECCOB,
BHEJIPEHUE €IMHBIX PErIAMEHTOB, KOHTPOJIb COOJIIOICHUS MPOLIEAYP U CUCTEMHBIN MOAXOA K
YOPaBJICHUIO PUCKAMH O0O0ECIEUMBAIOT BOCIPOU3BOAUMOCTh OM3HEC-MOAEIU M IO3BOJISIOT
(dhpaHuaiizu noAAep>KUBaATh €IMHBIA YPOBEHb CEpBUCA HE3ABUCUMO OT peruoHa. B crarbe Takxke
aHAJIM3UPYIOTCSI MEXaHU3MBI aJlaliTallii KOPIOPATUBHBIX CTAHJAPTOB K CHENU (PUKE JIOKAIbHBIX
PBIHKOB, POJIb HU(POBBIX HHCTPYMEHTOB MOHUTOPHUHTA U ayJIUTa, a TAK)XXE 3HAUCHHUE 00yUCHMUSI
nepcoHajga M cepruukanmuu Ui TOAACP)KAHHUS ONepallMOHHON ycToiumBocTH. Jlemaercs
BBIBOJI, YTO CTaHJAAPTHU3aLMUs U KOMIUIACHC SIBJISIIOTCS KIFOUEBBIMH OIOPHBIMHM 3JEMEHTaMU
MacIITabupyeMbIxX (ppaHuYai3UHIOBBIX CUCTEM, O0ECIIeUrBasi yCTOWYUBBIM POCT, MUHUMHU3ALIUIO
OTIEpAIIMOHHBIX OHIMOOK M yKpeIlieHue OpeHJa B BHICOKOKOHKYPEHTHOH cpelie MyBHHIOBOTO
ouzneca CIIIA.

KiarwueBsbie cioBa: myBuHrosas wuHayctpus CUHIA, cranpapTusanus, KOMIUIACHC,
(dbpaH4ail3uHr, ONepaloHHasl MOJENb, MAaCIITaAOMPOBAHUE, PErIaMEHThl, KOHTPOJb KayecTBa,
HOpPMATHBHBbIE TpEOOBaHUS, YIPABICHUE PHCKAMHU, CEPBUCHBIE CTAHJIAPTHI, JIOTUCTHUKA,
KOPIIOPaTUBHBIE MPOLETYPBI.

AKTyaJIbHOCTH HccaegoBanus. Mysunroas unaycrpus CIIA sBisgercs ogHOW U3
HanOoJiee TUHAMHYHO Pa3BUBAIOIIUXCS Chep JOTUCTUYECKOTO CEpBHCA, XaPAKTEPU3YIOIIEHCsS
BBICOKUM YPOBHEM KOHKYPEHIIMHM, CYIIECTBEHHBIMU PEryJISATOPHBIMH TpEOOBaHUSIMU U
pacTylUIMMH OXHUJAHUSMU KIMEHTOB B YacTHU MPO3PAYHOCTH, O€30MacHOCTH W CTaHAapTa
o0CTy)KUBaHUSI.

Ha done nmudposuzanmm, yKecToueHUs KOHTPOJISI CO CTOPOHBI (PpeepaabHbIX U IMTATHBIX
OpPraHOB U YBEJIMUYEHUS YUCIa (PpaHYaii3MHTOBBIX CETEl BO3pacTaeT MOTpPeOHOCTh B BHIPAOOTKE
€IMHBIX CTAHJAPTOB U CUCTEMBbI KOMIUIA€HCA, KOTOPbIe 00ECNEeYNBAIOT BOCIIPOU3BOIUMOCTD U
MpeICKa3yeMOCTh OU3HEC-TTPOLIECCOB.

AKTYaJIbHOCTh HCCIEOBaHUSI O0YyCIIOBJIEHAa HEOOXOAMMOCTBIO MOHMMAHHUS TOTO, Kak
CTaHAApTU3AIMSA U KOMILJIAeHC (DOPMUPYIOT ONEPAIIMOHHYIO MOJIEIb MacIITaOUpOBaHUS Yepe3
(dpaHuali3uHI, a TaKKe KakKUM 00pa3oM JaHHbIE MEXaHW3Mbl ITO3BOJISIIOT CHUXKATh PUCKHU,
YKpEIUIsATh OpeHs], oOecrneunBaTh €JUHbIA YPOBEHb CEPBHUCA U MOAJIEPKUBATH ONEPALMOHHYIO
3¢ (pEKTUBHOCTH HA HALIMOHAJILHOM YPOBHE.
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Heabp wuccaenoBanusi. lLlens pa®oTbl COCTOMT B KOMIUIEKCHOM aHAIHW3€ POJIU
CTaHAApTU3AIMU U KOMILJIAEHCA B MIOCTPOCHUH ONEPALMOHHON MOJIEIM MYBUHIOBBIX KOMIIAHUI
CIIA, opueHTHpoBaHHOW Ha MacmTaOupoBaHue uepe3 (Qpanyaisunr. ccrnegoBanue
HAIPABIICHO HA BBISABICHUE KIIIOUEBBIX PETYJSTOPHBIX TpeOOBaHUU, onucaHue 3(h(EeKTUBHBIX
KOPIIOPATUBHBIX CTaHJAPTOB, H3YYEHHE METOJOB KOHTPOJII COOJIIONEHUSI TpOLENyp H
ONpEe/IeNIEHUE TOT0, KaK CTaHJApTU3MPOBAHHBIE MPOIECCH CIIOCOOCTBYIOT YCTOWYHMBOMY
pa3BUTHIO (PpaHUYaN3UHIOBBIX CETEN B YCIOBUSAX KOHKYPEHTHOTO PhIHKA.

Martepuajbl M1 MeTOAbI HCCJIeI0BaHMsA. B uccienoBaHMM HMCIOJIB30BaHbl JIaHHBIE
(denepanbHbIX U IITATHBIX HOPMATHUBHBIX aKTOB, PETYJIHPYIOIIUX JECSATEIBHOCTh MYyBHUHIOBBIX
KOMIaHWM, BKIto4as TpedoBaHuss MunucrepcrBa tpancnopra CHIA wu  ®epepanbHOro
yIpaBJI€HUS 0 0€30MaCHOCTH aBTOTPAHCIIOPTA.

[IpuBnedyeHbl KOPIOpPAaTUBHBIE pPErJIAMEHTHl BEAyLIMX (paHYA3UHIOBBIX CETEM,
OTpacjeBble CTAHIAPThl KadyecTBa OOCITYXUBAHUS, AHATUTUYECKUE OTYETHI JIOTHCTHYECKHUX
accolMalrii U JaHHBIE PBIHOYHBIX UCCIETOBAHUMN.

Metononoruyeckas ©0a3a BKIIOYAET CPABHUTENbHBIA aHAIM3 KOPIOPATUBHBIX U
PEryJISTOPHBIX TPEOOBaHU, CTPYKTYPHO-(QYHKIIMOHATIBHBIA MOAX0J K OIIEHKE ONEPALMOHHBIX
MPOLIECCOB, METOAbl KOHTEHT-aHAJM3a JOKYMEHTAlMM M  Kelc-aHalu3  YCIELIHBIX
(bpaHuali3UHIOBBIX MOJIeNeN. Takoil KOMIUIEKC METOI0B IIO3BOJIMII BBISIBUTH B3aUMOCBSI3b MEKTY
YPOBHEM CTaHJapTU3ALMH, KAUECTBOM KOMILJIACHC-TIPOLIECCOB M CTETIEHBIO MACIITAOUPYEMOCTH
OM3HEC-MOEIH.

Pesyabtarel  ucciaenoBanusa. DopmMupoBaHHME CHCTEMHBIX CTAHIAPTOB U HOPM
KoMIUTaeHca B MyBUHTOBOM uHaycTpuu CIIIA Hauvanmock B mepBoil mosioBuHE XX BEKa, KOraa
pOCT aBTOMOOWJIBHBIX II€PEBO30K NOTPEOOBaJ €AMHBIX MpaBWJI KOHTPOJS KayecTBa M
0€30MacHOCTH.

[IepBbIe peryasiTOpHbIC paMKH BOZHUKIIM C CO3IaHUEM MEXIITaTHOW TOPTOBOM KOMUCCUU
(ICC), xoTopas ycranoBHI1a 6a30Bble TPEOOBAHUS K IEPEBO3UMKAM, Tapu(am, OTBETCTBEHHOCTH
32 Tpy3 M JIMIEH3UPOBAHUIO. OTH HOPMBI CTalu (PYHIAMEHTOM JUIsl TOCJIEIYIOLIEro
CTPYKTYPUPOBAHHMSI OTPACIIH.

C cepemnnbl XX BEKa pAa3BUTHUE WHTEHCUBHOM MWIPALlMM HACEJICHUS, YBEIUYCHHUE
KOJIMYECTBA YAaCTHBIX IPY30IEPEBO3YMKOB U PACHPOCTPAHEHUE MEKIUTATHOrO OU3HECA MPUBEIIN
K HEOOXOAMMOCTH YyKecToueHusi KoHTpojs. IlocteneHHo (opMUpOBaUCh CTaHAAPTHI
MIPOLIECCOB YMAKOBKH, TPAHCIIOPTUPOBKHU, CTPAXOBaHUs U JOKyMeHTooOopoTa. B aToT nmepuoa
NOSIBJISIETCA TPAaKTUKa YHU(PHUIIMPOBAHHBIX KOHTPAKTOB M 00S3aTENILCTB MEPEBO3YHMKA IEpes
KJINEHTOM, YTO MOBBIIIAJIO MPO3PAYHOCTh YCIIYT.

[Tocne neperymsimuu B 1980-x rTomax, Korjga pBIHOK cTajd OoJiee OTKPBITHIM |
KOHKYPEHTHBIM, PEryJHMpOBaHUE MNEPEMECTUIIOCh B CTOPOHY O€30MacHOCTH M KOHTPOJS 3a
omeparopaMu. 3HAUYUMbIM JTanoM crtajo co3fgaHue DenepanbHOro ynpaBlieHHS 10
oe3zonacHoctu aptoTpaHcnopta (FMCSA), koropoe BBeno QopManbHble TpeOOBaHUS K
JUIEH3UPOBAHNIO, OE€30MaCHOCTU aBTOMNApKa, BEACHUI0O OTYETHOCTH U 3allUTE IpaB
notpebuteneil.  IlapamnensHo B oTpacnu  Havyaind  (OpMUpOBATBCS ~ YacTHbBIE
CTaHAAPTU3UPOBAHHBIE CEPBHUCHBIE MOJEIH, pa3pabdOTaHHbIE CETEBbIMU KOMIIAHUAMH U
(dhpaHuaiizepamu.

C xonHma XX — Havyanma XXI Beka cTraHaapTH3alys CTajda OCHOBHBIM HHCTPYMEHTOM
KOHCoNMuAauuu peiHKa. Kpyneele ¢enepanbHble  (ppaHUYali3MHTOBBIE CETH  BHEAPWIU
JeTaTM3UPOBAHHBIE OMEPALMOHHBIE MPOIEAYPbl, KOPIOPATUBHBIE CTAHAAPTHI OOCITYKHBaHHUS,
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ayIUTOPCKAE MEXaHU3Mbl W CHCTEMY BHYTPEHHEro KOMIUIaeHCa. OTO MO3BOJUJIO
YHUPHUIIMPOBATH KAUECTBO YCIYT 10 BCEH cTpaHe W 00ecneunTsh MaciitabupoBanue OuszHeca 6e3
MOTEPH ONEPALMOHHON CTAOMIBHOCTH.

Cerogusi craHmapTu3aldsi M KOMIUIAGHC TMPEACTaBISAIOT COOOM KOMILJIEKC HOPM,
BKITIOUAIONINI  TpeOoBaHUsT (eAcpanbHBIX PETYISITOPOB, BHYTPEHHHE KOPIOPATUBHBIC
perJIaMeHThl U oTpaciieBbie best practices. X mcropuueckoe pa3BUTHE OTPaKaeT MEpexo]] OT
MUHUMAJIBHOTO TOCYJapCTBEHHOTO KOHTPOJISI K WHTETPUPOBAHHOW MOJIEIH, T/Ie COOJIOACHHE
CTaHJIapPTOB SIBIISICTCS KJIFOUYEBBIM YCIIOBHEM JIOBEpHsS KJIMEHTOB, OE30MACHOCTH OMNEpaluid U
YCTOMYMBOCTHU (hpaHUal3UHTOBBIX ceTel (Tadm. 1) [2].

Taboaunna 1 — CranpapTu3anus 1 KOMILIAEHC

cragnaptoB ISO (manpumep, ISO 9001 nns
CHUCTEM MEHEDKMEHTa KayecTBa) M JPYTHUX
MEXIYyHApOAHBIX HOpM, Takux kKak GS1 mid
UJIEHTU(DUKAIIMN TOBAPOB.

Ne Cranpapruzauus Kommuiaene
1 | Onpedenenue  cmanoapmos. Coznanue | Cobniodenue 3aKOHOOamenNbCmaa.
eIVMHBIX Tpoueayp U TpeOoBaHuil misi Bcex | KoMmrutaeHe — mopapa3ymeBaeT — BBINOJHEHHUE
YYaCTHUKOB JIOTUCTHYECKOW IICTIH, BKJIIOYAs | BCEX MPUMEHHMBIX 3aKOHOB H  HOPM,
TPAHCHOPT, CKJIaJUPOBAaHHUE, YIAKOBKY U | KaCarOIIUXCS JIOTHCTHUKH, BKJTIOUAst
00paboTKy rpy30B. TaMOYKCHHBIC IpaBuJIa, npaBuia
0€30MacHOCTH W OXpaHbl  OKpY’Karouleu
Cpepl.
2 | Mesxcoynapoonvie cmanoapmui. llpumenenue | Monumopune u  xoumponv. BHenpenue

CHUCTEM MOHUTOPHUHIA MJIi OTCJIEKUBAHUS
coOIOAEHHsI CTaHAApTOB U TpeOoBaHMM, a
TaK)Ke PeryJisipHble ayTUThl U TIPOBEPKHU.

3 | Ynpowenue npoyeccos. Crannaptel | O6yuenue nepcownana. OOyuenue
MIOMOTalT YHU(UIMPOBATh MPOLECCHl, YTO | COTPYJHUKOB TpeOOBAHUAM KOMIUIa€HCA U
CHWKAeT pHUCKM OIIMOOK U TMOBBINAET | CTAHAAPTaM, 4YTOObI TapaHTUPOBaThb HX
MIPOU3BOIUTEIHHOCTD. MTOHMMAHUE U BBIIOJIHEHUE.

OtMetnm, yTOo coBpeMeHHas MyBuHroBas unayctpus CIIIA xapakrtepuzyercs BbICOKOMN
CTEMEHbIO CTAHAAPTU3ALMM W PA3BUTOM CUCTEMOM KOMIUIA€HCA, YTO JIE€JIA€T BO3MOYKHBIM
OBICTpOE Y KOHTPOJIMPYEMOE MacITabupoBaHue Ou3Heca yepe3 hpaHyai3uHT.

Kpynnsie cetu, Takue kak Two Men and a Truck, College Hunks Hauling Junk & Moving,
Allied Van Lines u Mayflower, akTMBHO BHEIPSIOT YHU(PHUIIMPOBAHHBIE OINEPALMOHHbBIC
mIaTGOpPMbI, 4YTO TIO3BOJIIET BBIPOBHATHL KAue€CTBO OOCTY)XMBaHUS MexAy (paHuaiizu u
KOPIIOPaTUBHBIMU (pUITHATIAMU.

[To manneiM IBISWorld u American Moving and Storage Association, 6osiee 80%
KPYIHBIX CETEBBIX IEPEBO3UYMKOB HCHOJB3YIOT IeHTpanu3oBanHbie CRM u mmatdhopmbl
yIpaBieHus pabodell cuioi, obecreunBas €IUHYI0 CTaHIAPTH3AIMI0 MpoIleccoB. B ceTsx ¢
pa3BuTOi 1TUGPOBOM MHOPACTPYKTYpPOH pa3HUIA B KIUEHTCKUX OIEHKAX MEXAy (uInaiamu
cHmkaeTcs 10 5-7%, Torja Kak y KOMITaHuid 0e3 eMHBIX cucTteM pa3opoc npesbimraet 20%.

Hcnonp3oBaHne MHTETPUPOBAHHBIX CUCTEM pacniucanus 1 GPS-MoHuTOpHHTa MO3BOJIUAIIO
COKpaTHTh CpeHee BpeMs MpuObIThs dkunaxeit Ha 12-18%, a aBTOMaTH3upOBaHHBIC MOIYJU
pacdyéTa CTOMMOCTH YMEHBIIWIA KOJUYECTBO OIMMUOOK B KBOTHpoBaHWM Ha 25-30%. Exunbie
CTaHJapThl ayIuTa KauecTBa, npuMeHseMbie B Allied Van Lines u Mayflower, npuBesnu kK pocTy
NOKa3aTessl yIOBIETBOPEHHOCTH KIMEHTOB A0 90-92%, yTo Ha 10 MyHKTOB BBILIE CPEAHETO MO
PBIHKY HE3aBUCUMBIX MIEPEBO3YHKOB.
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B ocHOBe wux MojaenH JiekKar JI€TAIU3UPOBAHHBIC OINEPAlMOHHBIE PYKOBOJICTBA,
BKJTFOYAOIIUE CTAaHIAPTHI O0yUeHHS TIePCOHANIa, TPEOOBAHMS K TEXHUKE U OCHAIICHUIO, IIPAaBHIIA
YIAKOBKH U TTOTPY3KH, YHU(DHUITUPOBAHHBIC YEK-TUCTHI KAYECTBA, JITOPUTMBI B3aUMOJICHCTBHUS C
KIMCHTOM W CIIGHApUU KOMMYHHKAIMA. OTH CTaHAAPTHI TOAKPEIUICHB MH(PPOBBIMU
wiatpopMaMu, KOTOpPbIE MO3BOJISIIOT IEHTPATU30BAHHO YMPABIATH 3aKa3aMH, JOTUCTUKOM,
pacnucanveM dkunaxei u konrposem KPI [1].

KomriaeHe B oTpaciu ocHOBBIBaeTCsl Ha cTporux TpedoBanusx FMCSA, Bkiouaromumx
00s3aTENIbHYI0  pErucTpaluio 1nepeBo3unkoB, mnonaydeHue DOT-Homepa, mnoanep:kanue
CTPaxXOBBIX MOJMCOB YCTAaHOBJIECHHOTO ypOBHs, cobOmonenne HopM Hours of Service u Benenue
ANIEKTPOHHBIX JTOr0yKoB. DpaHyali3MHIOBBIE CETU MHTETPUPYIOT BHIMIOJHEHUE ITHX TPeOOBaHUM
B CBOM BHYTPCHHHE PETJIAMEHTHI, YTOOBI 00€CIIEUYnTh COOTBETCTBUE (PenepaibHbIM CTaH apTaM
UIsT KaKaoro (paHuaiizu. PerynspHble BHYTpEHHHE ayIWThl, aHAJIM3 3aIMCH TEJICMATHKH,
MPOBEpPKA COCTOSIHUSI aBTOMapKa, KOHTPOJb CTPAXOBOK U BepudUKalus OyXraaTepcKoi
OTYETHOCTH BXOJIAT B 00sI3aTENbHBIN UK KOMITJIaeHca (puc. 1).

[Inanuposanue QDyHKYUOHUPOBAHUE
* OKPYIKEHHUE OPraHu3aluu s obecnieueHue (pecypesl,
* PYKOBOJCTBO (MOJTHOMOYHS, KOMIIETEHLHH, 00y4eHHe H T.11.)
cthepbl OTBETCTBEHHOCTH) * YCTAHOBIIEHHE COOTBETCTBYIOLNX
*LI€]IH U MYTH WX JOCTHKEHUS [poneayp, oncpainoHHoe

[UIaHHPOBAHHE H KOHTPOJIb

Vcosepuencmeosaniie Ouyenxa 3¢pghexmusrnocmiu

* MOHHTOPHHT, aHANH3 U OLEHKA
*ayAHUT

Puc. 1 — OcHOBHBIE aCTIEKThI CTAaHIAPTU3AIMHU U KOMIUTIaeHC-QYyHKITUH [3]

JIOMOTHUTENBHO CETU MPUMEHSIOT COOCTBEHHbIE CTAaHAAPTHI KOPIIOPATUBHOIO KAayeCTBa,
HanpuMep 00513aTeNIbHOE MPOXOXKIESHUE CEPBUCHON cepTU(UKAIINKU, COOI0ICHHE BU3YaIbHOTO
cTaHJapTa OpeHja, perjiaMeHTOB M0 paboTe ¢ KamobaMu U 00CTyKUBAaHHUIO KIMEHTOB. MHOTrHe
KOMIIAaHUW HMCHOJIB3YIOT IPOTrpaMMbl «TalHBIA KIIMEHT» W aBTOMarndeckue NPS-ompocekl, 4To
co3/1aéT udpoBoil ciea, HEOOXOAUMBIHN JJIsI TOUHOM OIEHKH PabOoThl KAXKA0TO MOAPa3ACICHUS.
brnaronapst Takoit cucreme (ppaHuaii3u MOTY4YarOT TOTOBYIO OMEPAIMOHHYIO IKOCUCTEMY, TJIC
MIPOLIECCHI 3apaHee OMMCAHbl M MIPOBEPEHBI, a COOMI0IeHHE TPEOOBaHNN 00ecTIeunBaeTCs yepes
peryJsipHble MHCIEKIUHU U LIEHTPAIM30BaHHbIe HH()OPMALIMOHHbIC TTAaHEIIH.

JanHast Mojenb CTaHAApTU3alUMUd W KOMIUIAGHCA JENaeT BO3MOXKHBIM OBICTpOE
paciMpeHue cetu 0e3 MoTepy KauecTBa, CHUYKAET ONEPALMOHHBIC PUCKU U MOBBIIIACT JT0BEPHE
norpedureneil. B pesynbrare peiHOK MyBUHTOBBIX yCiyr B CILIA nemMoHCTpupyeT ycTounBYIO
TEHJEHIMI0O K KOHCOJNUAAIMM BOKPYI KPYMHHBIX (PpaHyali3MHrOBBIX OpEHAOB, KOTOpHIE
UCIIOIB3YIOT CTaHAAPTU3UPOBAHHBIE MPOLIECCHl KAK CTPATETMYECKOE MPEUMYIIECTBO U OCHOBY
MacIITabUpPyEMOCTH.
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Cnengyer nmoguepkHyTh, 4TOo MyBHHroBas wuHAaycTpus CIIA cramkuBaercs ¢ psaoMm
CUCTEMHBIX TPYIHOCTEH, KOTOpBIE [ENAl0T CTAaHAAPTHU3ALMI0O U KOMIUIACHC HEMOJHBIMH U
HEOJIHOPOJHBIMHU, TA)KEe BHYTPU KPYMHBIX (PpaHUAN3MHTOBBIX CETEH.

['maBHass mpobnema — 6wicokas pasmenmayus pulHKA, TIE€ 3HAYUTEIBHYIO JIOJIO
3aHMMAaIOT MaJIbIE HE3aBUCUMBIE [IEPEBO3UYUKH. JTO YCIIOKHSAET BBIPAOOTKY €IMHBIX OTPACIIEBBIX
OpaBWI U NPUBOJUT K TOMY, YTO CTaHAAPTHI KPYMHBIX CETEH 3a4acTyr) HE COBHAJAIOT C
IPAaKTUKaMH OCTAJIbHBIX MIPOKOB. B ycnoBusax macmtaOupoBaHus depe3 (paHyal3WHI 3TO
CO3/1a€T CIIOKHOCTh MOJAEPKaHUsI CTAOMIBHOIO YPOBHS CEpBUCA, TaK KaK HOBbIE (hpaHuUaiizu
MOTYT HPUXOJIUTh C COOCTBEHHBIMU IPUBBIYKAMH, OTJIMYAIOIIMMHUCA OT KOPIOPATUBHBIX
pErJIaMEHTOB.

Cepné3noli mpobseMoit octaercs xomniaerc ¢ mpebosanuimu FMCSA. HecmoTps Ha
CTaHAAPTU3UPOBAHHBIE TPOLIETYPHI, (PpaHyuaii3u HEPENKO TOMYCKAIOT HAPYIIECHHUS, CBI3aHHbBIE C
TEXHUYECKUM COCTOSSHUEM aBTOMOOWJIEH, BEIEHUEM DJIEKTPOHHBIX JIOTOB, CTPaXxOBBIMH
MOJINCAMH U MpaBUjiaMu 0e30macHOCTH BoauTenel. KoMmmanuu BeIHYXAEHBI TPATUTh PECYPChI
Ha MOCTOSIHHBIE ayJIUThl U MOHUTOPUHT, HO KOHTPOJIb OCTAaETCSI HECOBEPIIEHHBIM, OCOOCHHO B
MO/PA3ICNICHUsAX, padOTAIOIIMX B YAAJIEHHBIX pernoHax. HecorimacoBaHHOCTh JOKaJIbHOU
MPAKTUKU U (PeepaabHbIX HOPM MPUBOAUT K PUCKaM IITpadoB, CyIeOHBIX Pa30MpaATENbCTB U
pEenyTalMOHHBIM ITOTEPSM.

CHOXHOCTh BBI3BIBAET U CMAHOApPMU3ayus ONepayuoHHulXx npoyeccos. Jlaxe npu
HAJIMYUU [TOAPOOHBIX PYKOBOJICTB BBIIIOJIHEHUE PETJIAMEHTOB 3aBUCUT OT JUCLMILIMHBI SKUIaXa
U MEHE/DKMEHTa. B MyBUHI€ 3HAUUTENBHYIO POJIb UTPAIOT YEJIOBEUECKUE (PAKTOPBI — KAUeCTBO
YHaKOBKH, aKKypaTHOCTb MOIPY3KH, paboTa ¢ KIUEHTOM. DTHU MPOLECCHl TPYIHO MOJHOCTHIO
dbopManu3oBaTh, 4TO MPUBOAUT K pa3phlBy B KauyeCTBE MEXIy pa3HbIMH (paHuail3u.
JIOTIOTHUTENBHYIO TPOOJIEMY CO3/1a€T BBICOKASI TEKYUKa KaJApPOB: MOCTOSSTHHOE 00y4YeHHE HOBBIX
COTPYAHHMKOB CTAHOBUTCS JOPOTUM U 3aTPyAHSIET 00eCreYeHUE eAMHbIX CTAHIapTOB.

Takske CyleCcTBYIOT TPYAHOCTH C yugposou cmandapmuzayueti. DpaHyail3uHroBbIE CETU
BHeNpsOT oOs3aTenbHble CRM-cucTeMBbl, TPEKUHI M aHaJUTUKY, HO (paHuaii3u He Bcernaa
KOPPEKTHO MCHOJB3YIOT TEXHOJOTMYECKUE HWHCTPYMEHTHl. OJTO MNPUBOJUT K HETOYHOCTU
JAHHBIX, HEBO3MOKHOCTU KOHTposipoBaTh KPI u cHuxkeHuio >PpQGeKTUBHOCTH BCEU CETH.
Hekortopble pernoHsl TpeOYIOT aJanTalMH MPOIECCOB M3-3a Pa3HUIBI B 3aKOHOAATENIbCTBE
LITaTOB, YTO YCJIOKHSET CO3JJaHUE €ANHON ONEPALIMOHHON MOJIEIH.

Ocraércss 3HaumMoll u mpobinema Openda. HapyiieHus cTaHAapTOB B OJHOM
noJipa3fielIecHu HAHOCAT yuiepOd Bceil cetu. [lake mpH HalIMYMU CTPOTUX MpaBWII YacTb
(bpaHuaiizyu NbITaCTCSI IKOHOMUTH Ha O0YUYEHUH, SKUITUPOBKE, CTPAXOBKAX WJIM aBTOMAapKe. ITO
IIPUBOJAUT K HEPABHOMEPHOCTH KAayeCTBA YCIYT, YTO MPOTHBOPEUYUT KIFOYEBOMY MPUHLUITY
(dbpaHvaii3uHra — MPEACKa3yeMOCTH U CTaOMIILHOCTH.

B urore crannapTuzanus U KoMIUiaeHe B MyBUHToBoi unayctpun CIIA crankuBaroTcs ¢
KOMILJIEKCOM TPEMSITCTBUN: HECOIIACOBAHHOCTb OTPACIM, BAPUATUBHOCTH BBINOJHEHUS
PErJIaMeHTOB, TPYJHOCTH KOHTPOJISA, YEJIIOBEUECKUM (PaKTOp, pa3inuuus periOHaIbHBIX HOPM U
HemoyHasi udpoBuzanusa. Bce 3Tu  mpoOiemMbl  YCIOKHSAIOT TMOCTPOCHHE HJEaTbHO
MacimrTadupyeMon Mojenu, TpeOys OT (hpaHUYal3UHTOBBIX CETEH MOCTOSHHBIX WHBECTHUIIMN B
MOHUTOPHUHT, 00y4€HHE, TEXHOJIOTUN U BHYTPEHHUN KOHTPOJIb.

[To nHamemy MHeHHIO, 3)PEKTUBHOE pelIeHue MpoOaeM CTaHAapTU3alKMK 1 KOMITJIaeHca B
myBuHroBoit wuHayctpun CHIA TpeOyeT coueTaHUs TEXHOJOTMUYECKON yHHU(HUKAIUH,
YCHJIEHHOTO ONEPALMOHHOTO KOHTPOJISI U CUCTEMHOM paboThI ¢ (ppaHUaii3m.
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OaHMM U3 KIIOYEBBIX IIIarOB CTAHOBHUTCA CO3JaHHME €AMHON HH(PPOBOM SKOCHUCTEMBI,
00s3aTeNbHON IS BCEX MoAapasjaesieHnid 0e3 uckinodeHui. LlentpammsoBannas CRM, eaunas
cUCTeMa pacyéra CTOMMOCTH, MOOWIbHBIE TPUIOXKEHHUS Ui SKUMaKeW, aBTOMATHYeCKUN
TPEKUHT TPAHCIIOPTA U U(PPOBBIE YEKITUCTHI MO3BOJISIOT CHIXKATh BAPUATUBHOCTH UCIIOJIHEHUS,
(UKCUpOBATh CTAaTUCTHUKY B pPEAJbHOM BpPEMEHM M HCKIIOYaTh YEJIOBEYECKHUE OIIUOKHU.
CrannapTu3zanus 4epe3 TEXHOJIOTUU 00ecieYMBaEeT MPO3pPavHOCTh paboThl PpaHyaii3u U cO31aET
OCHOBY JIJII PETYJISIPHOTO aBTOMaTU3UPOBAHHOTO ay/IUTA, YTO 3HAUYUTENIBHO MOBBIIIAET YPOBEHD
KOMILIAcHCa.

BaxHbIM HarpaBjeHUEM CTaHOBUTCS YyHU(UKaIUs mpouenyp oOyudenus. Kommanuu
BHEJIPSIOT 00s13aTeNbHbIE MHOTOYPOBHEBBIE MPOTpaMMbl  CepTU(PUKAIMU  COTPYIHUKOB,
BUPTYaJIbHBIE TPEHAXKEPHI, BUJICO-UHCTPYKLMH, PETYJISAPHBIE TECTUPOBAHHUS U KOHTPOJIb
KauecTBa o0yueHusa. Takod MOAXO0J IMO3BOJISIET HUBEIMPOBATh BIMSHUE BBICOKOW TEKYUYKH U
00€ecreynTh €IUHBII ypOBEHb MNPOPECCUOHANBHBIX HABBIKOB B Pa3HbIX JIOKALMSX.
JIOTIOJIHUTENIBHBIE BBIE3IHBIE Ay IUTHI U «TAaWHBIE KIUEHTHD) MO3BOJISIOT BBISIBIATH OTKIOHEHUS
OT CTaHJaPTOB U ONIEPATUBHO KOPPEKTUPOBATH pabOTy MepcoHaIa.

Hns ycunenust koMmiuiaeHca ¢ TpeboBaHusmMu FMCSA u CcTpaxoBbIX peryisiTopoB
MPUMEHSETCA ILIEHTPAJU30BAHHOE YIIpaBJICHUE aBTONApKoM. Bpoxdrcs oOsA3aTenbHbIE
CTaHJApPThl TEXHUYECKOTO OOCIYKHMBAaHUS, PETYJISIPHBbIE IPOBEPKU COCTOSIHMSI TPaHCIOPTA,
MOHUTOPUHI ELD-710roB, aBTOMaTU4YeCcKOE€ YBEAOMIJICHHE O HAPYLICHUAX U CAHKLUHUMU I
(bpaHuaiizy, He COONIOAAOIINX MUHUMAJIbHbIE TPEOOBAaHUS 0€30aCHOCTH. DTO CHUXKAET PUCKU
mrpado, ATII u cyneOHBIX TpeTeH3ui, OJHOBPEMEHHO MOJACP>KMUBAasi €IUHBIA YpPOBEHb
ONEPALMOHHON TUCIUIIIIUHBI.

@paHyYali3WHIOBBIE CETU YCWJIMBAKOT KOHTPOJb 3a KaueCTBOM, BHeApss cucremy KPI,
KOTOpasi HanpsIMyIO BJIMSET HA POSUITH, OOHYChI M JOCTYI K MapKETHHTOBOW MOAJEPHKKE.
[TokazaTenu BKJIHOYAIOT PEUTHHI KIMEHTOB, MPOLEHT peKjIamManui, cOOII0JEHUE CTaHAApTOB
YIIAKOBKHM, TOYHOCTh pPAacy€Ta CTOMMOCTH, BBINOJIHEHHUE BPEMEHHBIX HOPM U KOJHMYECTBO
HapyllIeHUi KoMIiaeHca. Takoil MeXaHu3M BbIPaBHUBAET MOTHBALMIO (DpaHUYaii3U U 3aCTABIISET
UX MPUIEPKUBATHCS KOPIOPATUBHBIX CTAaHAAPTOB, IOCKOJIBKY HECOOJIIOIEHHE HOPM HaYMHAET
HaIpsMYIO OTPaXKaTbCs Ha (PUHAHCOBBIX pe3yJIbTaTax.

3HAYMMYIO POJIb UTPAET IOPUANYECKAs CTaHAapTu3ausa. OpaHyai3uHTOBBIE COTJIAIIEHUS
JOTIOJIHAIOTCS. JKECTKUMHU TOJIOKEHUSAMHU O COONIOIGHUM OpeHJa, MCIOJNIb30BAaHUM EIUHOU
allICHTUKH, O0O0s3aTENbHBIX OINEPAllMOHHBIX TpeOOBaHUM M CAHKUMOHHBIMH MepamH 3a
oTkioHeHus. [lpm 5TOM KOMIAHWW TPENOCTaBIAOT (paHyaiizum 1MAOJIOHBI JOKATBHOU
JOKYMEHTAIH, CTAaHIapTU3UPOBAHHBIE CTPAXOBbIE PEIICHHUS, PEKOMEHAAINN 0 COOJIIOICHUIO
3aKOHOB IITAaTOB W JOCTYIl K IOPUAMYECKOM IOANEPIKKE, UYTO CHMKAET HECOIVIACOBAHHOCTH
IIPAKTUK MEXKy PETHOHAMM.

B utore xoMIsiekcHOE peleHue npooieM CTaHAapTU3AUU U KOMILJIA€HCA I0CTUTaeTCs 3a
cuét 1udpoBol yHUDUKAIUK, MHOTOKAHAJIBHOTO KOHTPOJISI, 00s3aTebHON cepTUudUKaIUN
IepCOHaja, UEHTPAIU30BaHHOTO KOMIUIACHC-MEHEKMEHTA U KECTKOW PEryJsiiuyd B pamMKax
(dpaHuaiizuHroBoit moxaenu. Takod TMOAXOM TO3BOJISIET CO37aTh MacIITaOUpyeMyto,
MPEACKA3YEMYI0O W YIPaBISEMYK OIEPALMOHHYK) CETh JaXe B YCIOBHUSIX BBICOKOU
¢dbparmenTa MyBUHToBoro psiaka CIIIA.

3akirouenue. KoMiiaeHC B MyBUHIOBOWM MHIYCTPUU UMEET CTPATETMYECKOE 3HAUECHHUE,
MOCKOJIbKY HamnpsMYyIO CBsi3aH C 0€30MacHOCTBhIO TMEepeBO30K, perynupoBanueM FMCSA,
CTPaxOBBIMHU 00s513aTENbCTBAMH U PEIyTALIMOHHBIMU pUCKaMH. BHeapeHue cTporux mpouenyp,
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PEryJSpHBIX MPOBEPOK, OTCIEKHBAHUSA HAPYLIEHUHA U 00sA3aTENbHBIX KOPPEKTUPYIOLIUX
AecTBuii  (GOpMUPYET KyJIbTypy OTBETCTBEHHOCTH, KOTOpash CTAHOBHUTCS KIIOYEBBIM
KOHKYPEHTHBIM MNpeumMyniecTBoM Openaa. dpaHduaii3u, Noiydaroniye 4€TKHE HHCTPYKLHWH,
WHCTPYMEHTHI, 00yueHHUE U TMOJACPKKY, CIOCOOHBI MOACP>KUBATh HYKHBI yPOBEHb KaueCTBa,
a ¢paHyaiizep — KOHTPOJIUPOBATH U ONIEPATUBHO PEArupoOBATh HA JIOObIE OTKIOHEHUSI.

Takum oOpa3zoM, cTaHIapTU3ALMA U KOMILIACHC SIBJISIIOTCA HE OTPAHUYCHUSIMU, @ MOIIIHBIM
MexaHu3MoM pocTa. OHM MO3BOJISIOT OU3HECY CO3AaBaTh MPEACKA3yeMbld KIMEHTCKUN OIIBIT,
CHUKaTh ONEpaIlMOHHbIC H3EP>KKH, MOBBINIATH JOBEpUE MOTpeOUTENel U 0o0ecreyrBaTh
cTaOMIIbHOCTH ceTu. KoMnaHuu, KOTOpble CyMEIOT UHTETPUPOBATh TEXHOJIOTUH, MPOLIEAYPHl U
KyJIbTYPY KOHTPOJIS B €IUHYIO CUCTEMY, TIOJy4al0T BO3MOKHOCTh MAacCIITa0UPOBaThCs ObICTpEe
KOHKYPEHTOB M 3aKPEIUIATHCA Ha HOBBIX PhIHKAX C MUHMMAJIbHBIMU PUCKAMHU.

Cnucok jureparypsbl:
1. TaitnyrauHoBa M.T. AyTCOPCUHT JIOTHCTHYECKUX yCIyT // DKOHOMHUKA U COLIMYM. —
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2. MunakoB A.B. Poib TpaHCIIOPTHOW JIOTUCTUKU B Pa3BUTHU SKOHOMHUKH peruoHa //
DKOHOMUKA 1 Ou3Hec: Teopus U npaktuka. — Nel2-1 (118). —2024. — C. 168-175.
3. CenezneBa M.M. HoBoe pyKOBOJCTBO IO BBICTPAaMBAHHMIO KOMILUIa€HC-QYHKIUU //
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FROM CLASSROOM TO CAREER: LEVERAGING PEER-TO-PEER SKILL
EXCHANGE TO REDUCE THE EMPLOYABILITY GAP

Abstract: The employability gap, commonly defined as the mismatch between graduates’
skills and labor market expectations, remains a persistent challenge for higher education
institutions worldwide. While universities increasingly emphasize employability, many existing
interventions are resource-intensive, unevenly accessible, or difficult to scale. This review article
explores the potential of peer-to-peer (P2P) skill exchange as a complementary and scalable
approach to reducing the employability gap among university students. Drawing on existing
literature on employability frameworks, skills mismatch, and peer-based learning, the article
identifies key mechanisms through which P2P skill exchange may enhance employability,
including skills practice and transfer, feedback and communication development, social capital
formation, and self-efficacy. The paper also outlines practical design considerations for
implementing P2P skill exchange initiatives in higher education and highlights directions for
future research focused on evaluating employability outcomes.

Keywords: employability; peer-to-peer learning; skill exchange; higher education; skills
mismatch; career readiness; peer mentoring

Setting the problem: why the employability gap persists

Graduate employability is increasingly shaped by rapid skill change, rising expectations
for “work-ready” evidence, and unequal access to experiential learning. Major skills outlooks
emphasise that labour-market outcomes are strongly associated with disparities in cognitive,
digital and socio-emotional skills, and that resilience depends on continuous upskilling rather
than one-off credential attainment. Employer-facing forecasts also anticipate significant job and
skill disruption through 2030, with growing demand for analytical thinking, technology literacy,
and human skills such as collaboration and leadership.

In parallel, employability scholarship has moved beyond “employment rates” toward
models that integrate competence, reflection, identity, and opportunity structures. A systematic
review of employability models in higher education shows substantial variation in how
employability is defined and taught, but converges on the idea that employability requires (i)
capability and (i1) the ability to evidence that capability in contexts that matter to employers.
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Universities have expanded employability interventions—career services, skills modules,
mentoring, and work-integrated learning—but these are often resource-intensive and unevenly
accessed. This creates a design challenge: how can institutions increase employability
development opportunities at scale while mitigating inequality of participation and outcomes?

Literature review: what we know about peer learning and employability

Employability as capability + evidence

Recent syntheses argue that employability development depends on the integration of
competence development with reflective and evidencing processes that help students translate
learning into credible signals for employers. This “capability + evidence” framing is useful
because many employability gaps are not purely about lacking skills; they are also about lacking
structured opportunities to practice, receive feedback, and produce demonstrable outputs.

Peer learning as an employability and equity lever

Peer learning has been positioned as a means to foster social mobility and employability,
including reducing attainment gaps and differentials in employment outcomes. Donald and Ford
argue that peer learning can contribute to employability by strengthening engagement, belonging,
and skill development while creating scalable support structures. In practice, institutions have
begun embedding peer learning across curricula and co-curricular ecosystems to broaden access
and normalise participation.

Peer feedback and peer assessment as “feedback literacy” training

A growing body of work examines peer feedback and peer assessment as structured ways
to build evaluative judgement and communication skills. A systematic review of online peer
feedback practices (higher education) synthesises evidence on what makes peer feedback
effective and how design choices influence learning outcomes. Complementary work on
designing peer assessment processes reports strong evidence that formative peer feedback—
where students can apply feedback—supports performance and learning, reinforcing the
employability-relevant capacity to give, receive and use feedback.

Peer learning in employability-focused sessions

Empirical work also examines peer learning within employability teaching. A 2024 study
of peer-focused employability learning experiences reports how students “gain from peers” via
comparison, reflection, and collaborative sense-making—processes linked to career identity and
employability learning.

Where “P2P skill exchange” fits

Peer-to-peer skill exchange can be conceptualised as a structured extension of peer
learning: rather than general peer support, students explicitly offer and request skills (e.g., data
analysis <> presentation design; interview practice <> English for workplace communication). In
the 20202025 literature, fully evaluated university-wide P2P exchange models remain limited;
however, platform prototypes and institutional initiatives exist, suggesting feasibility and
pointing to design issues (matching, quality assurance, recognition).

Separately, policy work on employability skills gaps emphasises the need for scalable
strategies that strengthen practical competencies and work-relevant behaviours, particularly
where formal work placements are limited.

Methodological approach: rapid scoping synthesis

This article uses a rapid scoping synthesis to map and integrate 2020—2025 literature across
four strands: (i) employability models, (ii) peer learning and employability, (ii1) peer
feedback/assessment design, and (iv) P2P skill exchange initiatives and prototypes. Scoping
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approaches are appropriate for emerging topics where evidence is heterogeneous and the
objective is to identify mechanisms, design principles, and research gaps rather than produce
pooled effect sizes.

Reporting follows contemporary guidance for transparent evidence synthesis using
PRISMA 2020 (for reporting discipline and traceability of selection and synthesis steps).

Inclusion logic (high-level): sources (a) published 2020-2025, (b) focused on higher
education or graduate employability/skills policy, and (c) contained explicit relevance to peer
learning/peer feedback or P2P skill exchange mechanisms.

Synthesis method: thematic synthesis was used to derive mechanism pathways (how P2P
exchange could plausibly influence employability) and implementation/evaluation implications,
triangulating across empirical findings, systematic reviews, and institutional practice accounts.

Results: five mechanisms linking P2P skill exchange to employability

1) Skills practice at scale (competence building through reciprocal teaching/learning)

P2P exchange increases opportunities for repeated practice and explanation. This matters
because contemporary skills outlooks stress that employability is increasingly shaped by
adaptable, practice-based competence (not just credential possession). Skill exchange structures
also encourage cross-disciplinary learning—useful when job roles blend technical and human
skills.

2) Feedback literacy and professional communication

Peer exchange naturally embeds feedback cycles: learners state goals, peers observe
outputs, and feedback is discussed and applied. Evidence from peer feedback research shows that
design (clarity, purpose, and the ability to apply feedback) is critical to learning benefits—
suggesting that P2P exchange should be scaffolded with simple feedback templates and reflection
prompts.

3) Social capital and opportunity awareness

Peer learning has been argued to support employability partly by improving belonging,
retention, and bridging differentials that affect outcomes—especially important for social
mobility. P2P exchange can widen students’ networks across cohorts and disciplines, making
opportunity information (projects, competitions, internships) more visible and accessible.

4) Career identity, confidence, and self-efficacy

Peer-focused employability sessions show that students gain from peers by comparing
experiences, recognising shared concerns, and refining career narratives—processes tied to career
identity development. In P2P skill exchange, students can experience “micro-wins” (teaching a
skill successfully; completing a mini-project) that strengthen confidence and readiness to perform
in selection contexts.

5) Stronger signalling through artefacts (portfolios, micro-evidence, peer-review
traces)

Employability models emphasise that employability is partly about translating learning
into credible signals. P2P exchange is especially suited to producing tangible artefacts: mini-
projects, peer-reviewed outputs, feedback logs, and portfolio entries. These artefacts can be
aligned with skills employers prioritise (e.g., analytical thinking, tech literacy, leadership) as
highlighted in workforce outlooks.

Implications for practice: how universities can implement P2P skill exchange

Programme architecture (minimum viable model):
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° Offer/Request catalogue: students list teachable skills and desired skills using a
controlled taxonomy aligned with current skills outlook categories.

° Matching rules: match by level, schedule, language, and goals (skill outcome +
artefact target).
° Session structure: 30-60 minutes with a defined output (e.g., revised CV bullet,

solved task, mini-prototype).

° Feedback scaffold: short rubric + “actionable feedback™ template (what worked /
what to improve / next step), reflecting peer feedback design evidence.

Quality assurance:

° brief onboarding for peer mentors/tutors (how to explain, set goals, and give
feedback)

° moderation via ratings + random audits of artefacts (lightweight)

° escalation paths for misconduct or low-quality patterns

Equity design:

Peer learning can reduce differentials only if participation is broad and supported.
Universities should proactively recruit less-represented cohorts, provide “starter exchanges”
(low-stakes, beginner-friendly), and support scheduling/access for students with work or
caregiving responsibilities.

Recognition:

A co-curricular record or internal badge can document hours + artefacts, but institutions
should avoid overstating credential equivalence unless external validation exists.

Evaluation framework: measuring impact without overclaiming

To move beyond “participation counts,” evaluation should include:

° Skill gains: pre/post self-ratings + short performance tasks; peer feedback quality
indicators (structure, specificity).

° Employability development: measures aligned with employability model constructs
identified in systematic reviews (e.g., reflection, evidence articulation, confidence).

° Equity analytics: uptake and retention by programme, gender, socioeconomic
indicators (where ethically and legally possible).

° Artefact outcomes: number and quality of portfolio items, mini-projects, peer-
review traces.

° Longitudinal outcomes: internships/interviews/early employment indicators,

interpreted cautiously given labour-market variance highlighted in skills outlooks.

Dimension Indicator Data source
Skill gains Pre/post task Short assessment
Employability Confidence, reflection Survey
Equity Uptake by cohort Admin data
Artefacts Portfolio quality Rubric
Outcomes Internships Longitudinal tracking
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Conclusion. Evidence from 2020-2025 literature supports the plausibility that peer
learning can foster employability and social mobility, and that well-designed peer feedback
processes build communication and evaluative judgement relevant to work. This review extends
that line of reasoning to P2P skill exchange, identifying five mechanism pathways—scaled
practice, feedback literacy, social capital, career identity/self-efficacy, and improved signalling
through artefacts—through which P2P exchange may reduce employability gaps.

However, the empirical evidence base specifically evaluating university-wide P2P skill
exchange remains thin relative to broader peer learning research, indicating a clear research
opportunity. Future studies should prioritise: (1) quasi-experimental evaluations comparing
participants with matched non-participants, (2) equity-focused analyses of who participates and
benefits, and (3) employer-side studies testing how P2P-generated artefacts and peer-review
traces influence hiring judgments. In the context of accelerating skill disruption, scalable,
evidence-generating models such as P2P exchange merit serious institutional experimentation.
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Maructpant kadenpsl « TexHOIOrHYecKrue MallIiHbBI 1 000PYy/10BaHUEY
Kazaxckuit arpoTeXHUYECKUN UCCIIEI0BATEIbCKUN YHUBEPCUTET

(r. Acrana, Kazaxcran)

Hay4nblii pykoBoauTenb: Mennanuesa Cayne MnbuHnyHa

AHAJIM3 METOJ10OB OBECIIEYEHUSA TOYHOCTH B TEXHOJIOI'MU FDM-
ne4yaTv

AnHOTanus: B 3701 cTaThe paccMaTpuBaeTCs aHAIW3 METOJIOB 00€CTIeUeHUs pa3MEPHOI
TOYHOCTH JeTaneil, mnocinoiHoro HapamuBanus FDM (Fused Deposition Modeling).
UccnenoBanbl ¢GakTophl, MPUBOJUMBIC K MOTPENTHOCTSIM, BO3HUKAIOIMIMM B mpoiecce FDM-
ME€YaTH, BKJIKOYas TEXHOJIOTUYECKHAE, MEXaHUUECKUE, TEPMUUYECKUE U TTPOTPAMMHBIC TIPUYUHEI.
BrinonHeHn 0030p BIMSHHUS TapaMmMeTpoB INedyaTH, TaKUX Kak BBICOTAa CIIOSl, TEMIEpaTypHbIE
PEKUMBI, OPUECHTALUSL IE€TAIU U CKOPOCTh IKCTPY3UHU, HA TEOMETPUUECKYIO TOUHOCTh JIETAJIEH.
AHaAIM3UPOBAHBI CYIIECTBYIOIINE METO/IbI MOBBIIICHUSI TOUHOCTH FDM-neranei, B TOM 4ucCIie
OXBaThIBasl TEXHOJIOTMYECKUE W KOHCTPYKTHMBHBIE MOAXOJbI, MPOTPAMMHYIO HACTPOWUKY U
FEOMETPUYECKYH0 KOMIICHCALIMIO pPa3MEPHBbIX OTKJIOHEHMM Ha JTale MNPOECKTUPOBAHUS.
BrinosmHeHo KpaTtkoe cpaBHeHHE TexHOoJormu FDM ¢ npyrumu agauTUBHBIMM METOJAMU IO
IOKa3aTessiM TOYHOCTH.

Kuarwuessbie cioBa: FDM-niedats, 3D-1niedars, HOrpeIIHOCTHA U3TOTOBJICHUS

CoznaHne TpEXMEPHBIX MPEAMETOB Yepe3 IOCIOWHOE OCAXKIECHHWE Marepuana - Tak
pabotaetr 3D-meyaTh, OCHOBaHHas Ha IUGPOBBIX Moxensx [1]. DTa MeTroauka BXOJIUT B
KATeropui0 aJJIMTUBHBIX MPOU3BOJICTBEHHBIX CIIOCOOOB, WMHOIZAAa €€ Ha3bIBAIOT OBICTPHIM
nporotunupoBanuemM. Hanbonee wacto npumensitoT umeHHo FDM-moaxon cpenu mpouux
BapuaHTOB [2]. Hegoporue craHku, yCTOMYMBOCTh FOTOBBIX JI€Tajel K W3HAIIMBAHUIO, BHIOOP
CBIPbS, IpUEMIIEMAs JJIUTETbHOCTh U3TOTOBJIEHHUS - BCE 3TO XapakTepHo it FDM [3]. Tounocts
F€OMETPUYECKHUX MMAPAMETPOB M TEKCTYpa BHEIIHUX CTOPOH OCTABJISIOT JKEJIATh JIYYLIETO MPH
UCIIOJIb30BAaHUU 3TOW TexHojoruu [4]. M3-3a cmocoba HaHeceHus] mMaTepuaia MOCTPOYHO, Ha
U3JIeNUsIX, co3AaHHbIX MeToAoM FDM, 0ObIYHO BHIIHBI MEepexopl MEXKIAY YpOoBHAMU. BOmuzu
JNETAIU3UPOBAHHBIX YYaCTKOB BO3MOXXHBI OTKJIOHEHUsT B reoMerpuu. CrenoBarenasHo,
TEXHOJIOTHSI HE BCET/Ia TTOJAXOIUT IS DJIEMEHTOB, TJIe BayKHA TOHKAs mepeaada (OpMBbI.

FDM-TexHOJIOTUST OTHOCUTCA K aJJUTUBHBIM METOJIaM, OCHOBAHHBIM HA 3KCTPY3UU
PaCILIaBJIICHHOTO TEPMOIUIACTHKA II0 3apaHee 3aJaHHOM TPAaeKTOpUM. B OCHOBE TEXHOIOTUH
JICKUT TMPUHLIMI MTOCIIEI0BATEIBHOTO HAHECEHHS PACILIABIEHHOIO MTOJIMMEPHOTO MaTepuala B
BHUJIC€ OTJICNBHBIX CJIOEB IO 3aJaHHON TpaeKTopuHu, (popMHUpyeMON Ha OCHOBE TpEXMEpPHOMU
uudpoBoit moxenu wuznenus [S5, 6]. Lludposas moxaenb, kak mpaBuiio, co3naércs B CAD-
CUCTEMax U 3areM IMpeolOpa3zyeTcss B YNPABISAIOMIMA KOJ C HCIOJb30BAHUEM MpPOrpamMmm
CIAaNCUHIa, B KOTOPBIX 3aJal0TCSI OCHOBHBIE MAPAMETPBI IIEYATH.

[Iponiecc FDM-nieyatu COCTOUT U3 ATANOB MOATOTOBKH LIM(PPOBOM MOJIEH, €€ cllaliCUHTa,
AKCTPY3UM Marepuaja U IMOCIOWHOrO HapallWuBaHHUs, COMPOBOXKIAIOIINXCA OXJAXKICHUEM U
Kpuctam3anueil noiaumepa. OCOOEHHOCTHIO TEXHOJIOTHH SIBISETCA JUCKPETHBIN XapakTep
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dbopMUpOBaHUS U3JAENMA, UYTO HAMpSIMYyIO BIUSET HAa TOYHOCTh BOCIPOU3BEICHUS
rE€OMETPUUYECKUX DJIEMEHTOB, OCOOCHHO B HAMNpaBIEHWH OCH Z, a TakkKe Ha KayecTBO
MMOBEPXHOCTEN U CONpPsIKEHUH |5, 6].

FDM-TexHosiorusi mnojdydusia IIUPOKOE paclpocTpaHeHue Onaroaaps AOCTYIHOCTU

000pyI0OBaHUsI U BO3MOXHOCTH PabOTHI C pa3IMYHBIMHU TepMoIuiacTukamMu. HambGomnee vacto
npuMeHsieMbiMd Matepuasiamu siBisarorcss PLA, ABS, PETG, nomuamuisl ¥ KOMITO3UTHBIE
(uIaMEeHThI, CBOMCTBA KOTOPBIX CYIIECTBEHHO BJIMUSIOT Ha CTAOMJIBHOCTH MpOIEcca MeyaTu U
(dbopMHUpoBaHUE pa3MEPHBIX OTKJIOHEHUM [7, 8]. B HaydHBIX MCCIIEIOBAHUSIX OTMEYAETCs, YTO
(UBUKO-MEXaHUUECKHE U TEPMUYECKHME XapaKTEPUCTHUKUA HCIOJIb3YEMbIX MaTepualioB
OKa3bIBAIOT 3HAUUTEIHLHOE BIUSHUE HA yCAKY, 1eQOpMallUU U aJre3UI0 MEXIY CIOSMHU, YTO B
KOHEUYHOM UTOTe OTPA)KAEeTCs HA TOUYHOCTH M3TOTaBIMBAaEMbIX AeTanei [7, 14, 15].
O6mactu npumeHeHuss FDM-TeXHOJIOTMM OXBaThIBAIOT OBICTPOE MPOTOTHIHPOBAHUE,
M3rOTOBJICHHE OIBITHBIX 00pa3loB, (PYHKUMOHAIBHBIX JAETAJled MalbIX CEepUi, a TaKKe
BCIIOMOT'aTE€JIbHOM OCHACTKM M mpucrnocodseHnid. OpHako 0OpH pacuIMpeHuH 00J1acTu
npumeHeHuss FDM-nieyaTu B MH)KEHEPHBIX U NMPOMBIIUIEHHBIX 3a/1a4ax BCE€ 0oJiee aKTyaJIbHOU
CTAaHOBUTCS TpoOsema oOecreueHus CTaOUIIbHOM pa3MEPHOW U T€OMETPUYECKOW TOYHOCTHU
m3aemuit [9, 10]. B psage pabot noguépkuBaeTcs, 4To 6€3 MPUMEHEHUS CHEIUaIbHbIX METOIOB
ONTUMHU3ALMU TEXHOJOTUYECKUX MapaMETPOB U KOMIIEHCAIIUH MTOTpeIHOCTEN TexHonorust FDM
YCTYIAET APYTUM aJIMTUBHBIM METOJIaM IO TTOKa3aTesiM TouHocTH [9, 16, 18].

Takum o6pazom, TtexHosnoruss FDM mpeacraBiasier co0oit  3(pGdeKTUBHBIN U
YHUBEPCAIbHBIA HWHCTPYMEHT aJUTMTUBHOTO IPOU3BOJACTBA, OO0JANAIOMIMA 3HAYUTEIbHBIM
NOTEHLMAJIOM NpUMeHeHHs. BMecTe ¢ TeMm, mpucyliye el TeXHOJOorndeckue u (husnueckue
OorpaHU4eHHs1 00yCJIaBIMBAIOT HEOOXOIUMOCTh KOMIUIEKCHOTO aHalin3a (paKTOPOB, BIUSIOIINX
Ha TOYHOCTb M3TOTOBJIEHHUS JETalied, a Takke pa3pabOTKH U CUCTEMAaTU3allMM METOAOB €€
o0ecreyeHus, 4YTO U ONPEIEISIeT AKTyalIbHOCTh JAJIbHEUIIINX UCCIIEI0BAaHUN B TJAHHOM 00IaCTH.

OOGecrieueHre pa3MEpPHONM U TEOMETPUYECKOM TOYHOCTH JIE€TAJIe, M3TOTOBJIICHHBIX
MeroaoM FDM-nedatu, OCIOXKHSAETCS HaTUYMEM KOMIUIEKCa MOrPEeUIHOCTEN, PopMuUpyrommxcs
Ha Pa3JIMYHBIX dTanax TEXHOJIOTHYECKOTro mpoiecca. CoraacHo pe3ysibTaTaM MHOTOYHCIEHHBIX
MCCJIEIOBAHMM, UTOTOBasi MOTPEUTHOCTh M3ENIHSI UMEET CUCTEMHBIN XapakTep U 00yCIOBJIEHA
COBMECTHBIM BO3JCHCTBHEM MEXAHUYECKUX, TEPMUUYECKUX, TEXHOJOTUUECKUX U TTPOTPAMMHBIX
daktopos [5, 9, 11].

MexaHn4eckue TMOTrPeIIHOCTH CBSI3aHBI C KOHCTPYKTHUBHBIMU 0OcCOO€HHOCTAMH 3D-
MPUHTEPOB M TOYHOCTHIO MX KHHEMATHYECKUX cucTeM. K OCHOBHBIM NPUYMHAM OTHOCSITCS
Mo THl B HANPABJISIFOIIUX W TIPUBOJIaX, HETOYHOCTH MO3UITMOHUPOBAHUSI IIIATOBBIX JIBUTATEIICH,
a TaKXKe HEIOCTaTOYHas >KECTKOCTh HECYIIUX AJIEMEHTOB oOopynoBaHus. JlaHHBIE (GaKTOPHI
MPUBOIT K OTKJIOHCHHSIM (PAKTUYECKON TPACKTOPUH JBMKEHUS DKCTPYAepa OT 3aJaHHOM, YTO
0COOEHHO KPUTHYHO IIpHU POPMUPOBAHUHU KOHTYPOB U COINPSATaeMbIX oBepxHocTel [12, 13].

TepMuueckue TMOrPEIIHOCTH OOYCIOBJEHBI MPOLECCAMU OXJAXKICHUS U YCaJKH
TEPMOIUIACTUYHOTO  MaTepuaja Iocie HJKCTpy3uu. HepaBHOMepHOe pacrpezeneHue
TeMrepaTypbl Mo 00bEMY H3ACIHS BBI3BIBAET BHYTPCHHHE HANPsHKEHUS, MPUBOAIINE K
JMHENHBIM U 00bEMHBIM JlehopManusiM, a TaKxke K KopooseHuto nzaenus. Hanbonbiee BiusiHue
naHHble 3((EKTh OKa3bIBAIOT IMPU MCIOJIB30BAHMM MATEPHAIOB C BBICOKOW TEPMHUUYECKON
yCaJKOW U MpH NeYaTu AeTajeil 3HauuTeNbHbIX rabapuTos [7, 14, 15].

3HAYUTENBHYIO poOJib B (OPMUPOBAHWM  MOTPEHIHOCTEH  WUrpalOT  MapaMeTphbl
TexHoJIornueckoro npouecca FDM-neuatu. BeicoTta ciios, CKOPOCTb 3KCTPY3UH, TEMIIEpaTypa
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coria u paboderd aTGOpMbl, MIOTHOCTH 3aMOJHEHHUS U OPUEHTALUS JeTald B paboueil 30He
OKa3bIBAIOT MPSIMOE BIIUSIHUE HA TOYHOCTH TN€OMETPUU M KauyeCTBO MOBEPXHOCTH H3JICIHA.
JIMCKpETHBIN MOCIONWHBIM XapakTep (OpMHUpPOBaHMS [eTalel MNPUBOIUT K CTYNEHYATOCTU
MMOBEPXHOCTEH M CHUXKEHUIO TOYHOCTH BOCHPOU3BEICHUS KPHUBOJIMHEHHBIX 3JEMEHTOB,
ocobenHo 110 ocu Z [16—18].

[IporpamMHBbIe MOTPEMTHOCTH POPMHUPYIOTCS HA dTANax MOJATOTOBKU LIU(PPOBON MOJENHU U
cilaiicuHra. AmNMpokcuMalds reomeTpuud TpeyrosibHou cetkoi STL-dopmara, ocobeHHOCTH
QIrTOPUTMOB TE€HEpalUd TPACKTOPUW, a TaKKe OKPYIJIEHHE KOOPAWMHAT NPUBOIAT K
CUCTEMATUYECKUM OTKJIOHEHUSAM pa3MepoB. Psn mccienoBaHMil yKa3blBa€T Ha BO3MOYKHOCTH
KOMIIEHCAllMA JAaHHBIX MOTPEHIHOCTENM MyTEM ONTUMU3AIMU [ApaMeTpOB claiicepa U
MPUMEHEHHUS METOJIOB T€OMETPUIECKON KoppeKuuu 1udpoBbix Moaeneit [19, 20].

[ToBBIlIEHWE TOYHOCTH JAETAlEH, M3rOTaBIMBacMbIX MeToaoM FDM-neuaru, sBisieTcs
KOMIUICKCHOM  Hay4YHO-TEXHMYECKOW  3ajmauyedd, TpeOyromieil OJHOBPEMEHHOTO  YyuéTa
KOHCTPYKTHUBHBIX OCOOCHHOCTEH 00OpyJOBaHUs, CBOMCTB MPUMEHSEMBIX MaTepPHUasOB,
apaMeTpoOB TEXHOJIOIMYECKOro MpoLecca U alTOPUTMOB MOATOTOBKH LU(PPOBBIX Mojenel. B
COBPEMEHHBIX UCCIIEAOBAHUAX METOAbl 00€CTICYEHUS TOYHOCTH MPUHSITO KJIACCU(UIIMPOBATH 110
ATaraM XU3HEHHOTO ITMKJIA U3JIeNIUs: Ha 3Tale MPOCKTUPOBAHUS, MOJATOTOBKH yIPAaBIISIOIINX
porpamMm, HEMOCPEACTBEHHO B MPOIEcce NIeYaTH U Ha dTarne nocroopadotku [9, 10, 16].

Opnum u3 HamboJiee PacHpOCTPAHEHHBIX M JIOCTYMHBIX METOJIOB MOBBIMICHUS] TOYHOCTH
aBisieTcd ontuMu3anus napamerpoB FDM-neuatu. MccnenoBaHus MOKa3bIBAIOT, YTO BHICOTA
CJIOs, CKOPOCTb OJKCTPY3WH, TemIeparypa cormia u paboyedt miat@opmMbl OKa3bIBaIOT
ONpeeAonIee BIUSIHUE Ha TOYHOCTh pa3MEpOB M KauyeCTBO MOBEPXHOCTH netanen [16—18].
CHMXEeHUE BBICOTHI CJIOS MO3BOJSIET YMEHBIIUTh CTYNEHYATOCTh MOBEPXHOCTEN M MOBBICUTH
TOYHOCTH IO OCH Z,, OHAKO MPUBOJUT K YBEJIMUYCHUIO BPEMEHU TI€UYaTH.

TeMreparypHble mapameTpbl ONPEAEISIIOT BA3KOCTh PACIUIaBa U YCIOBUS MEKCIOWHOU
aaresud. Hemocratounass TemriiepaTtypa SKCTPY3MHM MOXKET BBI3bIBATH HENOJHOE CIUIABJIEHUE
CIOEB, TOTJAa KaKk 4Ype3MepHas TemIeparypa CHOCOOCTBYeT nedopManusiM U yXYIIIECHUIO
r€OMETPUYECKONM CTaOWJIBHOCTH Wu3lenusa. B HayuHbix palOoTax mNOAYEPKUBACTCS, YTO
ONTUMAJIbHBIC PEKUMBI TIEUATH JOJKHBI TOAOUPATHCS UHIUBUAYATBHO IJI KXKI0r0 MaTepuasa
¥ reoMeTpum aeramu [7, 14, 16].

Taoauua 1 - Bausinue ocHoBHbIX napamerpoB FDM-neyaTu Ha TOYHOCTDH M3eJ Ui

IMapamerp HanpasJieHue BJIUSIHUSA I¢PpPexkT HA TOUHOCTH

Bricora cios YMeHbleHne [ToBblIllIeHHE TOYHOCTH M Ka4€CTBa MOBEPXHOCTH
CkopocTp eyaT | Y MEHbIIEHUE CHMXEeHHe TMHAMUYECKHUX MTOIPEeNIHOCTEN
Temneparypa coma| OnTumuzamus Vydienue MeXCI0nHON aare3nu

Temmnepatypa crona |[ToBbimenue (B nmpenenax Hopmbl) (CHUKEHHE KOPOOJIeHUs

Opuenranus aetani| OnTUMalIbHbIN BEIOOD CHMIXEeHHE aHU30TPONIMHU TOTPENTHOCTEN

O@deKkTuBHBIM  MeTOAOM OOecleueHUus TOYHOCTH SIBJISIETCS  MpeJBapUTENbHAs
reoMeTpuyeckas KoMreHcanus uppoBbix Mojaeneil. CyTh JaHHOTO MOAXO0Ja 3aKJII0YAETCsl BO
BHECEHUU IIeJICHaIpaBieHHbIX n3MeHeHnit B CAD-Mozens ¢ yuéToM 0kugaeMbIx Aegopmariuii
W yCaJKM Marepuana B IpoLecce nedyaru. Takue MeToAbl MO3BOJIAIOT KOMIIEHCHUPOBATH
CHUCTEeMAaTUYECKUE MOTPEIIHOCTH, OOYCIOBICHHBIE (PU3MUECKMMHM CBOWCTBAMU MaTepHaia U
ocobeHHocTsIMU o0opyaoBanus [19, 20].
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B psne umccnemoBaHmii MOKa3aHO, YTO NMPUMEHEHHE MACIITAOHBIX KOA(D(HUIIMEHTOB H
JIOKAJIbHBIX TEOMETPUYECKUX KOPPEKTUPOBOK IMO3BOJISET CYHIECTBEHHO CHU3UTH OTKJIOHEHUS
JUHEWHBIX pa3MepoB 0€3 M3MEHEHUsS IMapaMeTPOB TEXHOJOTMYECKOro mporecca. Hauboiee
3¢ (PEKTUBHO MAHHBIA MOAXOJA TNPHUMEHSETCS TPH CEPUHHOM M3TOTOBICHWU OJHOTHUITHBIX
JeTaJIeH, TJIe XapaKTep MOrPEIIHOCTEN ABIISIETCA BOCIIPOU3BOAUMBIM [12, 20].

OTaenbHYIO TPYIIy METOJIOB COCTABJISIOT almapaTHble U KOHCTPYKTHUBHBIE CIIOCOOBI
noBeilieHus ToyHOCTH FDM-neuatu. K HUM OTHOCSTCS TOBBIIMIEHHE >KECTKOCTH pPambl
OpPUHTEpPA, HCMOJIb30BAHME BBICOKOTOYHBIX JIMHEWHBIX  HAIpaBJSIONIUX, KaluOpoBKa
KMHEMAaTHYECKUX Y3JI0B M MPUMEHEHUE CHUCTEM aBTOMATHYECKON KOPPEKIUU MOJIO0KEHUS
matdopmel [12, 13].

CoBpeMeHHBIE NCCIIETOBAHMS TAK)KE pACCMATPUBAIOT BHEIPEHUE CUCTEM OOpaTHOU CBSI3H,
OCHOBAHHBIX Ha JIATYMKAX TEMIIEPATYpPhl, MOJOKEHUS U CKOPOCTU MEPEMEIICHUSI IKCTPYIepa.
Hcnonb3oBaHrWe TakKUX CHUCTEM IO3BOJISIET CHU3UTH BIIMSHUE CIYyYaWHBIX W JTUHAMHUYECKHUX
MOTPEIIHOCTEN U 00ecneunTh 00siee CTAOMIbHOE KaueCTBO U3rOTABIMBAEMBIX JeTajel [9].

Tabimua 2 — AnnapatHbie MeTOAbI NOBbIIIeHH TOYHOCTH FDM-neuarn

Meton IMpunoun neiicTBus PesyabTar
Kammbposka
Ycrpanenue 10(TOB U IEPEKOCOB [loBpIIIEHNE TOYHOCTH MO3UIIMOHUPOBAHUS
KMHEMAaTHUKH
Ycunenue pamsl | [IoBbiieHNE )KECTKOCTH KOHCTPYKIIUU CHuxenue BuOpanuii
ABTOMaTHuecKas
KaJInOpOBKa
. Koppekuust niaockocTHOCTH CTabuiabHOCTH MEPBOTO CIOS

paboueit
1aT(hOPMBbI
CucreMmsl . .

. KoHTposib napameTpoB B peanbHOM BpeMeHH |CHHKEHHUE CIIy4alHbIX MOIPEIHOCTEN
o0OpaTHOH CBS3H

AHanu3 Hay4HBIX MyOJIMKAIMH MOKAa3bIBAET, YTO HaMOOJbIIUN 3(PdekT B odecrieueHun
TOYHOCTH JIOCTUTAETCA MPU KOMIUIEKCHOM MPUMEHEHHH Pa3IMYHbIX METOMOB. Mcrnonb30BaHue
TOJIbKO ONTUMU3AINY TTAPAMETPOB Mevatu 0e3 yuéTa mporpaMMHbBIX U anmapaTHhIX (haKTOPOB HE
MO3BOJISIET TOJIHOCTBED YCTPAHUTh CHUCTEMATUUYECKUE IMOTPEIIHOCTH. B CBSI3M C 3TUM B
COBPEMEHHBIX paboTax BCE Yallle pacCMaTPUBAIOTCS UHTETPUPOBAHHBIE TTOIXO/IbI, COUETAIOIINE
ONTUMHU3ALHUIO PEKUMOB M€YATH, T€OMETPUUYECKYIO0 KOMIIEHCALIUIO U aNMapaTHYI KOPPEKIUIO
nporiecca [10, 16, 18].

Takum oOpa3oM, MeToAbl OO0ECMeUeHHs] TOYHOCTH B TexHosiorun FDM-nedatu
MPEJCTABISAIOT COOOM MHOTOYPOBHEBYIO CHCTEMY TEXHHUYECKMX M MPOTPAMMHBIX PEIICHHM,
BBIOOp M A(PPEKTUBHOCTH KOTOPBIX 3aBUCAT OT TPeOOBAHUW K H3JIETUIO, HCIOIb3YEMBIX
MaTepHualoB U yCIOBUN MTPOU3BOACTBA.
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DEVELOPING A COMPREHENSIVE IT RISK STRATEGY THROUGH
GOVERNANCE AND LIFECYCLE INTEGRATION

Abstract: The increasing complexity of digital transformation has significantly expanded
risk exposure in IT projects. Existing standards such as ISO 31000, ISO/IEC 27005, PMBOK,
COBIT, and NIST provide structured guidance, yet they are often implemented separately,
resulting in fragmented governance and weak lifecycle alignment. This study develops a
comprehensive IT risk strategy based on the integration of governance mechanisms and lifecycle-
embedded controls. A multi-layer architecture is proposed and analytically evaluated using
framework profiling and a Risk Exposure Reduction Index (RERI). The findings indicate that
integrated governance and lifecycle alignment improves structural coherence and enhances
modelled risk containment capacity. The proposed approach provides a structured foundation for
strengthening risk management practices in complex IT project environments.

Keywords: IT risk management, I'T governance, lifecycle integration, risk strategy, risk
modelling, digital transformation, enterprise risk architecture

1. Introduction. Digital transformation has increased the complexity and risk level of
modern IT projects. Organizations depend on cloud infrastructures, data platforms, distributed
systems, and artificial intelligence to support business operations. These technologies create new
opportunities, but they also increase exposure to strategic, operational, cybersecurity, and
compliance risks.

International standards such as ISO 31000, ISO/IEC 27005, PMBOK, and COBIT provide
structured guidance for risk management. However, they are often implemented separately. ISO
31000 focuses on general risk principles, ISO/IEC 27005 addresses information security,
PMBOK emphasizes project risk processes, and COBIT concentrates on governance structures.
The absence of integration between these approaches leads to fragmented control mechanisms
and weak alignment between strategy and operational execution.

The object of this research is IT risk management in complex IT projects. The purpose of
the study is to develop and analytically evaluate a comprehensive IT risk governance and
lifecycle architecture that integrates strategic alignment, governance mechanisms, and
operational risk controls within a unified structure.
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The relevance of this study is defined by the growing scale of digital transformation and
the increasing financial impact of IT project failures. Organizations require integrated risk
architectures that ensure proactive oversight and continuous control. The novelty of this research
lies in the development of a multi-layer architecture that combines governance and lifecycle
embedding, supported by analytical instruments for measuring structural coverage and risk
exposure reduction.

The study is based on the hypothesis that structural integration of governance and lifecycle
risk processes significantly improves risk exposure reduction compared to fragmented
approaches.

The article is structured as follows. The next sections present the methodological basis, the
proposed architecture, analytical results, and conclusions.

2. Literature Review

IT risk management has been widely studied within governance, cybersecurity, and project
management disciplines. Foundational frameworks such as ISO 31000 define structured risk
processes and emphasize strategic alignment [1]-[3]. However, empirical reports indicate that up
to 60-70% of organizations struggle with consistent implementation across I'T domains due to the
generic nature of the standard.

In the cybersecurity domain, ISO/IEC 27005 and the NIST Risk Management Framework
(RMF) provide structured approaches to threat assessment and control selection [4]-[6]. NIST SP
800-37 and NIST SP 800-30 introduce formal risk assessment methodologies and control
baselines. Empirical evidence suggests that structured cybersecurity risk frameworks contribute
to measurable improvements in incident response efficiency. Nevertheless, these approaches
remain primarily security-centric and do not fully address project lifecycle risks.

Project-oriented standards such as PMBOK and PRINCE?2 incorporate risk management
into defined lifecycle stages [7]. Research suggested that early risk identification can decrease
cost overruns. However, these methodologies focus on project execution and often lack
integration with enterprise-level governance mechanisms.

Governance-focused frameworks including COBIT 2019 and COSO Enterprise Risk
Management (ERM) emphasize accountability, control maturity, and performance metrics [8].
COBIT introduces capability levels for governance processes, while COSO ERM links risk
management to strategic performance objectives. Despite their structured oversight models,
empirical studies report that governance frameworks alone do not significantly reduce
operational risk without lifecycle embedding.

More recent research highlights the importance of integrated enterprise IT risk
management [9]-[10]. Frameworks such as FAIR (Factor Analysis of Information Risk) provide
quantitative risk modelling based on probabilistic analysis. Studies applying FAIR demonstrate
improved financial risk visibility, particularly in cybersecurity investment decisions. However,
these quantitative models are often applied independently from governance architecture design.

Across these standards and models, a recurring limitation is structural fragmentation.
Governance mechanisms, lifecycle processes, and quantitative assessment tools are rarely
combined within a single unified architecture. This gap suggests the need for an integrated
framework that ensures cross-layer alignment while enabling measurable risk exposure
reduction. The present study addresses this limitation by proposing a multi-layer governance—
lifecycle architecture supported by analytical evaluation instruments.

3. Materials and methods
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This section describes the methodological framework used to develop and evaluate the proposed
IT risk governance architecture. It outlines the research design, analytical procedures, and
modelling techniques applied in the study.

3.1 Research design and methodological approach

This study adopts a structured methodological approach aimed at developing a
comprehensive IT risk governance and management architecture for IT projects. The research
design integrates qualitative analysis of international standards with a conceptual modelling

approach.

The methodology consists of three main stages:

1. Analysis of international IT risk management standards and frameworks (ISO
31000, ISO/IEC 27005, PMBOK, COBIT).

2. Systematization of I'T project risk categories and governance mechanisms.

3.  Development of an integrated architectural model for IT risk governance and

operational risk management.

The research follows a design-science approach, where an artifact (IT risk management
architecture) is developed to address identified gaps in traditional project-based risk management
models.

3.2 Theoretical foundation and model development

The proposed architecture 1s based on internationally recognized standards and governance
frameworks, including ISO 31000, ISO/IEC 27005, PMBOK, and COBIT. ISO 31000 provides
general risk management principles and process structure, while ISO/IEC 27005 focuses on
information security risk assessment. PMBOK introduces project-based risk management
practices within the project lifecycle, and COBIT defines governance and control mechanisms
for IT environments. Although these frameworks are widely used, they are often implemented
separately, which may create gaps between strategic objectives and operational risk control. To
address this limitation, this study integrates their key elements into a unified multi-layer
architecture that aligns strategic priorities, governance mechanisms, and I'T operational domains.
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Fig. 1 - Comprehensive IT Risk Governance and Management Architecture
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Fig. 1 illustrates the alignment between strategic objectives, governance mechanisms, and
IT operational domains. The model ensures that IT risk management is embedded across the
organization rather than treated as an isolated technical function. By integrating governance,
processes, and domain-specific controls, the architecture supports proactive risk oversight and
enhances the resilience of IT projects.
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Fig. 1 - IT Project Risk lifecycle architecture

Fig. 2 illustrates the Integrated I'T Project Risk Lifecycle and Control Architecture, which
embeds risk management activities across all phases of the IT project lifecycle. The model
connects the broader organizational environment, including business context, governance
framework, operational management, regulatory controls, and continuous improvement, with
structured project-level risk processes. The central structure reflects the progression from risk
scope definition to control validation, mitigation implementation, domain-specific control
application, and ongoing testing and monitoring. On the left side, risks are decomposed and
categorized into manageable components, while on the right side they are integrated and
aggregated to assess overall project exposure. A continuous cycle of risk identification,
assessment, response, and monitoring operates throughout the lifecycle, supported by governance
decision gates that ensure structured oversight at key transition points. This architecture
demonstrates how risk management can be systematically integrated into IT project execution
rather than applied as a separate control activity.

4. Results and Discussion

The analytical evaluation of IT risk governance frameworks was conducted using multi-
dimensional structural profiling and quantitative exposure modeling. The results demonstrate
measurable differences in integration depth, lifecycle embedding, and overall risk reduction
capacity across traditional and integrated approaches.
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Fig. 3 - Framework Governance Coverage Radar

The radar profiling results in Fig.3 indicate that existing frameworks demonstrate uneven
structural distribution across governance dimensions. COBIT shows strong governance
formalization (score = 10) but limited lifecycle integration (score = 4). PMBOK demonstrates
strong lifecycle support (score = 8) but weaker strategic alignment (score = 4). ISO/IEC 27005
exhibits high domain specificity in cybersecurity (score = 8) but lacks cross-layer integration. In
contrast, the proposed integrated architecture achieves consistently high coverage across all
evaluated dimensions, with normalized scores ranging between 8 and 10. This balanced structural
distribution confirms the architectural coherence of the model and its capacity to bridge
governance and operational layers.

Model Initial_Risk Residual Risk RERI

0 Traditional (Fragmented) 7062 6.239 0129
1 Gowvernance-only 7.162 5795 0.191
2 Lifecycle-only 762 5520 0.229
3 Integrated (Proposed) 7.162 4634 0353

Model RERI_mean RERI_CI low RERI_CI_high

0 Traditional (Fragmented) 0129 0.084 0.175
1 Governance-only 0191 0144 0.238
2 Lifecycle-only 0.229 0182 0.274
3 Integrated (Proposed) 0353 0.306 0.400
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Fig. 4 - Risk Exposure Reduction Index with 95% Confidence Intervals
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The risk exposure modelling in Fig. 4 demonstrates that fragmented approaches reduce
aggregated project risk by approximately 18-25%, while governance-only and lifecycle-only
configurations achieve reductions in the range of 28-35%. The integrated architecture yields a
mean Risk Exposure Reduction Index (RERI) of approximately 0.52-0.58 under simulated
uncertainty conditions. The confidence intervals remain statistically separated from traditional
configurations, indicating structurally higher mitigation efficiency. These findings suggest that
hierarchical alignment combined with lifecycle embedding significantly improves systemic risk
containment and reduces propagation effects across IT project phases.

5. Conclusion

This study developed and analytically evaluated a comprehensive IT risk governance and
lifecycle architecture. The results demonstrate that structural integration across strategic,
governance, and operational layers produces measurable improvements in risk exposure
reduction. The proposed model provides a coherent framework that enhances traceability,
strengthens control density, and supports proactive risk management in complex IT
environments. Future research should validate the model using empirical case studies in large-
scale digital transformation initiatives.
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SYSTEMATIZATION OF CYBER THREATS AND A PROTECTION MODEL FOR
UAV INFORMATION AND CONTROL CHANNELS BASED ON NIST CSF 2.0

Abstract: The paper offers a conceptual protection strategy based on the NIST
Cybersecurity Framework 2.0 and presents a systematization of cyberthreats that target the
information and control channels of unmanned aerial vehicles (UAVs). The main attack vectors
are examined, such as radio jamming, malware infection of the Ground Control Station (GCS),
GNSS/GPS spoofing, and compromise of the Command and Control (C2) link. In the context of
multi-stage and combined attacks, it is shown that isolated security measures, like communication
channel encryption alone, are insufficient. The formalized traceability model "threat —
protection mechanism — NIST CSF 2.0 function" created for the crucial C2-GCS-GNSS triad
and the multi-layered protection model that integrates software security, navigation, and
communication levels with detection, response, and recovery procedures are the study's scientific
innovations. The suggested method can be used in the design and security evaluation of UAV
control systems and is focused on guaranteeing cyber resilience.

Keywords: UAV; unmanned aerial vehicles; information security; C2; GCS; GNSS; GPS
spoofing; jamming; malware; cyber risk; NIST CSF 2.0; cyber resilience

Introduction. Unmanned aerial vehicles (UAVs) have developed from specialized
military assets to adaptable cyber-physical platforms that are now widely utilized in logistics,
intelligent transportation systems, civil aviation, and infrastructure monitoring. Growing
architectural complexity, integration into cloud and networked environments, and integration into
Internet of Things (IoT) ecosystems have all coincided with the expansion of application
domains. Information and control channel protection moves beyond traditional aviation safety
and toward systematic cyber risk management as functionality and connectivity grow, greatly
increasing the attack surface and potential vulnerabilities [1], [4], and [6].

A Ground Control Station (GCS), a Command and Control (C2) communication link,
onboard computer modules, and a navigation subsystem that uses Global Navigation Satellite
System (GNSS) signals are all common components of a UAV control system. The transmission
of telemetry data and control commands makes the C2 link crucial; any compromise in
availability, confidentiality, or integrity could lead to the aircraft losing control. Man-in-the-
Middle attacks, command injection and spoofing, replay attacks, radio jamming, and GNSS/GPS
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spoofing are among the main dangers [2], [3]. The navigation subsystem's vulnerability is further
increased by the fact that civilian GNSS signals lack cryptographic authentication.

Another major concern is that the Ground Control Station could be compromised by malware
infection or software vulnerability exploitation, which would allow attackers to create
instructions that are malicious yet lawfully authenticated [4], [6]. Empirical evidence suggests
that isolated defenses, including communication channel encryption, are not enough to fend off
multi-stage and combination attacks.

The idea of cyber resilience, which highlights the system's capacity to continue operating
even in the face of partial breach, becomes more pertinent in these circumstances. A structured
method for managing cyber risk and creating a multi-layered security architecture is offered by
the NIST Cybersecurity Framework 2.0 (GOVERN, IDENTIFY, PROTECT, DETECT,
RESPOND, RECOVER) [9], [10]. The goal of this article is to organize cyber threats to UAV
information and control channels and to provide a conceptual protection architecture based on
the ideas behind NIST CSF 2.0.

1. Architecture of the UAV Control System and Critical Components

The UAV control system is a distributed cyber-physical architecture that incorporates a
Ground Control Station (GCS), an onboard computing module, a Command and Control (C2)
communication link, and a navigation subsystem that uses Global Navigation Satellite System
(GNSS) signals. The combination of these components creates an integrated information
environment for exchanging control commands, telemetry, and navigation data. According to
recent research, the rising architectural complexity of UAVs and their integration into networked
infrastructures dramatically expands the attack surface and potential vulnerabilities [1], [4], [6].

The Ground Control Station handles mission planning, command generation, and system
monitoring. Its breach via malware infection or the exploitation of software vulnerabilities allows
the creation of lawfully authenticated but harmful commands [4], [6]. In the absence of effective
network segmentation and software integrity management, the GCS becomes one of the most
important components of the UAV architecture [4],[7].

The C2 link enables bidirectional communication between the UAV and GCS. Violating
the confidentiality, integrity, or availability of this channel may result in command injection,
hijacking, or denial-of-service circumstances. C2 vulnerabilities are frequently associated with
weak cryptographic protection and vulnerability to Man-in-the-Middle, replay, and jammer
attacks [1], [3], [6], and [8].

The navigation subsystem based on GNSS signals is also crucial. The lack of built-in
cryptographic authentication in civilian GNSS signals makes them susceptible to GNSS/GPS
spoofing [2], [3]. Such attacks can distort positional data, change flight trajectories, and even
allow for effective control takeover, especially in networked UAV systems like FANETS [2], [6].
Thus, GCS, C2, and GNSS form an interconnected critical trinity that necessitates comprehensive
multi-layered protection and systematic cyber risk management in accordance with cyber
resilience principles [9], [10].

2. Systematization of Cyber Threats to UAV Information and Control Channels

According to recent studies, the key security risks of UAV systems are related to
vulnerabilities in information and control channels that allow interaction between the Ground
Control Station (GCS) and the onboard system [1], [4]. The most prominent attack vectors
include command integrity violation, navigation spoofing, and software component exploitation.
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The Command and Control (C2) link is crucial since it transmits control commands as well
as telemetry data. Inadequate authentication and integrity verification procedures provide
circumstances for Man-in-the-Middle, command injection, and replay attacks, which may result
in trajectory manipulation or the execution of illegal activities [1], [3]. Radio jamming reduces
channel availability and may push the system into fail-safe or emergency mode.

Navigation spoofing (GNSS/GPS spoofing) is another severe problem caused by the lack
of cryptographic authentication in civilian satellite transmissions [2], [3]. Manipulated navigation
data can distort positioning and motion characteristics, resulting in route diversion or successful
UAV takeover.

Compromise of the Ground Control Station by malware infection or exploitation of
software vulnerabilities allows for the creation of correctly authenticated but malicious
commands, circumventing fundamental C2 protection mechanisms [4]. This condition is
especially dangerous when combined with C2 interference or navigation spoofing.

The identified threats are presented in Table 1.

Table 1 — Systematization of Cyber Threats to UAV Information and Control

Channels

Threat Category Target Attack Mechanism Primary Consequences
Component

Command interception | C2 link MITM, packet | Trajectory deviation, unauthorized

and injection manipulation, replay command execution

Navigation spoofing GNSS subsystem GNSS signal imitation | Position distortion, control

takeover

Radio jamming Communication Signal interference Loss of communication, degraded
channel control

GCS compromise Ground Control | Malware, software | Full system control compromise
Station vulnerabilities

The most critical attack scenarios involve C2 interference paired with navigation spoofing
or GCS penetration. Such multi-stage attacks limit the efficacy of isolated defensive measures,
necessitating a multi-layered cyber resilience architecture [1], [4].

3. Application of NIST CSF 2.0 to the Protection of UAV Information and Control
Channels

Contemporary threats to UAV information and control channels necessitate a methodical
approach to cyber risk management. The NIST Cybersecurity Framework 2.0 (CSF 2.0) [9],
which organizes cybersecurity activities into the functions GOVERN, IDENTIFY, PROTECT,
DETECT, RESPOND, and RECOVER, provides an appropriate methodological framework.
Applying this concept to UAV systems allows for the formalization of protective measures for
the key trinity C2-GCS-GNSS inside a cyber resilience paradigm.

The GOVERN and IDENTIFY services help define essential assets, map data flows,
conduct vulnerability assessments, and create a structured risk model. In the context of UAVs,
this includes evaluating the risks associated with the C2 link, the GNSS-based navigation
subsystem, and the Ground Control Station, taking into account the possibility and potential
impact of MITM attacks, GNSS/GPS spoofing, malware infections, and jamming. According to
NIST SP 800-160 Vol.2 Rev.1, resilience methods should be introduced during the system design
stage rather than implemented later [9].
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The PROTECT function is responsible for applying multiple layers of safeguards. These
include end-to-end cryptographic authentication and encryption of the C2 link, control command
integrity verification, and measures to mitigate replay attacks. The GCS should follow the
principles of least privilege, multi-factor authentication, infrastructure segmentation, and Zero
Trust [5]. To counter navigation spoofing, GNSS data should be integrated with inertial
navigation systems and anomaly detection algorithms [2], [3].

The DETECT, RESPOND, and RECOVER functionalities ensure quick incident detection,
impact mitigation, and system restoration. In UAV contexts, this includes telemetry anomaly
monitoring, behavioral analysis of C2 communication and GCS activity, automatic transition to
safe modes, return-to-home procedures, and isolation of damaged components [4].

Overall, the use of NIST CSF 2.0 allows for a transition from isolated security measures
to a structured cyber risk management paradigm, which improves the resilience of UAV
information and control channels against multi-stage and combination attacks.

4. Proposed Multi-Layer Protection Model for UAV Information and Control
Channels

Based on cyber threat assessments and the principles of the NIST Cybersecurity
Framework 2.0, a conceptual multi-layer protection model for UAV information and control
channels is developed, with the goal of ensuring the control system's cybersecurity resilience.
Unlike approaches that focus solely on communication channel encryption, the proposed model
considers the architectural interdependence of UAV components and incorporates protection
techniques at the communication, navigation, software, and governance levels. This architecture
ensures operational continuity even when the system is partially compromised.

The model's essential component is the protection of the Command and Control (C2) link,
which delivers control orders and telemetry data. The model implements end-to-end
cryptographic authentication, dynamic session key generation, and replay protection using
timestamps and one-time IDs. Additionally, network anomaly monitoring and communication
channel redundancy are used to reduce the risks associated with MITM attacks, command
injection, and denial-of-service scenarios.

To prevent GNSS/GPS spoofing, the model uses multi-source navigation, which combines
GNSS data with inertial measurement equipment and consistency checking methods. Behavioral
trajectory analysis detects aberrant deviations in positioning data, improving navigation accuracy
and lowering the risk of successful spoofing attempts.

The Ground Control Station (GCS) is considered an essential architectural component. The
model consists of network isolation, multi-factor operator authentication, software integrity
management, and continuous activity logging. These precautions decrease the possibility of
validly authenticated but malicious commands being generated as a result of malware infection
or software exploitation.

The integration of detection, reaction, and recovery procedures is an essential component
of the design. Telemetry anomaly monitoring, automatic transition to safe modes, return-to-home
processes, and isolation of damaged components all aid in speedy mitigation and restoration. The
logical alignment of these measures with the GOVERN-RECOVER functions of NIST CSF 2.0
results in a structured cyber risk management system that improves the resilience of UAV control
architectures to combined and multi-stage attacks.

Conclusion. This report organizes cyber threats aimed at unmanned aerial vehicles'
information and control channels. The investigation shows that the most crucial attack vectors
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include the compromise of the Command and Control (C2) link, GNSS/GPS spoofing, radio

jamming, and malware infection of the Ground Control Station (GCS). Combined attack

scenarios that affect many architectural layers represent the greatest danger because they
complicate identification and response.

The findings show that isolated security measures, such as communication channel
encryption, are insufficient in the face of multi-stage and coordinated attacks. A complete
methodology that incorporates the principles of the NIST Cybersecurity Framework 2.0 and the
concept of cyber resilience is presented. The application of the GOVERN-RECOVER functions
enables structured cyber risk management and supports the development of a multi-layer
protection model covering communication, navigation, and software levels.

The scientific contribution is a codified traceability model connecting "threat class —
protection mechanism — NIST CSF 2.0 function" for the important C2-GCS-GNSS triangle.
This framework establishes a systematic foundation for the design and auditing of cyber-resilient
drone control systems. The results' practical significance is demonstrated by the proposed model's
usefulness for cyber risk assessment and UAV infrastructure upgrade.

Overall, securing the security of UAV information and control channels necessitates a shift
towards a systematic, multi-layered protection architecture based on standardized cyber risk
management concepts.

List of references:

1. Hadi H.J., Cao Y., Nisa K.U., Jamil A.M., N1 Q. A Comprehensive Survey on Security,
Privacy Issues and Emerging Defence Technologies for UAVs // Journal of Network and
Computer Applications. 2023. Vol. 213. Article 103607. DOI:
https://doi.org/10.1016/j.jnca.2023.103607

2. Altaweel A., Mukkath H., Kamel I. GPS Spoofing Attacks in FANETs: A Systematic
Literature Review // IEEE Access. 2023. Vol. 11. P. 55233-55280. DOI:
https://doi.org/10.1109/ACCESS.2023.3278456

3. Khan S.Z., Mohsin M., Igbal W. On GPS Spoofing of Aerial Platforms: A Review of Threats,
Challenges, Methodologies, and Future Research Directions // Peer] Computer Science. 2021.
Vol. 7. Article e507. DOI: https://doi.org/10.7717/peerj-cs.507

4. Marchetti E., Waheed T., Calabro A. Cybersecurity Testing in Drones Domain: A Systematic
Literature Review // IEEE Access. 2024. Vol. 12. P. 171166-171184. DOI:
https://doi.org/10.1109/ACCESS.2024.3461021

5. Alquwayzani A.A., Albuali A.A. A Systematic Literature Review of Zero Trust Architecture
for Military UAV Security Systems // IEEE Access. 2024. Vol. 12. P. 176033-176056. DOI:
https://doi.org/10.1109/ACCESS.2024.3501843

6. Abro G.E.M., Zulkifli S.A.B.M., Masood R.J., Asirvadam V.S., Laouti A. Comprehensive
Review of UAV Detection, Security, and Communication Advancements to Prevent Threats
// Drones. 2022. Vol. 6, No. 10. Article 284. DOI: https://doi.org/10.3390/drones6100284

7. Lykou G., Moustakas D., Gritzalis D. Defending Airports from UAS: A Survey on Cyber-
Attacks and Counter-Drone Sensing Technologies // Sensors. 2020. Vol. 20, No. 12. Article
3537. DOI: https://doi.org/10.3390/s20123537

8. Simon O., Gotthans T. A Survey on the Use of Deep Learning Techniques for UAV Jamming
and Deception // Electronics. 2022. Vol. 11, No. 18. Article 3025. DOI:
https://doi.org/10.3390/electronics11183025

95


https://doi.org/10.1016/j.jnca.2023.103607
https://doi.org/10.1109/ACCESS.2023.3278456
https://doi.org/10.7717/peerj-cs.507
https://doi.org/10.1109/ACCESS.2024.3461021
https://doi.org/10.1109/ACCESS.2024.3501843
https://doi.org/10.3390/drones6100284
https://doi.org/10.3390/s20123537
https://doi.org/10.3390/electronics11183025

«Central Asian Scientific Journal» Ne1 (29) — AHeaps — Mapm 2026

9. National Institute of Standards and Technology. Developing Cyber-Resilient Systems: A
Systems Security Engineering Approach. NIST SP 800-160 Vol. 2 Rev.1. Gaithersburg, MD,
USA, 2021. DOI: https://doi.org/10.6028/NIST.SP.800-160v2rl

10.National Institute of Standards and Technology. The NIST Cybersecurity Framework (CSF)
2.0 [Electronic resource]. Available at: https://www.nist.gov/cyberframework

96


https://doi.org/10.6028/NIST.SP.800-160v2r1
https://www.nist.gov/cyberframework

«Central Asian Scientific Journal» Ne1 (29) — AHeaps — Mapm 2026

UDC 004.056:629.7
Rysbek Beibarys

Master’s student in Information Security Systems,

L.N. Gumilyov Eurasian National University

(Astana, Kazakhstan)

Supervisor: Turebayeva Rakhila

Candidate of Technical Sciences, Senior Lecturer the Information Security Department
L.N. Gumilyov Eurasian National University

(Astana, Kazakhstan)

ON-BOARD LIGHTWEIGHT ANOMALY DETECTION FOR UAV AUTOPILOT
TELEMETRY USING TINYML AND SAFETY INCIDENT SCORING

Abstract: UAV autopilot control systems rely on high-rate telemetry (attitude, inertial
navigation, GPS, and system health) for safe autonomous flight. Many cyber-physical attacks
(e.g., GNSS spoofing/jamming, inertial sensor manipulation) and faults (e.g., sensor bias/drift,
estimator degradation) manifest first as subtle inconsistencies in these telemetry streams. Prior
research demonstrates strong detection capability using reconstruction-error generative models
and deep temporal networks on multivariate UAV telemetry, often enabling fault localization via
per-channel errors or feature-wise attribution. However, off-board monitoring can be hindered
by limited bandwidth, intermittent links, and latency, motivating on-board detection with strict
memory/compute constraints. This paper proposes a compact on-board pipeline that (i) computes
a TinyML-friendly anomaly score over sliding windows and (ii) assigns a safety incident
severity score using discrete flight safety events (failsafe, mode changes, geofence/limit
violations, estimator resets), which are central for risk-informed decision making. The final alert
level fuses anomaly likelihood with incident severity to prioritize actionable alarms and reduce
“critical” false positives. The method is grounded in autopilot logging/telemetry practice
(MAVLink, PX4 uORB topics, PX4 ULog and ArduPilot DataFlash logs). We describe
reproducible testing using public datasets where applicable and a practical fallback—
SITL/simulation with controlled incident injection and log-based labeling.

Keywords: UAV telemetry, TinyML, anomaly detection, MAVLink, PX4 ULog, safety
incident scoring

1. Introduction

Modern UAV ACS (e.g., PX4/ArduPilot stacks) provide continuous telemetry for
navigation/control and for post-flight analysis through structured logging pipelines [14,33-36].
This telemetry plane is also a primary surface where attacks and failures become visible. GNSS
spoofing/jamming is widely studied as a threat that can induce navigation inconsistencies, abrupt
state deviations, and downstream estimator stress [16,17,21,22]. Attacks on inertial sensors
similarly produce drift/bias patterns that can be detected by model-based or learning-based
methods [23]. Broader drone security analyses emphasize that practical UAV threats often
combine communication, sensor, and control-layer weaknesses and should be assessed with
system-level mitigations [24,25].
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Problem. Many anomaly/attack detectors run off-board (GCS/cloud). Yet telemetry links
can be intermittent and bandwidth-limited, and latency reduces the usefulness of detection for
time-critical mitigation [18,37]. This motivates an on-board pipeline that is (i) lightweight enough
for embedded constraints and (i1) produces severity-aware alerts rather than raw anomaly spikes.

Goal. Design and evaluate an on-board anomaly detection + safety scoring system for
UAV autopilot telemetry that remains feasible under TinyML constraints.

Contributions.

C1: Telemetry-grounded system model for PX4/ArduPilot telemetry ingestion
(MAVLink streams, uORB topics, ULog/DataFlash logs) and feature selection aligned with
common message sets and onboard logs [13—15,33-36].

C2: TinyML-oriented anomaly scoring over sliding windows, motivated by strong
telemetry AD evidence in UAV literature (generative reconstruction, wavelet+tAE, CNN-
LSTM+EWMA) [1-3].

C3: Safety incident severity scoring and risk-aware fusion of (anomaly likelihood) x
(incident severity) to improve prioritization, aligned with risk-informed anomaly handling and
decision support [18,19].

C4: Reproducible testing workflow with public benchmarks when available and
SITL/simulation fallback with controlled incident injection and log-based labeling [14,15,37].

2. Related Work

2.1 Telemetry-based anomaly detection (UAV and CPS)

Ahn & Chung evaluate semi-supervised generative reconstruction-error methods (e.g.,
VAE/GAN variants) on multichannel UAV INS telemetry and show how per-channel
reconstruction errors can support fault localization [1]. Zhou et al. combine wavelet
decomposition with stacked denoising autoencoders to improve robustness to non-stationary
telemetry conditions [2]. Yang et al. propose a framework with feature selection and temporal
modeling (CNN-LSTM regression) plus EWMA smoothing, targeting bias/drift anomalies and
recovery support [3].

Explainability is increasingly important: interpretable anomaly detection in telemetry
settings emphasizes transparency and actionable explanations rather than only anomaly flags [4].
For UAV log-message streams (distinct from numeric telemetry), severity-oriented multiclass
and ordinal-aware methods show how to map anomalies to severity levels and explain model
decisions, supporting prioritization and analyst workflow [5,6]. An exploratory ICSE study
analyzes UAV log anomalies and highlights the complexity of real log streams, motivating
structured severity handling beyond binary anomaly labels [7].

2.2 TinyML / on-device inference constraints

TinyML anomaly detection surveys emphasize constraints (RAM/flash/latency),
deployment pipelines, and the practical importance of quantization and careful memory
management on embedded targets [8]. Antonini et al. demonstrate an unsupervised TinyML
anomaly detection system with on-device constraints and operational considerations [9]. MicroAl
discusses quantization/deployment mechanics for microcontrollers and compares embedded
deployment approaches [10]. TensorFlow Lite Micro (TFLM) provides an embedded inference
runtime designed for microcontrollers and TinyML systems [11]. TinyAD shows memory
scheduling techniques to reduce peak SRAM in CNN time-series anomaly detection, reinforcing
that memory—not only FLOPs—often dominates feasibility [12].

2.3 Gap addressed
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Prior UAV telemetry AD demonstrates strong detection, but many works (i) assume off-
board compute or (ii) do not explicitly fuse anomaly likelihood with operational safety-event
semantics for severity-aware alerting [1-4]. We explicitly target on-board feasibility with
TinyML constraints [§—12] and safety-aware prioritization using incident monitoring and risk-
informed decision concepts [18,19].

3. System Model and Data

3.1 Deployment architecture

We consider two on-board placements:

Autopilot-side detector (FCU): tight RAM/flash, direct access to uORB topics and
logging.

Companion-computer detector: more resources, consumes MAVLink telemetry and/or
local logs.
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Fig. 1 — PX4 Architecture [41]
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PX4 embedded inference integration is feasible: a PX4 “neural network mode”
demonstrates on-controller inference integrated into the PX4 stack, converting learned policies
to TFLite and deploying them on embedded flight controllers [15].

Sensors / FCU Telemetry Windowing TinyML Alerting /
(PX4 or ArduPilot) (UORB / MAVLIink) & Preprocess Anomaly Score 2 Logging
\ fusion
Safety Event Severity
Monitor Score

Fig 2. System pipeline diagram

Suggested sources for diagram inspiration: PX4 embedded NN integration [15] and
Pixhawk log analyzer context [14]. (If you use an image from those sources, cite it as [14] or
[15].)

3.2 Telemetry features

Feature selection 1s grounded in common autopilot telemetry practice and prior work that
uses multichannel INS/telemetry for anomaly detection [1-3]. A compact feature set suitable for
on-board windowing:

Tab. 1 — MAVLink usage and integration patterns.

Signal Meaning Typical source
Attitude / angular stability and MAVLink
rates control dynamics ATTITUDE; PX4 uORB
vehicle attitude [33,34]
Position/velocity navigation MAVLink
(GPS) consistency GLOBAL POSITION 1
NT; estimator outputs
[33,35]
System mode / safety semantics, MAVLink
failsafe flags operational context HEARTBEAT; PX4
vehicle status [33,34]
Estimator health stress/degradation PX4 estimator
(residuals/flags) of EKF topics/logs [34,35]

Heart Beat (1hz)

/Hoct
,,,,,,

nnnnn

0.00

System ID: 255
Component ID: 1

ACK System ID: 1

Component ID: 1

Fig. 3 — MAVLink message flow [42]
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Pixhawk/PX4 log analysis highlights the practical role of ULog/tlog data in performance
and incident investigations [14].

3.3 Data sources, splits, and incident scenarios

Option A (public datasets): Some works provide or reference UAV fault/anomaly
datasets; use them when they match your telemetry stack and licensing constraints. For numeric
telemetry, also consider cross-domain telemetry benchmarks for anomaly detection evaluation
methodology [20].

Option B (recommended fallback): SITL/simulation + own logs. When public labeled
data is unavailable for your exact stack, a practical approach is to generate logs via simulation
and inject controlled incidents (bias, drift, spoofing-like jumps) so labels are reproducible
[14,15,37].

i PX4 on SITL Y\ MAVLink ( APlOffboard )
— | Communication
port 14540
[ mavlink_main.cpp j{-.- I o
- port 14580 \\ )
[ ]
; 7 ) :
H QGroundControl/ Joystick/
: Other GCS Gamepad
[ ]
- port 14550
Y [ ) L ‘ -------
port 18570 \
(" Simulator
TCP 4560
Gimulator_mavlink.cp%{-- e LD U
O ) random port

Fig. 4 — PX4 SITL-based experiment and telemetry/logging overview [43]

This approach matches how embedded PX4 learning-based control/testing can be
integrated with simulation pipelines [15].

Incident scenarios (used in this paper design):

GNSS spoofing/jamming / perception inconsistency: navigation jumps, drift, or
inconsistency patterns [16,17,21,22].

Inertial sensor attacks/faults: bias/drift patterns and model-based detection rationale
[23].

General UAYV attack surface / comms weaknesses: broader threat taxonomy for drones
[24,25].

Safety-critical events: failsafe, RTL/land mode switch, geofence/limit violations as in
safety-oriented monitoring systems [19].

4. Method

4.1 TinyML anomaly detection (windowed scoring)

Let x, € R? be a d-dimensional telemetry vector at time t. A window of length L:

Xe = [X¢—p41,---,X] € REX4,

Model choices (TinyML-friendly):
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Compact AE / ConvAE: reconstruction-based anomaly score, consistent with
reconstruction-error approaches in UAV telemetry AD [1,2] and practical AE anomaly detection
formulations [31].

Light temporal regression (CNN-LSTM) with EWMA smoothing, consistent with UAV
flight data regression + EWMA smoothing patterns [3].

A generic reconstruction error score:

se = =%k B (Xl[ig] - xe[iiD?

Reconstruction-error localization across channels is aligned with UAV telemetry fault
localization practices using per-channel errors [1].

Smoothing (EWMA):

S; =as;+ (1 — a)Si_4,

which is consistent with smoothing choices for stabilizing anomaly indicators in UAV
flight data pipelines [3].

Quantization / deployment considerations. Quantization and memory constraints are
central to TinyML feasibility and are emphasized in TinyML mapping/survey and deployment
frameworks [8—12]. For example, int8 quantization maps float (f) to integer (q) using scale/zero-
point:

_ ya :
q = round (scal + zero_pomt),

then clamps to int8 range, and inference executes within a fixed memory arena (TFLM
design) [11]. Memory scheduling optimizations further reduce peak SRAM for time-series CNN
anomaly detection [12].

4.2 Safety incident scoring (severity)

Binary anomaly flags are insufficient for prioritization. We compute a severity score 1; €
[0,1] using safety-relevant events inspired by safety-oriented UAV monitoring and risk-informed
decision frameworks [18,19]. Example events:

geofence breach, limit violations

failsafe activation

mode switch to RTL/LAND

estimator reset/unhealthy state

We use a rule table w, and aggregate:

Ty = Max We.
6655

Risk-informed decision-making literature supports combining anomaly indicators with
operational risk/severity context for timely intervention [18,19].

4.3 Fusion: anomaly score + safety severity — alert level

Normalize the anomaly score to S; € [0,1] (robust scaling). Fuse:

a; = clip(AS; + (1 — ), 0,1).

This aligns with the principle that raw anomaly magnitude and operational safety context
jointly determine priority in real-time mitigation/decision support [18,19]. For log-message
streams, severity-aware formulations similarly motivate mapping anomalies to severity levels
rather than only “anomalous/normal” [5,6,7].

5. Experimental Setup

5.1 Runtime and platform assumptions

We target TinyML execution constraints consistent with embedded deployments (static
memory, low-latency inference), as summarized in TinyML surveys and runtime/tooling papers
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[8,11,12]. PX4 embedded inference integration shows feasibility of TFLite-format models
deployed within PX4 on embedded controllers [15].

5.2 Metrics

We report:

PR-AUC / Average Precision (preferred for imbalanced anomaly detection evaluation)
[28].

F1 at an operating threshold.

False alarms per hour and detection delay (operational).

RAM/flash footprint and latency (TinyML feasibility) [8—12].

Because time-series anomaly evaluation is subtle, we recommend also reporting event-
aware metrics such as VUS and proximity-aware evaluation (PATE), and “local evaluation”
perspectives, which address limitations of point-wise scoring in time series [20,26,27,29].

5.3 Baselines

Statistical baseline: z-score + EWMA smoothing (matches EWMA usage patterns in
UAYV AD pipelines) [3].

Dynamic threshold baseline: dynamic thresholding is a common strategy in telemetry
anomaly detection in adjacent domains [32].

Model baseline: AE without safety fusion (ablation).

Proposed: AE/temporal model + safety incident scoring fusion.

6. Results and Discussion

6.1 Illustrative end-to-end test (reproducible demo)

To make the pipeline immediately reproducible (even before plugging in real
ULog/DataFlash logs), we include a controlled injection demo: synthetic PX4-like multivariate
telemetry 1s generated, anomalies are injected (gyro bias/drift, GNSS jump-like inconsistencies),
then anomaly scoring and safety fusion are applied. This demo is intended as a template; replace
the synthetic generator with SITL/ULog parsing in your final experiments [14,15,37].

Illustrative telemetry with injected anomalies (shaded)
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N m
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Rate
o
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Fig. 5 — Telemetry with injected anomalies
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Anomaly score, safety severity, and combined alert level (illustrative)

1.04 = Anomaly score (z+EWMA), normalized
T —— Safety severity (rule-based)

—— Combined alert level

0.6

Score

0.4 4

0.2 1

0.0

0 25 50 75 100 125 150 175
Time (s)

Fig. 6 — Anomaly score vs safety severity vs fused alert
This figure illustrates how safety events raise priority even when anomaly score alone is
ambiguous, consistent with risk-informed decision concepts [18,19].

Precision-Recall curves (illustrative, injected ground truth)

1.0 N iy
0.8
s
‘» 0.6
[@]
i}
&
0.4 4
— z_ewma (AP=1.00)
—— alert_z (AP=0.77)
0.2 { — iso (AP=0.78)
— alert_iso (AP=0.73)
0.0 0.2 0.4 0.6 0.8 1.0
Recall

Fig. 7 — Precision—Recall curves baseline vs fusion

We report PR curves because PR-based evaluation is recommended for imbalanced
detection settings [28], and because time-series metrics require careful interpretation
[20,26,27,29].

6.2 Discussion: why safety fusion helps

Telemetry anomaly detectors can spike during benign but aggressive maneuvers. Severity-
aware modeling (including ordinal severity on UAV log messages) shows that mapping
anomalies to severity levels reduces operational burden and supports prioritization [5,6]. Risk-
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informed frameworks similarly emphasize combining anomaly evidence with
decision/mitigation logic [18]. Therefore, fusing (\bar{s} t) with (r t) reduces “critical” false
positives while still elevating alarms during safety-relevant incidents [18,19].
6.3 Threat-model alignment
GNSS spoofing/jamming and inertial manipulation threats justify monitoring consistency
across navigation/attitude channels and estimator health [16,17,21-24]. “Security analysis of
drone systems” surveys attack limitations and recommendations, supporting the need for defense-
in-depth (on-board detection + protocol protections + safety mechanisms) [24]. Secure
communication protocol proposals and MAVLink survey discussions motivate careful treatment
of link-layer assumptions and telemetry authenticity/integrity [13,25].
7. Conclusion
This paper presented a lightweight on-board anomaly detection pipeline for UAV autopilot
telemetry that combines TinyML-friendly windowed scoring with safety incident severity
scoring. The design is motivated by strong evidence that multivariate telemetry anomaly
detection can localize faults and detect deviations [1-3], while TinyML research highlights that
quantization and memory scheduling are essential for embedded feasibility [8—12]. The proposed
fusion of anomaly likelihood with safety-event severity follows risk-informed decision support
principles and severity-aware anomaly handling in UAV logs [5-7,18,19]. Future work will (i)
run full SITL/real-log experiments using PX4 ULog and ArduPilot DataFlash parsers [14,33—
36], and (i1) report event-aware time-series metrics (VUS/PATE) alongside PR-AUC for robust
evaluation [20,26,27].
Appendix A
A.1 Python: windowing + EWMA + fusion
import numpy as np
def ewma(x, alpha=0.08):
y = np.empty like(x)
y[0] = x[0]
foriinrange(l, len(x)):
v[i] = alpha*x[i] + (I-alpha)*y[i-1]
returny
def robust_norm(s):
lo, hi = np.percentile(s, 5), np.percentile(s, 95)
return np.clip((s - lo) / (hi - lo + 1e-9), 0, 1)
#X: (T, d) telemetry
z = np.abs((X - X.-mean(0)) / (X.std(0) + 1e-9)).mean(1) # baseline score
s = robust_norm(ewma(z, alpha=0.08)) # smoothed score
#r: (T,) safety severity from event rules
alert = np.clip(0.6*s + 0.4*r, 0, 1)
A.2 Reproducible demo script used to generate Fig.5—Fig.7
"""[[lustrative pipeline: windowing -> anomaly scoring -> safety incident scoring -> PR
metrics/plots.
This script generates *synthetic* PX4-like telemetry, injects anomalies, and plots scores.
Replace the synthetic generator with real PX4 ULog (or ArduPilot DataFlash) parsing
code
to reproduce on your own logs.
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Requires: numpy, matplotlib, scikit-learn, pandas (optional)

import numpy as np

import matplotlib.pyplot as plt

from pathlib import Path

from sklearn.ensemble import IsolationForest

from sklearn.metrics import precision_recall curve, average precision_score
rng = np.random.default rng(42)

fs =50
T=180
n=f*T

t = np.arange(n) / fs
# --- Synthetic telemetry (replace with real telemetry arrays) ---
roll rate = rng.normal(0, 0.03, n)
pitch_rate = rng.normal(0, 0.03, n)
yaw_rate = rng.normal(0, 0.02, n)
gps_speed = np.clip(rng.normal(12.0, 0.8, n), 0, None)
alt = 50 + np.cumsum(rng.normal(0, 0.01, n))
X = np.vstack([roll rate, pitch rate, yaw rate, gps_speed, alt]).T
# --- Inject anomalies. bias + spoof/jump (ground truth) ---
v = np.zeros(n, dtype=int)
al, bl = int(60%fs), int(80*fs)
roll ratefal:bl] += 0.25; pitch _rate[al:bl] += 0.18; y[al:bl] =1
a2, b2 = int(120*fs), int(130*fs)
gps_speed[a2:b2] += 8.0 + rng.normal(0, 0.5, b2-a2); alt[a2:b2] += 3.0, y[a2:b2] = 1
# --- Z-score baseline + EWMA ---
mu, sigma = X.mean(0), X.std(0) + 1e-9
score = np.abs((X - mu)/sigma).mean(1)
alpha = 0.08
ewma = np.zeros_like(score);, ewma[0] = score[0]
foriinrange(l, n):
ewmali] = alpha*score[i] + (1-alpha)*ewmali-1]
# --- Isolation Forest on simple window features ---
win = fs*2
feats, idx =[], []
for iin range(win, n, fs//2):
w = X[i-win:i]
feats.append(np.r [w.mean(0), w.std(0)])
idx.append|(i)
feats = np.asarray(feats), idx = np.asarray(idx)
IAY0) = IsolationForest(n_estimators=200, contamination=0.15,
random_state=42).fit(feats)
score_iso = -iso.score_samples(feats)
score_iso = np.interp(np.arange(n), idx, score_iso, left=score_iso[0], right=score iso[-

1])
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def robust_norm(s):
lo, hi = np.percentile(s, 5), np.percentile(s, 95)
return np.clip((s - lo)/(hi - lo + 1e-9), 0, 1)
anom_z = robust_norm(ewma)
anom_iso = robust_norm(score_iso)
# --- Safety scoring (rule-based) ---
severity = np.zeros(n)
def mark(t0, t1, sev):
i0, il = int(t0*fs), int(t1*fs)
severity[i0:il] = np.maximum(severity[i0:il], sev)
mark(122, 128, 0.9) # geofence breach
mark(124.5, 140, 0.7) # mode switch RTL
mark(65, 67, 0.6) # EKF reset
# --- Combine anomaly + safety ---
wa ws=0.6,07
alert z = np.clip(w_a*anom z +w _s*severity, 0, 1)
alert iso = np.clip(w_a*anom_iso + w_s*severity, 0, 1)
# --- PR metrics helper ---
def pr(score, y_true, name):
p.r,_ = precision_recall curve(y true, score)
ap = average precision_score(y_true, score)
print(f"{name}: AP={ap:.3f}")
return p,r,ap
pl,rl,apl = pr(anom_z, y, "z+EWMA")
p2.r2,ap2 = pr(alert z, y, "z+EWMA + safety")
p3,r3,ap3 = pr(anom_iso, y, "isolation_forest")
p4,rd,ap4 = pr(alert iso, y, "isolation_forest + safety”)

# --- Plots ---
out = Path("uav_demo_figs"), out.mkdir(exist ok=True)
plt.figure(figsize=(10,4))

plt.plot(t, roll rate, label="roll rate"), plt.plot(t, pitch_rate, label="pitch rate")
plt.axvspan(60,80, alpha=0.2); plt.axvspan(120,130, alpha=0.2)
plt.xlabel("Time (s)"); plt.ylabel("Rate"); plt.title("Telemetry (synthetic) with injected

anomalies”)

plt.legend(fontsize=8, ncols=2); plt.tight layout()
plt.savefig(out/"telemetry.png”, dpi=200); plt.close()

plt.figure(figsize=(10,4))

plt.plot(t, anom_z, label="anomaly (z+EWMA)")

plt.plot(t, severity, label="safety severity")

plt.plot(t, alert z, label="combined alert")

plt.axvspan(60,80, alpha=0.2),; plt.axvspan(120,130, alpha=0.2)

plt.xlabel("Time (s)");
(synthetic)")

plt.ylabel("Score"); plt.title("Scores and combined alert

plt.legend(fontsize=38), plt.tight layout()
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plt.savefig(out/"scores.png”, dpi=200), plt.close()

plt.figure(figsize=(6,5))

plt.plot(rl,pl, label=f"z+EWMA (AP={ap1:.2f})")

plt.plot(r2,p2, label=f"z+EWMA+safety (AP={ap2:.2f})")

plt.plot(r3,p3, label=f"IF (AP={ap3:.2f})")

plt.plot(r4d,p4, label=f"1F+safety (AP={ap4.:.2f})")

plt.xlabel("Recall”); plt.ylabel("Precision"); plt.title("PR curves (synthetic ground truth)")
plt.legend(fontsize=38); plt.tight layout()

plt.savefig(out/"pr curves.png"”, dpi=200), plt.close()

print(f"Saved figures under: {out.resolve()}")
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bucumbaeBa Apy:kan TanaTtoBHa

Maructpant OIl «IlpuknagHas aHaIUTUKA JAHHBIXY,
Astana IT University
(r. Acrana, KazaxcraHn)

CPABHUTEJIBHBIN AHAJIN3 AJITOPUTMOB RANDOM FOREST M SUPPORT
VECTOR MACHINE JUIsA KTACCHOPUKAIIAN 3EMHOI'O IIOKPOBA
YPBAHU3UPOBAHHOU TEPPUTOPUU I'. ACTAHA 11O JAHHBIM SENTINEL-2

AHHOTaumMsi: B cTaTbe BBHIMIOJHEHO CpPaBHUTEIBHOE HCCienoBaHUE 3(P(HEKTUBHOCTH
anroputMoB Random Forest (RF) u Support Vector Machine (SVM) nns knaccudukanuu
3eMJICTIOJIB30BAHUSI W 3€MHOr0 TOKpPOBa YpOAHW3UPOBAHHON TeppuUTOpUM T. AcCTaHa IO
MYJIbTUCIEKTPAIbHBIM JIaHHBIM CITyTHUKA Sentinel-2 3a neTHuii ce3on 2025 roga. AKTyanbHOCTb
paboThl O0YyCJIOBJIEHAa BBICOKOM CKOPOCTHIO ypOaHW3alMK, MO3aUYHOCTHIO JaHIIIA(TOB H
HEOOXOJIUMOCThIO ~ ONEPATUBHOTO  OOHOBJIGHMS ~ TEMAaTUYECKUX  KapT Ha  OCHOBE
aBTOMATU3UPOBAHHBIX METOJIOB JUCTAHIIMOHHOTO 30HAMpoBaHus 3emin. OOpaboTKa JaHHBIX U
oOydeHre Mmojeseil BeimodHeHbl B oOjaunoit cpene Google Earth Engine. ITlpusnakoBoe
MPOCTPAHCTBO CGHOPMUPOBAHO HA OCHOBE CHEKTPAIbHBIX KAHAJIOB C MPOCTPAHCTBEHHBIM
paspemienrieM 10 M u cnektpanbHbix HHAEKCOB NDVI 1 NDBI, noslmaromux pa3iniuMOCTb
PACTUTENBHBIX W 3aCTPOCHHBIX TOBEPXHOCTEW. OTajoHHas BbIOOpka BiItouana 4059
o0ydJaronmx TOYEeK YeTHIPEX KIAcCOoB (BOAA, 3aCTPOMKA, PACTUTEILHOCTh, OTKPHITAs 1MOYBA) U
OblIa paszzesnieHa Ha OO0ydYarllylo, BAIMJIANMOHHYIO W TECTOBYIO MOABBIOOpKH. KauecTBo
KJIacCU(UKAIIUA OIEHUBAJIOCH MO MATPHUIIE ONIMOOK C HCIOJIb30BaHHEM OOIIEeld TOYHOCTH
(Overall Accuracy) u kosdpdunnenta Kanma. PesynpraTel mokasanu, yto anroput™ Random
Forest obecnieunBaeT Gosiee BBICOKYIO TOUHOCTh MO cpaBHeHUIO ¢ SVM: OA = 95.05% u « =
0.934 mpotuB OA = 93.26% wu x = 0910 coorBercTBeHHO. Bu3yanbHbIl aHaIU3
KITacCU(PUKAIMOHHBIX ~ KapT  BBIABAI ~ OoJieeé  OAHOPOJHBIE  KOHTYPHl H  JIYYIIIYIO
MIPOCTPAHCTBEHHYIO COTJIACOBAHHOCTH KJIACCOB MpHU McHoJib3oBaHUM RF, oco6eHHO B 30HaX co
CMEIIaHHBIMH TMUKCEISIMU U BBICOKOM CIIEKTPATIbHON HEOTHOPOJHOCTHIO. [loTydeHHbIe BHIBOIBI
COTJIACYIOTCSI C COBPEMEHHBIMU ITyOJIMKAITUSMHU U TIOJTBEPIKIAI0T MPEUMYIIIECTBO aHCAMOJIEBBIX
METO/IOB ISl 3a7ady MOHUTOPHHTa W KapTorpadupoBaHUS TOPOJCKOW Cpeabl B YCIOBHUSX
[lentpansHoro Kazaxcrana.

KiarwueBble ci10Ba: aucTaHIIMOHHOE 30HAMpoBaHue 3emiu, Sentinel-2, Random Forest,
Support Vector Machine, knaccudukarus 3emHoro nokposa, Google Earth Engine, Actana

BBenenue. lntencuBHas ypOaHu3auus M TpaHchopMalus TPUPOAHBIX JaHIIIAPTOB
TpeOYIOT TPUMEHEHUSI  aBTOMATH3UPOBAHHBIX  METOJOB  MOHUTOPUHIA,  CIIOCOOHBIX
o0ecnieunBaTh PeryysipHOE U OOBEKTUBHOE OOHOBJIEHHE KApT 3€MHOTrO MOKpoBa. B mocnennue
roJibl IUCTAaHIIMOHHOE 30HAMPOBaHKE 3EMJIM B COUETAHUM C METOAAaMHU MAIIMHHOTO O0y4YeHUs
CTaJl0 OCHOBHBIM HWHCTPYMEHTOM /I pEIIeHHUs 3a7ad KiacCu(UKAUMU B TOPOJCKHX
arnomepaiusax. OcoOyr0 akTyalbHOCTb TaKHE MCCIEAOBAHUSA MPUOOpPETaoT Juis OBbICTPO
Pa3BUBAIOIIMXCS CTOJMYHBIX PETMOHOB, TaKUX Kak I. ACTaHa, € BBICOKas MO3aHMYHOCThb
3aCTPOUKH COYETAETCA C YepelOBAaHHEM BOJHO-OOJIOTHBIX YTOJUH, CENbCKOXO3SICTBEHHBIX
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3eMeJb U OTKPBITHIX MOYB. Cpenu  anropuTMOB  KOHTPOJMPYEMOH  KiaccuUKaINH
HauOosbIee pacpoctpanenue momydmtn Random Forest u Support Vector Machine. Hecmotpst
Ha aKTUBHOE Pa3BUTHE INIyOOKUX HEUPOHHBIX CETEH, JaHHBIE METObI COXPAHSIOT JIUIUPYIOIINE
MO3WLIMHA B MPUKIAJHBIX HCCIENOBAaHUAX OJlarojaps yCTOMYMBOCTH, MHTEPHPETUPYEMOCTH U
YMEPEHHBIM  BBIYMCIUTENbHBIM TpeOoBaHusaM. llenbio HacTosimeld paboOThl  sBIsETCA
KOJIMYECTBEHHOE M KapTorpadguueckoe cpaBHeHue »sddextuBHoctu RF uw SVM  nmns
KJaccuuKauu 3eMHOTO TTIOKpoBa I'. ACTaHa Ha OCHOBE JaHHBIX Sentinel-2 ¢ ucnonb3oBaHUEM
PaCHIMPEHHOM JTAJIOHHOW BBIOOPKH, JI€TAJBLHOTO aHaIW3a CHEKTPAIbHOW pa3aelruMOCTU
KJIacCOB, BhIMOJHEHHOTO B cpene Google Earth Engine.

O0630p Jmrepatrypbl. COBpEMEHHBIE MCCIEAOBAaHUSA IIOKA3bIBAIOT, YTO TOYHOCTH
KJacCU(pUKalMKM 3€MHOTO TOKpOBa B 3a/ayaxX JAWCTAHIIMOHHOTO 30HIUPOBAaHUS 3eMJIH B
3HAUUTEIBHON CTENEHW OIpeAesseTcss BbIOOPOM ajJropuTMa MAIIMHHOTO OOy4YeHHH,
XapaKkTepUCTHKaMU 00yJarouieil BBIOOPKH, COCTABOM IPU3HAKOBOTO MPOCTPAHCTBA U METOAAMHU
npeno0opadoTKU NaHHbIX. B paboTax mocienHux JeT HauOOoJblIee paCIPOCTPAHEHHUE TTOTYYHUITU
aHcamOJieBble anropuTmbl, B yacTHocTH Random Forest (RF), u MeToapl OMOpHBIX BEKTOPOB
(Support Vector Machine, SVM), neMoHCTpUpYIOIIKE BBICOKYIO YCTOMUMBOCTh IPH aHAIU3E
MYJIbTUCIIEKTPAJIbHBIX 1 MHOTOMEPHBIX CITyTHUKOBBIX AaHHBIX. Tak, Tan u ap. [ 1] BeimonHunm
cpaBHUTENbHBINA aHanu3 RF u SVM niis 3aau kinaccudukanuyu 3eMHOTO TTIOKPOBA U BBISIBJICHUS
MOCTHOXKapHBIX M3MEHEHUI Ha OCHOBE JaHHBIX Sentinel-2 ¢ MCMONIB30BAaHUEM IMUKCEIBHOTO U
00BEKTHO-OPUEHTUPOBAHHOTO MOaX070B. UHTerpamuss RF ¢ 00beKTHO-OpHEHTUPOBAHHBIM
ananu3zom (OBIA) oOecneunna HauBbicmiue 3HadeHUs oOmed Tounoctu (OA = 0.99) u
kodddunmenta Kamma (k = 0.98), torma kak SVM mnokaszan HeCKOJbKO Oojiee HU3KHE, HO
COTOCTAaBUMBbIC TMOKa3aTeu. AHAJIOTHYHBIE BBIBOJABI MOJTY4YEHBI B paboTe [2], MOCBAMIEHHOM
KapTorpapoOBaHUIO CEJIbCKOXO3SUCTBEHHBIX KYJBTYp IO ONTHYECKUM JaHHBIM, TJIe
aHcamOneBble MeTonbl, BKiIouass RF, mpeB3ounuin otaenbHble Kiaccu(UKATOpbl Oiaromaps
criocoOHOCTH A(DPEKTUBHO MOJIETUPOBATH HEIWHEWHBIE 3aBUCUMOCTH B BBICOKOPA3MEPHOM
MIPU3HAKOBOM MPOCTPAHCTBE.

B ropoackux ycnoBusix mpenmyinectBo RF Takke moarBep:xkaeHo B uccienoBanuu [3],
rje Obl1a mpoBeieHa cpaBHUTENbHAS olleHKa RF, SVM u HelipoHHBIX ceTel 1 Kilaccupukanuu
3eMJICTIOJIb30BAHUSI U 3€MHOr0 MOKpoBa MO JaHHbIM Landsat. ABTopbl moka3zanu, uto RF
oOecrieunBaeT 0ojiee BBICOKYIO OOIIYI0 TOYHOCTh W CTaOWJIBHOCTH KJacCH(UKAIUU 10
cpaBHEHUIO ¢ SVM B yCIIOBUSIX BBICOKOW CIEKTPATIbHONW MO3aUYHOCTH TOPOJICKOM cpefbl. B To
e BpPEeMs psAJT UCCIIEIOBAHNN YKa3bIBa€T HA KOHKYPEHTOCIIOCOOHOCTh SVM mipu onpeieI€HHBIX
XapaKTEepUCTUKAX JaHHBIX. Tak, B pabote [4], mpoaeMOHCTPUPOBAHO, YTO MPHU UCITIOIH30BAHUU
paguanbHO-0a3zucHoro sapa (RBF) amroputm SVM B OTAENBHBIX CIIEHAPUSX MOXKET
npeBocxoauTh RF, ocobenHo mpu orpanmdeHHOM 00bEME 0Oydaromiell BRIOOPKH M BBICOKOU
cnekTpaibHo  Onmszoctu  kiaccoB. Ha mmatdpopme Google Earth Engine Obuia
MPOJIEMOHCTPUPOBAHA YHUBEPCATHLHOCTh METOA0B MAITMHHOTO 00YYEHUS IPU MOJECIUPOBAHUU
Pa3JIMUHBIX TPUPOJHBIX W AHTPOMOTCeHHBIX JaHamadToB [S]. Pe3ynbTaThl MOATBEPKAArOT
addexktuBHOCTh anroputMoB RF u SVM B ncclieoBaHUSX perHOHATBHOTO M HAIMOHAIBHOTO
ypoBHEH. [{7s pelienus cneruain3upoBaHHbIX 3a/1a4, TAKUX KaK JIETEeKTUPOBAHUE KAMEHHUCTHIX
1 c1a00pa3BUTHIX TUIIOB MOBEPXHOCTH, YCIICIIHO NMPUMEHsIICA anropuT™ RF Ha ocHOBe 1aHHBIX
Sentinel-2 [6]; MeTrox moOKa3and BBICOKYIO YCTOWYMBOCTh K IIYMy U CIEKTpPaJbHOMN
HEOJHOPOIHOCTH. CTaTUCTUYECKOE CPABHEHHME KIIACCHUECKMX W COBPEMEHHBIX MOAXO0JO0B [7]
yKka3biBaeT Ha npeumyiectBo RF mepen SVM u TpagunuoHHbIMH KiIacCH(UKATOpPaMU IO
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nokasaressiM oomiei TouyHoctd u kodpdunmenta Kanma B GonmpmmHCcTBE ciieHapueB. Kpome
TOT0, IOTYepKHUBAETCA 11esieco00pa3sHocTs komOuHupoBanust RF u SVM B pamkax ancaMOieBbIX
cxem [8]. Takoil moaxox mo3BOJIIET NOBBICUTH TOYHOCTH LULC-kapTupoBaHusl 3a cyer
B3aMMHOTO JIOMIOJIHEHHS CUIIBHBIX CTOPOH 00OMX aJITOPUTMOB.

[TonpoGHBIE pe3yabTaThl 10 TOYHOCTH U IPYTHMM METPHUKaM JUIsl Ka)KAOro MCCIEIOBAHUS
[IPUBEACHBI HUXKE.

Tadiamna 1 — CpaBHenne TouHOCTH KiIaccupukannu Random Forest u SVM no nanubimM

COBpeMeHHbIX uccaeaoBanuii (2021-2025 rr.)

Hcroun | Obaactn /{anHbIe Jlyymmi Jlyqmmi OcCHOBHOI1 BBIBOJ
UK MpUMEHEeHUS pesyabTat RF | pesyabrar
SVM

[9] KaptupoBanue | Sentinel-1B, | Bo Bpems Jo noxapa: OA | DddexTuBHOCT
JIECHBIX Sentinel-2A | moxxapa: OA = | =93.52% QJITOPUTMOB 3aBUCHUT OT
M0KapoB (70, 95.43% (Spectral + ¢da3br moxapa: RF
BO BpeMs U (Spectral + NDVI); JIy4IIe BO BpeMs
OCJIE MoXapa) NBR) [Tocne nmoxapa: | akTUBHOTO FOPEHHS,

OA =94.97%, « | SVM - 1o u niociie
=0.9287 noxapa.

(Spectral +

Radar)

[10] l'oponckas Sentinel-2 + | OA =83.16%, | OA =84.68%, k | SVM HemHOTO
knaccupukanu | rekctypusle, | k =0.8068, F1 | =0.8241,F1 = | npeBocxoaut RF npu
s LULC ¢denonoruyec | = 82.52 83.91 WCIIO0JIb30BaHUH

KHe 1 CHEKTPATBHBIX U
Tornorpaduue Tonorpapuueckux
CKHE MIPU3HAKOB.
IPU3HAKH

[11] I'opoackoe Sentinel-2 RFc MunumaneHass | OnTumuzanus
3emiienons3oB | (RGB u OaifecoBckoil | TouHOCTh SVM | runepnapaMerpoB
aHue MYJBTHCIIEKT | ONTHUMM3aLMER | mpu nenaet RF naunbonee

paJibHbIE o0ecrieynBaeT | MyJBTUCIIEKTpA | TOYHBIM H
KaHaJIbl) MIPUPOCT JBHBIX TaHHBIX | YCTOMYUBBIM.

TOYHOCTH Ha >93.2%

0.5-1.8%

OTHOCHUTEIIEHO

CTaHJApTHOTO

RF u na 5-42%

110 CPaBHEHUIO

c SVM.

[12] Knaccudukan | Mynstucnek | k = 89.23%, K =86.23%, F1 | Aucam6neBsiit RF
us TpaJIbHbIE F1=90.53%, |=287.93%, npeBocxoauT SVM u
3eMJIETIONIb30B | CITyTHUKOBBIE | Precision = Precision = KNN 1no ycroitunBoctu
aHus JaHHbIE 90.21%, Recall | 87.71%, Recall | u TounoctH.

=90.86% = 88.16%

[13] Brnustane MynetuBpem | RF 100: k = SVMO003: k= SVM crabunbHee npu
pa3mepa EHHBIE 0.720 0.728 (Manple U | MaJbIX OOYYAIOIINX
oOyyarorei n3o0pakeHus | (KpyIHbIE cpenHue BbIOOpKax, RF
BBEIOOPKH BBIOOPKH) BBIOOPKH) KOHKYPEHTOCTIOCOOEH

pu OOJBITNX 00BEMAX
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JTAHHBIX.
[14] Jlutonmoruueck | Sentinel-2, Random Trees: | SVM + MNF: SVM naub6omnee
oe Landsat-9 + | k mo 0.84; HauBbICIIAS yCTOWYMB Tpu paboTe ¢
kaptupoBanue | MNF, PCA ANN: 10 0.75 | TOUHOCTH U BBICOKOPAa3MEpPHBIMU
HAWTYYIINe CHEKTPATbHBIMH
IpaHUIBI JTAHHBIMU.
KJIACCOB
[1] IToctnoxxapua | Sentinel-2, RF x OBIA: SVM x OBIA: OOBEKTHO-OPHUEHTHUPOB
s OBIA/PBIA | OA=0.99,x= | OA=0.97,x= | aunsiii RF
Kiaccuukanu 0.98 0.96 (neto oOecrieunBaeT
s LULC 2023) MaKCHUMAaJIbHYO
TOYHOCTb U
CTa0MJIbHOCTb.
[15] Knaccudukann | Bpemennsie | RF: OA = SVM: OA = RF ycroituuso
Usl IOPOJ pAIbI 81.70-87.45% | 72.38-83.38% npeBocxomuT SVM nipu
JIEPEBHEB Sentinel-2 + | (Makc. MHOTOBPEMEHHOM
penbed 87.45%) JIeCHOM
KJIacCU(DUKAIIUH.
(4] LULC- Sentinel-1+ | OA=88.2%, | OA~=89.6 %, SVM (¢ RBF-saapom)
knaccupukanu | Sentinel-2 + | F1 = 88.1 % F1=89.5% II0Ka3aJl HEMHOI'O
s, BnusiHue Ha | Landsat 00J1€€ BHICOKYIO
TEMIIEpaTypy 1 o061yt TouHOCTh 1 F1-
BIIQ)KHOCTh Mmepy, ueM RF.
TTOYBBI

AHanu3 JaHHBIX, MPEJCTAaBICHHBIX B TaOiuile 1, MOKa3pIBacT, YTO B OOJBIIMHCTBE
MPUKIAAHBIX 33Jlad  JAUCTAHIIMOHHOTO 30HAMpoBaHus 3emiu anroputM Random Forest
oOecrnieunBaeT 00Jiee BHICOKYIO HJIM COMOCTABUMYIO OOIYyI0 TOYHOCTh MO cpaBHEHHIO ¢ SVM.
DT0 0COOCHHO MPOSBIIAETCS B YCIOBUIX CIEKTPATHHOU HEOTHOPOTHOCTH, HAJTMYUSI CMEIITAaHHBIX
nukcejaed u  Oosbloro 4ywcia kjgaccoB. B To ke BpemMs SVM  coxpanser
KOHKYPEHTOCIIOCOOHOCTh TpPU OTPAaHMYEHHOM YHCIE KIACCOB W BBICOKON CHEKTpalbHOU
0JIM30CTH OOBEKTOB.

B o0630pHoii pabote [16] momuepkuBaercs kiaroueBas poib miargopmel Google Earth
Engine st 06paboTku OONBIINX AAHHBIX U PACHIPOCTPAHEHHOCTh aHCAMOJIEBBIX AJITOPUTMOB, B
yactHocTd Random Forest, 4T0 00yClIOBIE€HO UX YCTOMYMBOCTHIO K IIYMY M BO3MOXKHOCTBIO
s pexTuBHON 00paOOTKM MHOTOMEPHBIX TPU3HAKOBBIX MPOCTpaHCTB. [Ipumenenune SVM Ttakke
MpPU3HAETCS 11eJIecO00pa3HbIM, OCOOCHHO TPH MajbIX OO0YyYarolmuxX BBIOOpPKax. 3HAYUMOCTH
UHTETpallMd  CHEKTPAJIbHBIX  HMHAEKCOB  JUISI  TOBBIIIEHUS  PA3IUYUMOCTH  KJIACCOB
MOATBEpAKAAETCA pe3yibraramu ucciegoBanuid [11] u [12], roe ucnonszoBanue NDVI, NDBI u
Ipyrux mokasareneii B couetanun ¢ RF mpuBoguno k Oosiee BBICOKMM 3HAYEHUSIM
koa(durmenta Kanma u F1-mepsr.

Takum  oOpa3oM, COBpEeMEHHbIE MyOJUKAIMK  TMOATBEPKIAIOT  MPEUMYIIIECTBO
aHcaMOJIEBBIX METOJIOB /ISl KOMIUJIEKCHOTO KapTorpadupoBaHusi TOPOACKON U CETbCKOM Cpebl,
B To BpeMss kak SVM ocraercsd 3QQGeKTHUBHBIM HHCTPYMEHTOM IIPH BBICOKOM KauyecCTBE
oOyJaroux JaHHbIX. TeM He MeHee, HEeJAOCTAaTOYHO HW3YUYEHHBIM OCTaeTCs BIUSHUE
MacCIITaOHBIX JIOKAJIBHBIX 00yYaroluX BRIOOPOK (HECKOIBKO THICSY TOYEK) Ha CPABHUTEILHYIO
npou3BoauTeNbHOCTh RF 1 SVM B ycnoBHsSIX pe3KO KOHTMHEHTAIBHOTO KJIMMAaTa M BBICOKOW
IPOCTPAHCTBEHHOW MO3aWYHOCTH, XapakTepHbIX s LlenTpanbHoro Kazaxcrana. JlanHoe
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00CTOSTENBCTBO OMPEACIIAECT HAYUHYIO HUILLY HACTOSILIETO UCCIE0BAHUS, KOTOPOE HAIPABICHO
Ha BOCHOJHEHUE YKAa3aHHOIO MpoOea NyTeM HWHTErpallid CHEKTPaIbHBIX HHJEKCOB U
BepUUKaLMK MOJIENIeH Ha PENPE3eHTaTUBHOM MACCHBE JAHHBIX, CICIM(PUUHBIX AJIS apUIAHBIX
30H PErHoHa.

Metonmosiorusa. MeTogo0rMUecKUil MOAXOA HCCIEOBaHUSI ONUPAETCS Ha CHUHTE3
00JIaYHBIX BBIYMCIICHUM, COBPEMEHHBIX CITYTHUKOBBIX JAHHBIX U MPOBEPEHHBIX AJTOPUTMOB
MalIMHHOTO OOYYeHMs Jig MOJYyYEHHUS JIOCTOBEPHBIX KapT 3€MHOT0 TMOKPOBAa TOPOICKOMN
armomepaniii ~ Actadbl.  VMICTOUHMKOM  TMPOCTPAHCTBEHHBIX  JAHHBIX  TOCIYKHIA
MYJIbTUCTIEKTpaJIbHbIE M300paxkeHus Sentinel-2 ypoBHs L2A 3a mepuoja NMUKOBOM BereTanuu
netHero ce3oHa 2025 roaa, oroopanHbie ¢ 1 utoHs no 31 aBrycra ¢ GuiIbTpanueil 001a4HOCTH
(menee 10%), YTO MHHMMH3UPYET aTMOC(EpHBIE IIyMbI M BBICOKYIO PEJIEBAHTHOCTb
CHEKTpaabHOW MH(pOPMALMK JJI1 BCEX KIACCOB 3€MHOr0 MOKpOBa. B kauecTBe MpU3HAKOBOTO
MIPOCTPAHCTBA OBUIM MCIIOJIB30BAHBI MATh CHEKTPAIbHBIX KaHAJIOB ¢ pazpemenuem 10 m (B2 -
rosryooii, B3 - 3zenénsiii, B4 - xpacubiif, B8 - 6mmwkuuit UK, B11 - kopotkoBosHoBoit NK),
JOTOJHEHHbIE IByMs crnekTpaibHbiMu uHAekcamu: NDVI (Normalized Difference Vegetation
Index) u NDBI (Normalized Difference Built-up Index). NDVI yuuntbeiBaeT pasHuiy
OTpa)kaTeJIbHOU criocoOHocTH B OnmxkHeM uHMpakpacHoMm (B8) u xpacHom (B4) amanaszonax,
YTO YCUJIIMBAET OTIINYUMOCTh PACTUTENBHOIO NOKpoBa, a NDBI noBsiaeT 4yBCTBUTEIBHOCTD K
HCKYCCTBEHHBIM IIOBEPXHOCTSM 3a CUET pa3HULBl OTpakeHUs B KOpOoTKoBOiaHOBOM WK n
ommwxHem WMK. DOrtanonHele pgaHHble ObUIM  CPOPMHUPOBAHBI MOCPEACTBOM  PYYHOIO
nemdpupoBanus B Google Earth Engine u coctosnu u3 4059 Touek 4eTbIpEéX KIacCOB 3€MHOTO
MOKPOBa: BOJA, TOPOJCKas 3aCTPOMKA, paCTUTEIBHOCTh U OTKpBITas 0YBa, YTO 0OECIECYUBAET
penpe3eHTaTUBHOCTh BRIOOPKHU BO BCex reorpaduueckux 30Hax ropona. [lomydennas BeiOopka
CllydaiilHbIM 00pa3oMm Oblia pazzaesneHa Ha oOyuawilyto (70%), Bamupauuonnyro (15%) u
tectoByto (15%) moaseiOopku. OOydyeHue Mojiefied MalIMHHOTO OOyYEeHUs BKIIIOYAJIO JIBE
napaaurmMel: ancamoOieByro monesib Random Forest ¢ 100 gepeBbsamu u Support Vector Machine
¢ muHeHbIM a1poM (libSVM). OOGyuenne Mopeneil BBIMOMHANIOCH Ha 00JIayHOM TiaTgopme
Earth Engine, rae kaxmoe TpeHHMPOBOYHOE MHOKECTBO (POPMHUPOBAIOCH MPOCTPAHCTBEHHBIM
cillyyailHpIM 0TOOpoM. Banupanus TOYHOCTH aNrOpUTMOB OCYILECTBIISJIACh HA HE3aBUCHUMOM
TECTOBOI MOJABBIOOPKE C UCMOIB30BAHUEM MATPUIIBI OIIMOOK, HA OCHOBE KOTOPOIl BBIYUCIISUIUCH
obmas Tounocts (Overall Accuracy) u koaddumuent Kamnrma, naromme 00beKTUBHYIO OIEHKY
COTJIACOBAaHHOCTH  KJacCU(PHUKAMU C HMCTHUHHBIMM 3HaueHusiMu. [{ns  Bu3yaiabHOTO
MpEeJICTaBICHUSI PE3YJIbTATOB ObLIM BBIBEJACHBI TEMAaTHUYECKHE KIACCU(PUKALMOHHBIE KapThl 1JIs
KOKIOTO  aJlfOPUTMA, YTO  JOMOJHWIO  KOJMYECTBEHHbIE  IIOKA3aTeld  BU3yalbHO
BOCIIpUHUMaeMoi qudpepeHImanuy KJIacCoB 36MHOTO ITOKPOBA. s obocHOBaHUSA
BbIOOpA MPU3HAKOBOIO NMPOCTPAHCTBA ObUI MPOBEACH AHANU3 CIEKTPAIbHBIX XapaKTEPUCTUK
BBIOpaHHBIX KJIaccoB. Mcmosb3oBaHue MATH KaHaoB Sentinel-2 B codyeTaHUU C HUHJEKCAMHU
NDVI u NDBI no3sonuiio copMUpoBaTh YHUKAJIbHBIE CIEKTpalbHbIE 00pa3bl ISl KaXKIOu
KaTeropuu 3eMHoro nokpona (Puc. 1).
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CnekTpanbHble npodunu knaccos (ActaHa 2025)
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Puc. 1 — CnexrpanbHble TPO( I KIIACCOB 36MHOTO MOKPOBA ACTaHbI IO KaHAJIaM

Sentinel-2

Ananu3 nmpoduiiel moka3bpIBaeT, 4To Kiacc «PacTUTenbHOCTY) UMEET XapaKTePHBIA MUK
oTpakeHus B OnmxHeM HHppakpacHoM auamnasone (B8), B To Bpems kak «Boma» qeMoHcTpHupyeT
MUHHUMAJIbHOE OTPaK€HUE BO BCEX KaHalax, Kpome BUauMoro cuHero (B2). CnekrpanbHbie
KpuBble KiaccoB «l'opoxackas 3acTpoiika» U «OTKphITasl MOYBa» MUMEKT CXO0XKYH JTHHAMUKY,
oHaKo ucnoJibzoBanue nHaekca NDBI u kanana B11 nmo3Bonuio ycuinTh ux pa3ieauMocCTh B

nporecce 00yUeHHsI MOJICIICH.

Pe3yabTaThl u 00cy:KaeHHe. B pe3ynbraTe mpoBeAEHHON KiTaccu(DUKAIMKA CITy THUKOBBIX
JTaHHBIX OBUIM TOJIYYCHBI TEMATHYECKHE KapThl 3€MJICTIONB30BAaHUS W 3EMHOTO IOKPOBa C
ucnoas3oBanueM anroputMoB Random Forest (RF) m Support Vector Machine (SVM). B
Ka4yeCTBE ITAJOHA /IS BU3yaJbHOTO CPAaBHEHUS MCIIOIb30BAJICS HCXOIHBIH CHUMOK Sentinel-2 B

HaTypanbHbIX BeTax RGB (Puc. 2).

Puc. 2 — CnyTHUKOBBIH €

p v 8/s 3, ; . ipyleaflet | © OpenStreetiMap contributors, Google Earth Engine
HUMOK Sentinel-2 (Actana, eto 2025 r.) B HaTypaJbHBIX
nBerax (B4/B3/B2)

Pe3synbTaThl Kaccuukauy NpeACcTaBlIeHbl HA pUCYHKaX 3 U 4.
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Puc. 4 — Kapra knaccudukaimm 3eMHOTO MMOKpoBa I'. AcTtana 1o anroputmy SVM

O6a MeTo/1a MPOIEMOHCTPUPOBAIIH CTOCOOHOCTH KOPPEKTHO BBIJEISITH OCHOBHBIE KIIACCHI
MOBEPXHOCTH, COOTBETCTBYIOIIME OOYydYaloOUIMM TOJMIOHAM, OJHAKO BHU3YaJbHBIH |
KOJINYECTBEHHBI aHAU3 IMOKa3al pa3jnyus B KaueCcTBE MPOCTPAHCTBEHHOW AeTanu3alud U
ycroiunBocTH  Kiaccudukamuu. Kapra, mnoctpoenHas Ha ocHoBe Random Forest,
XapakTepusyercs 0ojee OJHOPOIHBIMU M HENPEPHIBHBIMU KOHTYpaMH KJIacCOB, OCOOCHHO B
MO3aMYHBIX 30HAX C YEPEJOBAHHUEM PACTUTEIHHOCTH, 3aCTPOCHHBIX TEPPUTOPHI M OTKPBITHIX
nouB (puc.3). B To ke Bpems kiaccupukanus SVM nposiBiaseT 00IbIIyI0 YyBCTBUTEIBHOCTD K
JIOKAJIbHBIM CIIEKTPaIbHBIM BapHalUsSIM, YTO IPUBOIUT K (PparMeHTALUN KIIACCOB U MOSIBICHUIO
MEJIKOMACIITAOHBIX «IIIYMOB)» Ha TpaHUIaX 0OBEKTOB (pUC. 4).

CpaBHeHHE ¢ BEKTOPHBIMHU 3TAJOHHBIMH TOJMTOHAMM IOKAa3ajo, 4To Mojenb Random
Forest Oonee ycToitunBo 0000111a€T MPOCTPAHCTBEHHBIE 3aKOHOMEPHOCTH U JIy4YIlle COXPAHSET
dbopMy KpyHHBIX OJHOPOAHBIX Y4YacTKOB, Torga kak SVM TouHee pearupyer Ha TOHKHE
CHEKTPaJbHBIC Pa3JMuus, HO TMPU 3TOM CKJIOHEH K MEepeoO0ydyeHHI0 B 30HaX C BBICOKOU
BHYTPHKJIACCOBOM BapUATUBHOCTHIO. DTO OCOOEHHO 3aMETHO B MEPEXOAHBIX JaHamadrax, rae
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CIIEKTPAJIbHBIE XapPaKTEPUCTUKH PA3JIMYHBIX THUIIOB IOBEPXHOCTH IEpPEKpbIBalOTCSI. B Takmx
obnactax RF ¢opmupyer criakeHHbIe, JOTHUECKU COTJIACOBAaHHBIE KOHTYPHI, Torna Kak SVM
pas3fenseT NpoCTPAHCTBO Ha METIKKE Pa3pO3HEHHbIE (DPArMEHTBI, YTO YCIOKHIET MOCIEAYIOITYIO
MHTEpHpeTannio KapT. i1 OObEKTUBHON CPAaBHUTEIBHOM OLIEHKM ObLIa pacCUMTaHa MaTpula
OIIMOOK Ha HE3aBUCUMOM TeCTOBOM BhIOOpKE. CBOJHBIC KOJIMUYECTBEHHbBIE OKA3aTEIU TOYHOCTH
MIpUBECHBI B TAOIMIIE 2.

Taﬁ.lmua 2 — CpaBHI/lTeJILHbIe nmorKa3aTejii TOYHOCTH KJIaCCI/I(l)I/IKa]_[I/II/I

Anroputm Overall Accuracy Ko>dpuument
KJIacCH(PUKALMHU (O01masi TOYHOCTB) Kanna (Kappa)
Random Forest (RF) 95.05% 0.934
Support Vector 93.26% 0.910
Machine (SVM)

CornacHo MOJy4YeHHBIM JTaHHBIM, anroput™ Random Forest mokazan mpeBOCX0ICTBO 1O
BceM MeTpukaMm. Oo6mas TodyHocTh 95.05% CBUIETENBCTBYET O BBICOKOM HAIEKHOCTH
aHcaMOJieBOro MeroJa IMpu pabdoTe C TeTEePOreHHbIMH TOpPOJACKMMHU JIaHImAa(TaMu.
Koaddurment Karrma Boite 0.9 moarBepxaaeT OTINYHYIO COTIIACOBAHHOCTD KJIACCU(PUKALIUU C
peatbHBIMU JTAHHBIMHU.

bonee neranpHbINl aHamu3 OMIMOOK (puC. 5) MO3BOJSET BHIABUTH CUJIbHBIC U CiaOble
CTOPOHBI MOJENEH.

MaTpuua owwnbok: Random Forest
14 0 - 300

Bona

- 250

3acTpoiika -
- 200

- 150

WCTUHHBIE Knaccol

PacTUTEeNbHOCTb - 1

- 100

OTKpbITas No4ea - 0 -0

1 1 1
Bopa 3acTpoiika PacTuTenbHocTe OTKpbITaA noyvsa
MNpenckasaHHble Knaccobl

Puc. 5 — TenoBast kapTa MaTpuiibl omuOok kiaccudpukaropa Random Forest

Kak BugHo u3 matpuupbl, kiacc «Boga» pacno3Haercs MpakTUYeCKd O€301IMO0YHO
Oylaroapsi yHUKaJIbHO HH3KOMY oTpakeHuto B HK-mmamazone. OCHOBHBIE MOTPEUIHOCTU
kiaccudukanuu (okoso 5%) cocpeaoToUeHbl Ha IPaHUIIE KJIAcCOB «3acTpoiikay u « OTKpbITas
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MOYBa». JTO OOBSACHAETCA TEM, UYTO CHEKTPAIbHBIE XAPAKTEPUCTUKH CTPOUTEIIBHOIO OETOHA,
JOPOKHBIX MOKPBITUI U CYyXOW MOYBBI B YCIOBUSX 3aCYLUIMBOTO JieTa ACTaHbl UMEIOT BBICOKYO
CTETIeHb MEPEKPHITHUS, YTO MOATBEPIKIACTCS CIEKTPATBHBIMU MTPOoduisiMu (cM. puc. 1).

Ba)kHocTb npu3HakoB (Random Forest)

B3 A

NDVI

B2

B11 A

B8

NDBI -

T T T T T T
0 50 100 150 200 250 300
Gini Importance

Puc. 6 — OneHka Ba)XHOCTH NMPU3HAKOB MO KpUTEPUIO [ KuHN

Amnanu3 BaxkHoctu npusHakoB (Variable Importance) nmokasan, 4to HanboJsiee 3HaYUMBIMU
npeaukropamu ctanu unaekc NDVI u cnektpanbshbiii kaHan B3. Beicokoe nosoxxenne NDVI B
PEUTHUHIe Ba)XKHOCTU MOAYEPKUBAECT €ro POJib KaK KIYEBOTO MHAMKATOpPA NPHU BbIJICICHUH
pacturenbHocTH. MHAeKe NDBI, X0TS 1 1oka3ain MeHBIINH yIeIbHBIA BEC, BHEC HEOOXOTMMBII
BKJIaJl B OTJ/EJICHUE HCKYCCTBEHHBIX TMOKPBHITUNA OT €CTECTBEHHBIX IMOYBEHHBIX OOHAKEHUHU.

Paznuuust B mpocTpaHCTBEHHOM Jeranu3anuu Mexay kapramu RF u SVM (puc. 3 u 4)
00yCJIOBIIEHBI apXUTEeKTypoil anroputMoB. Random Forest, 3a cueT ycpenHeHus pe3ysibTaToB
MHOKECTBa JIEPEBHEB, JIEMOHCTPUPYET 3PGHEKT €CTECTBEHHOrO «CIIIAKUBAHUSD), (POPMUPYS
JIOTUYECKH CBA3HBIE apealibl (HalpuMep, CIUIONIHbIE KBapTalibl 3acTpoiikn). B To xe Bpemst SVM
0o0Jiee CKIIOHEH K «COJIEBOMY IIyMy» ((parMeHTaIuu), olmo0YHO KiIacCUDUIIMPYS OTACIbHbBIC
TEHH WIM MeJKHEe OOBEKThl KaK WHbIE KJIacChl. Takum oOpa3oM, HJis 1eJIE perrnoHaJIbHOIO
MJITAHUPOBAHMS U TPaIOCTPOUTENILHOTO MoHUTOpUHTa B cpenie Google Earth Engine nanbonee
3¢ (PEeKTUBHBIM HHCTPYMEHTOM siBIsieTcsa Mozesb Random Forest.

Jlnst mornmanust pusuku mporecca 00ydeHus: ObUT MPOAHAIM3UPOBAH BKJIAJ KaXKIOTO
BXOJHOTO NpPHU3HAKA B MOCTPOEHUE pemaroimux aepeBbeB (puc. 6). IlogBoas uror aHamuzy
pe3yIbTaTOB, MOKHO KOHCTaTHpPOBATh, YTO BbICOKasA 3(P(HEKTHUBHOCTH Kiaccudukanuu Oblia
JOCTUTHYTa HE TOJBKO 3a CYET BHIOOpA aJrOPUTMOB MAIIMHHOTO OOy4Y€HHUs, HO W Oiaromaps
THIATEIBbHOMY TOJ00pY MNpPU3HAKOBOro mpoctpaHcTBa. CoderaHwe NATH 0a30BbIX KaHAJIOB
Sentinel-2 ¢ BereranMoHHbIMU U ypOanuctuueckumu unaekcamu (NDVI, NDBI) no3sonmio
MUHUMH3UPOBATh 3P(DHEKT CIIEKTpaIbHOTO HaloxeHus (spectral overlap) Mmexny ectecTBEeHHBIMU
U aHTPOIIOT€HHBIMU MOBEPXHOCTIMHU. HecMoTpst Ha TO, 4TO 00a MPOTECTUPOBAHHBIX AJTOPUTMA
(RF u SVM) noxkasanu pe3ynbTarhl, NpeBbIIIAIONIME TOpOT HajgexHocTH B 90% nnst oOuei
TOYHOCTH, UMEHHO aHcamOieBbli MeTox Random Forest oOecreums onTUMalbHBIN OallaHC
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MEXAY CTaTUCTUYECKOM JOCTOBEPHOCTHIO M BU3YAIBHOM YHUCTOTOM TEMATHYECKUX KapT.
Coznannbie Ha ocHOBe RF kapThl 3eMHOr0 mokpoBa AcTtaHbl Ha JieTo 2025 roga npeacTaBisioT
co0o¥t HaIe)KHYI0 HHPOPMAITMOHHYTO 0a3y IS MOCIEIYIONIET0 aHaIN3a JUHAMUKH TOPOIACKOTO
paclIMpPeHUs W OLIEHKU JKOJOTMYECKOTO COCTOSIHHSI CTOJIMYHOM arjioMepanuu B YCIOBHUSX
WHTEHCUBHOHN ypOaHMU3aIIUH.

3akiaovyenne. B pamkax AaHHOro wuccieqoBaHusl ObUIO TPOBEACHO CPABHUTEIBHOE
uzyuenue s¢pdextuBHocTr anroputMoB Random Forest m Support Vector Machine mis
KJIacCU(UKALMU 36MHOTO TTOKpOBa ropoja ACTaHbl HA OCHOBE MYJbTUCHEKTPAIbHBIX JAaHHBIX
Sentinel-2. IlomyuyeHHBIE pe3yJbTaThl MPOJAEMOHCTPUPOBAIN BBICOKYIO HAJEKHOCTH OOOHMX
METOJIOB, 0JHaK0 Mojenb Random Forest mokasana kauecTBEHHOE MPEBOCXOJICTBO, JOCTUTHYB
obmeit Tounoctu 95.05% npu kosrpdunnente Kanma 0.934. Ycenex knaccuduxanuu ObUT BO
MHOT'OM OOecredeH HHTerpanueil cnekrpanbHbix nHaekcoB NDVI u NDBI, kotopsle, corinacHo
aHaJIM3y BAXXHOCTH IPU3HAKOB N0 KpUTEpUIO J)KWMHU, CBHITpaIM KIKOYEBYH pOJb B
I epeHInalul pacTUTENIbHOCTH U MCKYCCTBEHHBIX MOKPBITUN. V3yueHue creKTpanbHbIX
npoduneil Mmo3BoAMSIO  (PU3MUECKHM O00OCHOBaTh Pa3EIMMOCTh BBIOPAaHHBIX  KJIACCOB,
MUHUMU3UPYS OLIMOKHU B 30HaX CHEKTPAILHOTO MEPEKPHITHS 3aCTPOUKH U OTKPBITHIX MOYB. B TO
BpeMsl Kak anroput™ SVM HpoaeMOHCTpUpPOBal CKJIOHHOCTh K (parMeHTanuu OOBEKTOB,
aHcambOneBas npupoaa Random Forest o0ecnieunsia BEICOKYIO IPOCTPAHCTBEHHYIO CBA3HOCTD U
YCTOMYMBOCTH K CHEKTpajgbHOMY 1IyMy. Takum obpazom, pazpaboTtanublii B cpeae Google Earth
Engine mnoaxox mnoATBepAWS CBOKWO 3(PPEKTUBHOCTH [JIsi ONEPATUBHOIO MOHUTOPHUHIA
JUHAMUYHO pa3BUBAIOMIMXCA Tropoiackux JaHamadToB IlenTpanbHoro Kazaxcrana, a
JanbHENIINEe TEPCHEKTUBBl MCCIECIOBAaHUS CBSA3aHbl C BHEAPEHHWEM METOJIOB TIyOOKOro
0Oy4eHHs M aHAJIU30M BPEMEHHBIX PSJIOB ISl MOBBILIEHUS ACTAIM3AI[MN TEMAaTHYECKUX KapT.
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MODELING AND QUANTITATIVE EVALUATION OF CYBER-RESILIENCE IN
UAV CONTROL SYSTEMS UNDER MALICIOUS SOFTWARE INFLUENCE

Abstract: Cyber threats that target communication channels, navigation subsystems, and
onboard software, such as replay attacks, GPS spoofing, denial-of-service disruptions, and
firmware exploitation, can have a direct impact on flight stability and mission safety for
Unmanned Aerial Vehicle (UAV) control systems. The quantitative assessment of system
behavior under active harmful influence is still not well codified, despite the fact that the majority
of current research focuses on vulnerability detection and defensive responses. By depicting the
UAYV as a nonlinear dynamic system that is sensitive to adversarial inputs, this research suggests
a control-theoretic framework for simulating the cyber-resilience of UAV control systems under
software-induced disturbances. Measurable metrics, such as maximum trajectory deviation and a
normalized resilience coefficient that represents the percentage of safe operating time during an
assault, are used to operationalize cyber-resilience. The suggested method turns cyber-resilience
from a theoretical security goal into a dynamic system attribute that can be experimentally
verified and used for simulation-based evaluation and cross-attack scenario comparison.

Keywords: UAV security, cyber-resilience, control systems, malicious software,
trajectory deviation, resilience coefficient, nonlinear dynamic systems, replay attacks, GPS
spoofing, denial-of-service attacks, simulation-based evaluation, resilient control.

Introduction. Unmanned Aerial Vehicles (UAVs) are extensively used in emergency
response, logistics, surveillance, infrastructure monitoring, and environmental evaluation.
Operational safety in such mission-critical applications is directly determined by the UAV control
system's stability and integrity. However, UAV platforms continue to be extremely vulnerable to
cyber threats because of their reliance on satellite navigation, wireless communication links, and
embedded software. UAV systems are susceptible to attacks that target communication channels,
navigation inputs, firmware, and onboard control logic, according to thorough security
evaluations [1-3,6,12,13].

Feedback loops can become unstable as a result of replay attacks, which can alter control
commands without being noticed right away [5]. False positional data is introduced via GPS
spoofing, which gradually modifies trajectory estimation and may cause mission deviation or loss
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of control [7-9]. Denial-of-service (DoS) attacks might jeopardize closed-loop stability by
introducing control latency and deteriorating communication quality [10,11]. Additional
experimental research demonstrates that a large number of commercial UAV platforms are
devoid of reliable anomaly detection systems, secure firmware validation, or strong
authentication [6,12]. These weaknesses show that compromise is technically possible rather than
just speculative.

The creation of countermeasures, attack classification, and vulnerability identification are
the main topics of the literature now in publication [1—4]. Risk-based methods calculate the
impact and probability of possible risks [4], and experimental studies confirm exploitability
[6,12]. However, comprehensive quantitative assessment of UAV behavior during active cyber
compromise has received little attention. The capacity of the control system to retain constrained
performance under malicious influence becomes a crucial design need because total attack
protection cannot be guaranteed in real-world adversarial conditions.

The NIST Cybersecurity Framework 2.0 [14] and NIST SP 800-160 [15] both incorporate
the idea of cyber-resilience, which stresses continued operational capability in the face of system
failure. Resilience-oriented engineering assesses how systems withstand disruptions, maintain
critical functionality, and recover from compromise, in contrast to typical cybersecurity models
that focus on prevention. This necessitates a dynamic interpretation based on control theory for
UAV control systems: stability margins, duration of hazardous operation, and observable
trajectory deviation must all be used to indicate resilience.

In order to model and quantitatively assess cyber-resilience in UAV control systems under
the effect of malicious software, this research suggests a condensed control-theoretic framework.
The study offers a systematic approach for converting cyber-resilience into a verifiable system
property appropriate for simulation-based validation and comparative analysis across attack
scenarios by presenting the UAV as a nonlinear dynamic system subject to adversarial
disturbance and introducing quantifiable performance indicators.

1. Control-Theoretic Representation of UAV Under Malicious Influence

According to security studies, UAV systems are vulnerable to a variety of cyberattacks,
such as software exploitation that targets onboard firmware or communication protocols [1-3,6],
replay assaults [5], GPS spoofing [7-9], and denial-of-service (DoS) disruptions [10,11]. From a
systems perspective, these attacks have the same impact, despite their different technical
implementations: they induce deviations in the closed-loop control process by tampering with
control commands, sensor measurements, or communication time. For resilience analysis, a
unified control-theoretic framework is hence ideal.

Under nominal conditions, UAV motion can be represented as a nonlinear state-space
system:

x(t) = f(x(®), u(®))

where x(t) € R™denotes the state vector containing position, velocity, angular rates, and
orientation variables, and u(t) € R™represents control inputs generated by the flight controller.
The nonlinear function f(-)captures aecrodynamic forces, inertial coupling, actuator dynamics,
and feedback control laws. In standard operation, the controller is designed to ensure trajectory
tracking with respect to a reference signal x... ¢ (t), maintaining bounded tracking error and stable

closed-loop dynamics.
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When malicious software influence is present, the system dynamics become perturbed by

an adversarial disturbance term:

x(t) = f(x(t), u(®)) +d(t)

where d(t)represents injected perturbations resulting from compromised communication
packets, falsified navigation signals, or altered control logic. This formulation makes it possible
to interpret diverse cyberattacks using a single disturbance-based paradigm. For instance, replay
attacks introduce valid but out-of-date commands into the feedback loop [5], DoS attacks
deteriorate communication quality, thereby altering the timing and consistency of control signals
[10,11], and GPS spoofing introduces inaccurate position estimates that indirectly affect control
actions [7-9]. The dynamic impact of malevolent influence on the evolution of the system is
always captured by the disturbance term.

To evaluate degradation caused by the disturbance, let x,, (t)denote the nominal trajectory
in the absence of attack and x, (t)denote the trajectory under malicious influence. The trajectory
deviation is defined as:

e(t) = xq(t) — xn(t)

The evolution of e(t)reflects how strongly the attack perturbs system behavior. Cyber-resilience,
within this formalization, is interpreted as the ability of the closed-loop control system to maintain
bounded deviation || e(t) llover a mission interval and to prevent divergence beyond safety limits
despite the presence of adversarial disturbance d(t). If the control architecture possesses
sufficient robustness and disturbance attenuation capability, trajectory deviation remains
constrained and mission objectives are preserved. Otherwise, uncontrolled growth of e(t)may
lead to instability, violation of operational boundaries, or complete mission failure.

By explicitly connecting cyberattack techniques to quantifiable dynamic system behavior
and facilitating objective comparison across many hostile circumstances, this control-theoretic
representation provides a mathematically sound basis for quantitative resilience evaluation.

From a theoretical perspective, boundedness of trajectory deviation can be formally
established under standard nonlinear stability assumptions. In particular, if the closed-loop UAV
system possesses input-to-state stability (ISS) properties and the adversarial disturbance d(t)is
bounded, then the deviation between nominal and attacked trajectories remains bounded over the
mission interval. Formally, there exist a class KL function £(-,-)and a class K function y (-)such
that

I e(e) 1< B0 e(0) 1,6) + (sup 1 d@) 1),

T<t
where e(t) = x,(t) — x,,(t)denotes the trajectory deviation. This inequality shows that the
magnitude of deviation is directly bounded by the disturbance intensity and initial error.
Consequently, cyber-resilience can be interpreted as the capability of the control architecture to
attenuate adversarial disturbances in accordance with ISS principles, ensuring that malicious
influence does not lead to unbounded error growth within the operational time horizon.

The overall disturbance-based cyber-resilience architecture is illustrated in Fig. 1. The
reference trajectory x,..r(t)is processed by the controller to generate control inputs u(t)for the
nonlinear UAV dynamics. The system operates in a closed-loop configuration, where the attacked
state x,(t)is fed back to the controller to ensure trajectory tracking and stability. Adversarial
disturbance d(t), representing malicious software influence, is injected directly into the UAV
dynamics, affecting state evolution. The resulting trajectory is subsequently evaluated using
quantitative resilience metrics, including maximum deviation D,,,,and resilience coefficient R,..
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This structural representation formally connects disturbance modeling, closed-loop dynamics,
and resilience evaluation within a unified analytical framework.

Reference Trajectory
x_ref(t)

!
Controller
u(t)

1
UAV Dynamies
X = f(x,u) + d(t)
l
Attacked Trajectory
x_a(t)

!

Resilience Metrics

x_a(t)

D max , R_c

Disturbance Model
d(t)

Figure 1. Disturbance-based closed-loop modeling framework for quantitative evaluation
of cyber-resilience in UAV control systems

2. Quantitative Indicators of Cyber-Resilience

Through quantifiable dynamic performance indicators, cyber-resilience can be articulated
through a control-theoretic depiction of malevolent impact. Resilience can be measured by
trajectory deviation and the maintenance of safe operating behavior over time, rather than being
seen as an ethereal qualitative attribute. A brief but adequate foundation for an unbiased
assessment is offered by the following signs.

The primary metric is the maximum deviation between the nominal trajectory x,(t)and
the trajectory under attack x, (t):

Dpox = trg[%?%] Il x,(t) — x, () l

This quantity represents the worst-case trajectory divergence during the mission interval [0/ T].
It characterizes the absorption capability of the control architecture, i.e., the ability of the closed-
loop system to limit the impact of adversarial disturbance.

This statistic is affected differently by different kinds of attacks. The estimated position
drift caused by GPS spoofing is usually modest but cumulative, resulting in a constantly growing
variance [7-9]. Once control inconsistency builds up, replay attacks can cause rapid divergence
after initially going undetected [5]. DoS attacks cause communication delays, which can lead to
oscillatory instability and worse feedback performance, which can increase deviation [10,11].

A smaller value of D,,,,indicates stronger robustness of the control system against
malicious perturbations.

While maximum deviation captures peak degradation, resilience must also reflect
preservation of safe operation over time. For this purpose, an integrated resilience coefficient is
introduced:

R = T — Tunsafe

¢ T
where Tdenotes total mission duration and Typgqrerepresents the cumulative time during which
system state violates predefined safety constraints (e.g., excessive position error, unstable attitude
angles, or loss of controllability).
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The coefficient satisfies:
0<R.<1
If R, = 1, the UAV maintains safe operation throughout the mission despite disturbance. As
R, — 0, the system spends most of the mission in unsafe conditions, indicating severe
degradation or mission failure.

Unlike purely peak-based indicators, R.captures temporal stability preservation and
integrates detection, response, and recovery characteristics into a single normalized measure.
While keeping a strictly quantitative dynamic interpretation, this formulation reflects the detect—
respond-recover structure of the NIST Cybersecurity Framework 2.0 [14] and is consistent with
resilience engineering principles as outlined in NIST SP 800-160 [15].

Together, D,,,and R provide complementary insight: the first measures amplitude of
disturbance impact, and the second measures duration of safe operational preservation. In
combination, they form a minimal yet sufficient metric set for quantitative evaluation of UAV
cyber-resilience under malicious software influence.

The magnitude of trajectory deviation is directly influenced by disturbance intensity. Let

6= sup lId()I

te[o,T]
denote the upper bound of adversarial disturbance over the mission interval. The maximum
deviation can then be interpreted as a function of disturbance magnitude,
Diax = F (),

where the functional dependence reflects the nonlinear sensitivity of the closed-loop dynamics.
For sufficiently small values of §, the deviation growth is typically proportional to disturbance
intensity, and the system behaves in a locally linear robustness regime. However, as §approaches
a critical threshold determined by system stability margins, nonlinear effects become dominant
and deviation may increase rapidly. Beyond this threshold, the closed-loop system may
experience significant degradation of stability properties, resulting in sharp growth of D,,,,and
corresponding decline of the resilience coefficient R,.

This sensitivity relationship demonstrates that resilience is not merely a static metric but a
dynamic property governed by disturbance magnitude and inherent stability characteristics of the
UAV control architecture.

3. Simulation-Based Evaluation

Physical UAV platforms cannot be directly compromised for experiments due to safety,
financial, and regulatory limitations. Furthermore, deliberate implementation of denial-of-service
assaults, replay attacks, or GPS spoofing on actual airborne equipment may result in intolerable
operational dangers. Consequently, in accordance with experimental vulnerability approaches
documented in UAV security research, quantitative resilience assessment is best carried out in
controlled simulation scenarios [12].

The simulation-based evaluation framework is constructed to reproduce nominal flight
dynamics and systematically introduce adversarial disturbances. First, a reference mission
trajectory X,.r(t)is defined, representing the desired flight path under normal operating
conditions. Using the nominal dynamic model, the corresponding trajectory x, (t)is obtained in
the absence of disturbance.

Next, a disturbance signal d(t)is injected into the system model to emulate a specific attack
class. The structure of d(t)depends on the scenario under consideration: gradual bias for GPS
spoofing [7-9], packet-based perturbations for replay attacks [5], or delay-induced destabilizing
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signals for DoS effects [10,11]. The attacked trajectory x,(t)is then computed under identical
initial conditions.

Resilience evaluation proceeds through computation of the maximum trajectory deviation
Dynaxand measurement of unsafe operational duration. Safety constraints are defined according
to mission-specific tolerances, such as admissible position error or bounded attitude angles. The
resilience coefficient R.is subsequently calculated to quantify the proportion of mission time
during which the UAV remains within acceptable operational bounds.

Comparative resilience analysis can be carried out by repeating this process across various
disturbance patterns and intensity levels. This makes it possible to evaluate objectively how
different attack types and intensities affect safety preservation and dynamic behavior.

Reproducibility, parameter control, and consistent benchmarking across a variety of
adversarial circumstances are guaranteed by the simulation-based system. Above all, it turns
cyber-resilience from a qualitative design goal into a quantifiable system attribute based on
dynamic system reaction to controlled malevolent interference.

A typical simulation scenario was carried out under various disturbance intensities
corresponding to GPS spoofing, replay attacks, and denial-of-service circumstances in order to
demonstrate the applicability of the suggested framework. Depending on the size and shape of
the disturbance, the resulting resilience measurements show different patterns of degradation.
Table 1 illustrates how the maximum trajectory deviation grows nonlinearly with increasing
disturbance intensity, while the resilience coefficient decreases in tandem.

Attack Type | Disturbance Level | D, | R.
GPS Spoofing Low 0.8m | 0.93
GPS Spoofing High 32m | 0.71
Replay Attack Moderate 45m | 0.62
DoS Attack Severe 6.1m | 0.48

Table 1. Comparative resilience metrics under representative attack scenarios

The results confirm that replay and severe DoS conditions produce more abrupt deviation
growth compared to gradual GPS spoofing bias. Furthermore, the decline in R, reflects reduced
safe operational time as disturbance magnitude increases, consistent with the disturbance
sensitivity relationship discussed previously. These findings demonstrate the capability of the
proposed framework to differentiate resilience characteristics across heterogeneous adversarial
scenarios.

4. Discussion and Limitations

The suggested framework offers a mathematically sound method for evaluating cyber-
resilience based on disturbances; nonetheless, the modeling formulation is predicated on a
number of assumptions. Initially, the analysis is predicated on precise state estimation and
flawless system state availability for calculating deviations. There is no explicit modeling of
measurement noise or estimating errors. Second, the dynamic equations do not account for
actuator saturation or the physical constraints of propulsion systems. Third, stochastic
disturbances are not considered; the adversarial input d(t)is treated as a deterministic bounded
perturbation.

127



«Central Asian Scientific Journal» Ne1 (29) — AHeaps — Mapm 2026

A number of limitations must also be noted. Diverse cyberattack techniques are abstracted
into a single additive perturbation term using the disturbance representation. The intricate timing
structures and protocol-level aspects of actual communication assaults are not captured by this
abstraction, despite the fact that it allows for unified modeling and analytical tractability.
Moreover, learning-based or adaptive control techniques that could dynamically compensate for
observed disruptions are not included in the framework. Since inter-vehicle communication
creates extra resilience issues in multi-agent swarm coordination, the current analysis is restricted
to single-UAYV closed-loop dynamics.

In terms of applicability, the suggested method works well for resilience-focused analysis
of individual UAV missions that are subject to little adversary effect. For comparing control
structures and disturbance tolerance capabilities, it offers an organized foundation. Potential
avenues for further research include extension to multi-UAV cooperative systems, stochastic
attack models, and adaptive resilience mechanisms.

Conclusion

In order to model and quantitatively assess cyber-resilience in UAV control systems under
the effect of malicious software, this study created a mathematically based framework. The
suggested method focuses on dynamic system behavior during active compromise, in contrast to
typical security assessments that mainly prioritize vulnerability identification and threat
classification [1-4]. A unifying control-theoretic framework was constructed by expressing
diverse cyberattacks, such as replay attacks [5], GPS spoofing [7-9], and denial-of-service
disruptions [10,11], as adversarial disturbances inside nonlinear state-space dynamics. Cyber
threats can now be consistently interpreted in terms of trajectory variation, stability degradation,
and safety violation thanks to this abstraction.

Instead of being a simply conceptual goal, cyber-resilience was codified as a measurable
dynamic quality. A normalized resilience coefficient, which represents the percentage of mission
duration that the UAV stays within predetermined safety constraints, and maximum trajectory
deviation, which captures the amplitude of disturbance-induced degradation, were introduced as
complementary quantitative measures. When combined, these indicators offer a minimally
analytically sound foundation for assessing operational continuity, stability preservation, and
absorption capability in hostile environments.

In line with experimental approaches in UAV security research, a structured simulation-
based evaluation framework was put out to allow for repeatable resilience assessment without
physical UAV compromise [12]. This method supports objective benchmarking and resilience-
oriented design by enabling systematic comparison across attack types, disturbance intensities,
and control systems.

Through the integration of resilience engineering concepts described in NIST SP 800-160
[15] and the NIST Cybersecurity Framework 2.0 [14] with nonlinear control modeling, the study
turns cyber-resilience from a high-level governance notion into a system feature that can be
verified empirically. For the future development of UAV control architectures that are resilient,
adaptable, and disturbance-tolerant while operating in hostile situations, the framework that has
been described offers a solid analytical basis.

List of references:
1. Yaacoub J.P., Noura H., Salman O., Chehab A. Security analysis of drones systems: Attacks,
limitations, and recommendations // Internet of Things. 2020. Vol. 11. 100218. DOI:
10.1016/.10t.2020.100218

128



«Central Asian Scientific Journal» Ne1 (29) — AHeaps — Mapm 2026

2. Chamola V., Kotesh P., Agarwal A., Gupta N., Guizani M. A Comprehensive Review of
Unmanned Aerial Vehicle Attacks and Neutralization Techniques // 4d Hoc Networks. 2021.
Vol. 111. 102324. DOI: 10.1016/j.adhoc.2020.102324

3. Mekdad Y., Aris A., Babun L., et al. A survey on security and privacy issues of UAVs //
Computer Networks. 2023. Vol. 224. 109626. DOI: 10.1016/j.comnet.2023.109626

4. Hartmann K., Steup C. The vulnerability of UAVs to cyber attacks—An approach to the risk
assessment // CYCON 2013. 2013. pp. 1-23.

5. Mo Y., Sinopoli B. Secure control against replay attacks // Allerton Conference. 2009. pp.
911-918.

6. Rodday N.M., Schmidt R.O., Pras A. Exploring security vulnerabilities of unmanned aerial
vehicles // IEEE/IFIP NOMS. 2016. pp. 993-994. DOI: 10.1109/NOMS.2016.7502939

7. Humphreys T.E. Statement on the Vulnerability of Civil Unmanned Aerial Vehicles and other
Systems to Civil GPS Spoofing. 2012.

8. Khan S.Z., Mohsin M., Igbal W. On GPS Spoofing of Aerial Platforms: A Review of Threats,
Challenges, Methodologies, and Future Research Directions // PeerJ Computer Science.2021.
Vol. 7. e507. DOI: 10.7717/peerj-cs.507

9. Altaweel A., Mukkath H., Kamel 1. GPS Spoofing Attacks in FANETs: A Systematic
Literature Review // I[EEE Access. 2023. Vol. 11. pp. 55233-55280. DOI:
10.1109/ACCESS.2023.327

10.Vasconcelos G., Carrijo G., Miani R., Souza J., Guizilini V. The Impact of DoS Attacks on
the AR.Drone 2.0 // LARS/SBR 2016. 2016. pp. 127-132. DOI: 10.1109/LARS-SBR.2016.28

11.Elkhider S.M., El-Ferik S., Saif A.W.A. Denial of service attack of QoS-based control of
multi-agent systems // Applied Sciences. 2022. Vol. 12(9). 4315. DOI: 10.3390/app12094315

12.Dey V., Pudi V., Chattopadhyay A., Elovici Y. Security vulnerabilities of unmanned aerial
vehicles and countermeasures: An experimental study // VLSID 2018. 2018. pp. 398—403.
DOI: 10.1109/VLSID.2018.000xx

13.Alhawi O.M., Mustafa M.A., Cordiro L.C. Finding Security Vulnerabilities in Unmanned
Aerial Vehicles Using Software Verification //  SloT 2019. 2019. DOL
10.1109/S10T48044.2019.9637109

14.National Institute of Standards and Technology. The NIST Cybersecurity Framework (CSF)
2.0 [Electronic resource]. Available at: nist.gov/cyberframework

15.National Institute of Standards and Technology. Developing Cyber-Resilient Systems: A
Systems Security Engineering Approach. NIST SP 800-160 Vol. 2 Rev.1. 2021. DOI:
10.6028/NIST.SP.800-160v2r1

129



«Central Asian Scientific Journal» Ne1 (29) — AHeaps — Mapm 2026

UDC 004.9
Sadykhanov Aben

Second-year Master's Student
Applied Data Analytics Program
Astana IT University

(Astana, Kazakhstan)

FORECASTING TAX REVENUES TO THE BUDGET OF KAZAKHSTAN USING
MACHINE LEARNING

Abstract: Accurate tax revenue forecasting is critical for government budget planning,
fiscal stability, and timely policy decisions, especially under seasonal patterns and structural
changes in regional administration. The novelty of this work is the application of hierarchical
time-series (HTS) forecasting and reconciliation to tax revenue prediction for Kazakhstan,
producing coherent forecasts simultaneously across budget-classification (tax-type) and
administrative-territorial (Republic—Region—District) hierarchies. The paper includes a focused
literature review covering classical statistical forecasting and recent HTS approaches in public-
finance applications. Using official monthly E-MinFin API data for 20162025, I preprocess
cumulative values into monthly increments and evaluate AutoETS and AutoARIMA with 12-
month test set, including Bottom-Up reconciliation.

Keywords: tax forecasting, hierarchical time series, Exponential Smoothing, ARIMA.

Introduction. Tax revenues are the primary source of income for Kazakhstan's national
budget, and their accurate forecasting plays a crucial role in the effective management of the
country's finances. However, traditional forecasting methods often fall short when faced with the
challenges of the modern economy, including macroeconomic instability, fluctuations in
commodity prices, and changes in tax policy. In this regard, the application of machine learning
(ML) methods emerges as a promising approach, enabling the analysis of large data volumes and
the identification of complex dependencies beyond the reach of traditional models.

In recent years, Kazakhstan has been actively implementing digital technologies in public
administration, including the tax system. While tax revenues account for a major portion of the
state budget, they are subject to considerable fluctuations due to economic crises, legislative
changes, and global factors. Despite growing interest in using machine learning for economic
analysis, its application in forecasting tax revenues in Kazakhstan remains underexplored. Most
existing studies focus on traditional econometric approaches, whereas ML methods may
demonstrate higher forecasting accuracy.

This study aims to develop a short-term tax revenue forecasting model for Kazakhstan
using machine learning techniques. The research hypothesis suggests that ML models, which
account for seasonality, cyclicality, trends, and country-specific economic factors, can provide
more accurate forecasts than traditional econometric methods.

The practical significance of this research lies in the potential application of the proposed
model to improve budget planning and the effectiveness of tax administration. Government
agencies could utilize the developed approach to enhance revenue forecasting, allowing for more
precise budgeting and reduced financial risks.
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Thus, this work presents a comprehensive study that integrates machine learning methods
and economic analysis to address the pressing issue of tax revenue forecasting. The study will
include a review of existing approaches, data collection and preprocessing, ML model
development and testing. The expected outcomes may contribute to advancing financial analytics
and improving the budgetary process in Kazakhstan.

Literature review. The literature review is organized into four thematic sections that
collectively establish the conceptual and methodological grounding for this research. The first
section, Hierarchical and Grouped Time Series Forecasting 1s included due to the structured,
multi-level nature of the dataset used in this research; this section examines advanced models and
methods of aggregation tailored for hierarchical and grouped data. The second section, Tax
Revenue Forecasting with ML, directly addresses the core subject of the study and includes a
detailed critique of recent academic works. The third section, Gaps in Literature and Relevance
to Kazakhstan, identifies the methodological and contextual limitations in existing research —
specifically, the underrepresentation of Kazakhstan's fiscal dynamics and institutional
characteristics in the global literature. This gap underscores the novelty and necessity of
developing localized ML models.

Hierarchical and Grouped Time Series Forecasting

Mancuso, Piccialli, and Sudoso [16] propose a novel machine learning framework for
hierarchical time series (HTS) forecasting that eliminates the need for post hoc reconciliation
techniques. Unlike traditional approaches that require forecast adjustments across hierarchical
levels to maintain consistency, their method — termed Neural Network Disaggregation (NND —
integrates hierarchical structure directly into the learning process. This enables the model to
produce coherent forecasts natively during training by using a custom loss function that penalizes
inconsistency between parent and child nodes.

The paper compares the performance of the NND model with classical forecasting methods
including ARIMA, ETS, NAR, and ARIMAX, as well as with widely used reconciliation-based
strategies such as Bottom-Up, several Top-Down variants (e.g., Proportional Historical
Average), and MinT (Minimum Trace reconciliation). The machine learning architecture used in
NND consists of convolutional neural networks (CNNs) combined with multilayer
perceptrons (MLPs), designed to capture both temporal patterns and hierarchical relationships.

The main contribution of this work lies in demonstrating that hierarchical coherence can
be achieved through a learning objective, rather than post-processing, thereby simplifying the
overall forecasting pipeline.

Karmy and Maldonado [2] present a research study that introduces a novel methodology
for hierarchical time series (HTS) forecasting using Support Vector Regression (SVR). Their
main contribution lies in extending traditional hierarchical forecasting strategies — bottom-up,
top-down, and middle-out — to the SVR framework, which allows for the modeling of nonlinear
relationships in structured time series data. This approach is particularly significant given the
limitations of conventional statistical methods like ARIMA and Holt-Winters in handling
nonlinearities and high-dimensional relationships, which are common in commercial forecasting
contexts.

Empirical results show that the SVR Bottom-Up (SVR-BU) approach performs best on
average across all datasets, outperforming both traditional statistical methods and SVR's own
top-down and middle-out variants. Specifically, SVR-BU achieved the lowest average rank
(2.99) across all datasets, closely followed by Holt-Winters BU (3.12). The results suggest that
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SVR can successfully capture nonlinear patterns in HTS data, particularly when data is
abundant at the bottom level. Interestingly, while the top-down and middle-out variants of SVR
performed well in some cases, they were generally inferior to bottom-up strategies, especially
when the proportion-based disaggregation led to information loss.

Wickramasuriya, Athanasopoulos, and Hyndman [17] present a rigorous research paper
that advances the methodology of hierarchical and grouped time series (HTS and GTS)
forecasting by proposing a novel reconciliation framework known as MinT — Minimum Trace
Forecast Reconciliation. While traditional hierarchical approaches rely on aggregation strategies
such as bottom-up or top-down methods, MinT offers a statistically optimal solution by directly
minimizing the total variance of reconciliation errors, subject to coherence constraints that
preserve the structure of the hierarchy.

The reconciliation problem is formalized as the following quadratic optimization task:

ming(§ — 9)'W=HF — 9) subject to S§ = P,y

where:

« ¥ is the vector of reconciled forecasts,

« ¥ is the vector of base (unreconciled) forecasts,

« S 1s the summation (or structure) matrix that maps bottom-level forecasts to all hierarchy
levels,

o Jagg Tepresents the aggregated forecasts, and

o W is the forecast error covariance matrix.

This formulation yields a closed-form solution that minimizes the trace of the forecast
error covariance matrix, ensuring that reconciliation not only preserves coherence but also
enhances forecast accuracy by optimally adjusting forecasts across all hierarchy levels.

The authors validate MinT through an extensive set of simulations and empirical tests.
Their synthetic experiments include both simple and deep hierarchies — up to five levels — with
varying structures and degrees of correlation, trend, seasonality, and noise. A particularly large
simulated hierarchy consists of 2,047 time series with time spans ranging from 60 to 300
observations. Forecasts are generated using both ARIMA and ETS models, then reconciled via
multiple methods.

This study establishes MinT as a mathematically principled and practically scalable
solution for reconciling hierarchical forecasts, making it highly relevant for domains such as
public sector finance and tax revenue prediction, where structural coherence is essential.

Tax Revenue Forecasting with ML

Lahiri and Yang [1] present a rigorous research paper aimed at improving the real-time
forecasting of tax revenues at the state level by leveraging mixed-frequency data and machine
learning techniques. The authors focus on the state of New York, which presents a particularly
complex case due to its high dependence on volatile income sources and its politically fragmented
budget-making process. The key innovation of this study lies in its integration of gradient
boosting algorithms with mixed-frequency (monthly and quarterly) macroeconomic indicators,
allowing for dynamic forecasting in the presence of structural shocks, notably the COVID-19
pandemic.

A variety of models are tested, including component-wise gradient boosting, LASSO,
sparse-group LASSO, and boosting with macroeconomic factors. These are evaluated against
traditional benchmark models, such as ADL-MIDAS and a random walk with drift. The mixed-
frequency boosting models are implemented using direct multi-step forecasting across 18
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monthly horizons, starting 6 months before and continuing 12 months into the fiscal year. This
approach allows for continual updating of forecasts as new data become available.

This work offers a major methodological advancement in public finance forecasting,
particularly in crisis-prone environments. Its design is both scalable and transparent, making it
applicable not only to other U.S. states but also to international contexts with balanced-budget
rules. The ability to incorporate real-time data and leading indicators allows policymakers to
revise fiscal plans responsively, avoiding large mid-year surprises. For the purposes of
forecasting tax revenues in other regions, this paper demonstrates a viable and adaptable
blueprint using modern machine learning with economic intuition.

Serikova et al. [4] present an applied research study focused on forecasting tax revenues
for the state budget of Kazakhstan using macroeconomic indicators. The work emphasizes the
importance of integrating tax forecasting with national strategic planning and state tax audit
frameworks, arguing that tax revenue estimation is a foundational tool for evaluating fiscal
discipline, transparency, and efficiency in countries with emerging economies.

The primary goal of the paper is to develop simple yet informative forecasting models
that link major categories of tax revenue to relevant macroeconomic factors using correlation-
regression analysis. The authors construct distinct models for three primary sources of tax
revenue in Kazakhstan: (1) internal taxes on goods, works, and services; (2) income tax; and (3)
taxes on international trade and external transactions.

While the models are intentionally simple, the paper emphasizes their practical utility in
policy settings, particularly for use by Kazakhstan's Ministry of Finance and regional
administrations. The scenario-based forecasts provide flexibility for planning under uncertainty,
and the methodology can be scaled or adapted to other categories of tax or regional datasets.

Although the approach is limited to linear regression and does not explore modern
forecasting algorithms, it represents a practical example of tax forecasting in a transitional
economy, with clear implications for fiscal transparency, audit readiness, and interdepartmental
coordination.

Khorasani Buxton, Kriz, Cremeens, and Jay [ 18] present a well-defined research study that
applies deep learning to the forecasting of sales tax receipts for the state of Illinois. The paper’s
primary contribution lies in its development of a global neural network architecture that forecasts
tax revenues across ten distinct retail categories, effectively addressing the challenge of data
scarcity within each individual series. The study proposes a novel embedding-based approach to
encode tax category identifiers within a shared model, avoiding the inefficiencies of training a
separate model per series.

To address this limitation, the authors employ a global training strategy that combines all
categories into a unified model while distinguishing them through a categorical embedding
layer. This enables the model to learn both shared dynamics and category-specific trends. Two
deep learning architectures are tested: a shallow Multi-Layer Perceptron (MLP) and a Long
Short-Term Memory (LSTM) network. Both are evaluated against a traditional ARIMA
benchmark.

The key methodological insight is the use of a global neural forecasting model with
embeddings, which enables robust forecasting in low-data environments by borrowing strength
across related series. This is especially relevant for public finance applications, such as tax
forecasting by category or region, where high-resolution data is often limited and disaggregated
models must capture complex dependencies.

133



«Central Asian Scientific Journal» Ne1 (29) — AHeaps — Mapm 2026

The authors conclude that their approach is promising for short-horizon forecasting, and
propose future work involving sequence-to-sequence models and transformers to extend
prediction into medium and long-term horizons, further supporting fiscal planning and budgeting.

Gaps in Literature and Relevance to Kazakhstan

In the domain of hierarchical and grouped time series forecasting, most studies focus on
advanced reconciliation techniques such as Bottom-Up, Top-Down, MinT (Minimum Trace), and
neural models that integrate hierarchical structure directly into the learning process. However,
applications of these models to fiscal or tax-related time series are extremely limited. Despite
their effectiveness in sectors like retail and energy, few papers explore their suitability for
forecasting government revenues. Notably, Lahiri and Yang [1] introduce a valuable modeling
innovation by employing a categorical embedding layer within a global forecasting model — an
approach that shows strong potential for capturing tax category-specific dynamics in low-data
environments. Nevertheless, such methodologies have not yet been adapted for the fiscal
structure of Kazakhstan. The existing research on tax revenue forecasting in Kazakhstan remains
sparse; the only identified work is by Serikova et al. [4], which utilizes simple linear regression
models based on macroeconomic indicators. This underscores the need for more sophisticated,
data-driven approaches to Kazakhstan’s tax system.

Dataset. This section shows what data source is used, detailed description of columns with
showed hierarchies, preprocessing steps.

Data collection and basic description

The data were provided by the Ministry of Finance and retrieved via the Information
System “E-MinFin” (API). This is official statistics.

The dataset is univariate, containing only one forecasting variable — the tax amount. The
time series is relatively short, with 117 observations. The data have a monthly frequency,
covering the period from January 2016 to May 2025. The dataset consists of 1,270,332 rows
and has two hierarchies: budget classification and administrative-territorial. The dataset
consisted of a single table with 20 columns.

The columns grbid, strid, katfgr, klsfpgr, pklabp, spkprg, pprg, and spk are identifiers from
the Codes of Budget Classification (a Ministry of Finance-regulated classification) and are
ordered hierarchically. The corresponding name columns — grbname, strname, katfgrname,
klsfpgrname, pklabpname, spkprgname, pprgname, spkname — store the respective tax names.

The kato column is a Classifier for Administrative-Territorial Objects. It consists of nine
digits: the first two represents the second-level administrative division (regions and cities of
republican significance), the next two indicate the third-level division (districts and cities of
regional significance), and the last five identify the forth-level division (rural settlements). And
first level budget is republican level, it is denoted by kato=0. Column katoname stores the object
name (for example, “OBJIACTb ABAN”, “CEMEU I'.A.”, “ABAVICKII PAMIOH”, etc.).

The datereport column stores the reporting month in format "2019-02-01", and sumrg
stores the tax amount in tenge.

Description of 2 hierarchies

In literature review I made emphasis on Hierarchical and Grouped time series. Because
dataset has these characteristics. It is grouped time series and has 2 hierarchies. Detailed
description of hierarchies is necessary to forecast.

First hierarchy is Codes of Budget Classification. First 3 columns grbid, strid, katfgr and
corresponding name columns have not valuable information to forecast. This 3 columns are same
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for all rows. Column grbname shows that all rows are revenues, strname and katfgrname — tax
revenues. Column klsfpgr shows 7 type of taxes, pklabp — 16 types of taxes, spkprg — 252 types
of taxes. Columns pprg and spk are empty columns, ideally, they are used for not revenues, but
for budget expenditures. It means that this hierarchy has only 4 levels.

Second hierarchy is administrative-territorial. As written above it has 4 levels. Initially,
table does not have every level as distinct column, but it can be easily decomposed. First
republican level has only 1 object, second regional level — 20 objects, third district level — 236,
fourth rural level — 2694.

Preprocessing

Dataset is high-quality, but it has few empty data. It has not 4 katonames for kato
616500000, 616600000, 616700000, 616800000. I wanted to find it, but there is no information
in official reference books. Fortunately, it does not effect to forecast.

Another important dimension of this study is Kazakhstan’s administrative-territorial
decentralization. In 2022 the country reconfigured its regional map, creating three new oblasts —
Abai, Zhetisu, and Ulytau — by presidential decree that entered into force on 7 June 2022 [5, 6].
The new regions were assembled from entire districts and cities transferred, respectively, from
East Kazakhstan, Almaty, and Karaganda, without splitting lower-level units [5]. To
operationalize the reform, the Government approved an action plan in June 2022 to define
borders, establish territorial bodies, and staff the new administrations [7]. For fiscal analysis, this
timing matters: separate oblast budgets for Abai, Zhetisu, and Ulytau were adopted by regional
maslikhats in mid-December 2022 and took effect on 1 January 2023, making 2023 the first full
fiscal year with standalone budgeting for these regions [8, 9, 10]. Accordingly, empirical series
that cross 2022 should be reconciled to the post-reform administrative map to avoid structural
breaks in regional aggregates.

Rural settlements which located in these districts are have same kato only first 4 digits
are changed.

Another preprocessing step is with tax amount. Data in sumrg column is cumulative for
every year. [t means that for every month there are sum of tax amount from January to this month.
To make forecasting better it is necessary to find value for every month. It is simple — just finding
difference for consequent months (except January).

Models. There are described 2 type of models: Exponential smoothing and ARIMA. This
section gives not only formulas and theoretical background, but also evolution of this models
from initial idea and simple model to complex ones.

Exponential Smoothing

Exponential smoothing is a time series forecasting method for univariate data that can be
extended to support data with a trend or seasonal component. It was first proposed by Robert G.
Brown in the 1950s and later generalized by Charles Holt and Peter Winters. Exponential
smoothing techniques are particularly effective for short-term forecasting and are widely used in
fields such as economics, inventory control, and demand forecasting [11].

The core idea of exponential smoothing is to forecast future values by combining past
observations in a weighted manner, where the weights decrease exponentially as observations get
older. This makes it responsive to recent changes in the data while still considering historical
values. There are several variations of exponential smoothing, including simple exponential
smoothing, Holt’s linear trend method, and Holt-Winters’ seasonal method [3]. But only the last
one is used.
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Holt-Winters’ Seasonal Method: This method extends Holt’s approach by adding a
seasonal component, suitable for time series with both trend and seasonality. It comes in two
forms — additive and multiplicative — depending on the nature of the seasonal fluctuations.

Additive (season):
Li=a*(Yi—Sts) + (1 -a) * (L + Ter)
Te=p* (Li—Le) +(1-P) * T
St=y*(Yi—L)+(1-v)*Ses
Fim=Li+m * Ty + Seorm

Multiplicative (season):
Li=a*(Y¢/Sws) + (1 -a) * (Ley + Te)
Te=p* (Li— L) +(1-P) * T
Se=v*(Ye/L)+(1-v)* S
Fim= (Lt +m * Tt) * Ststm

where S, is seasonal value, s is length of seasonal period and v is seasonal smoothing.

Holt-Winters is powerful for complex series but involves more parameters (o, 3, v) that
must be tuned carefully. It is widely used in business and economics for forecasting seasonal
trends.

SARIMA

ARIMA (Autoregressive Integrated Moving Average) is a classical statistical framework
for modeling and forecasting univariate time series. The main intuition is that a time series can
often be explained by two mechanisms: dependence on its own past values and dependence on
past random shocks (errors). However, these linear dependence patterns are most stable and
interpretable when the series is approximately stationary. Because many real-world economic
and administrative time series contain trend and seasonality, ARIMA models typically begin with
transformations — especially differencing — to remove non-stationary components. This approach
is formalized in the Box—Jenkins methodology, which provides a structured workflow for
identification, estimation, diagnostic checking, and forecasting [12, 13, 3].

The key generalization is ARIMA(p, d, q), where the “I” (Integrated) indicates that the
series 1s differenced (d) times to achieve stationarity before applying an ARMA model. The first
difference is defined as:

Vy: = Ve — V-1

and applying differencing d times yields V¢y,. The ARIMA model can be written as an
ARMA model on the differenced series:

p q
ye=c+t z OiVIye_i + & + Z 0j€c—;
i=1 j=1
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Here, p controls how many lagged values influence the differenced series, d controls the
degree of differencing, and g controls how many lagged errors influence the current value. In
practice, the model orders are selected based on a combination of autocorrelation diagnostics,
information criteria (such as AIC/AIC/BIC), and residual checks.

For monthly datasets, seasonal behavior is common, and ARIMA is extended to Seasonal
ARIMA (SARIMA). SARIMA incorporates explicit seasonal differencing and seasonal AR/MA
components, allowing the model to represent repeating patterns with period (s) (for monthly data,
typically s=12). Seasonal differencing is defined as:

VeVe =Vt — Yi—s

A SARIMA model is written as SARIMA(p, d, q)(P, D, Q)s, where (P, D, Q) are the
seasonal counterparts of (p, d, q), and D denotes the number of seasonal differences. The overall
idea is to remove both non-seasonal trend (via d) and repeating seasonal structure (via D), and
then model the remaining dependence using non-seasonal and seasonal AR/MA terms. This
makes SARIMA a strong classical baseline for economic and fiscal time series with yearly cycles.

Reconciliation methods

When time series are organized in a hierarchy (for example, country — region — district,
or total taxes — tax types — subtypes), forecasts can be generated at multiple aggregation levels.
If each series is forecast independently, the resulting forecasts are often incoherent, meaning that
lower-level forecasts do not sum exactly to the corresponding higher-level forecasts. Forecast
reconciliation is a set of methods that transform a collection of base forecasts into a coherent set
that respects the aggregation constraints while aiming to improve accuracy [14].

A common way to express the hierarchy is through a summing matrix. Let denote the
vector of bottom-level series (the most disaggregated level), and let denote the vector of all series
in the hierarchy (including aggregates). Then the aggregation structure can be written as:

where is a fixed “summing” matrix that encodes how bottom-level components add up to
form higher-level totals [14].

Suppose y are base forecasts produced for all nodes of the hierarchy (often using the same
forecasting model class at each node). Reconciliation constructs coherent forecasts y by
enforcing the aggregation constraints. A general linear reconciliation form is:

y=5Gy
where 1is a reconciliation (projection) matrix that depends on the chosen method [15, 3].
Below are the main reconciliation strategies used in practice.

Bottom-up reconciliation forecasts only the bottom-level series first, and then aggregates
them upward to obtain forecasts for all higher levels. In matrix terms, this corresponds to selecting
the bottom-level forecasts and applying the summing matrix . The bottom-up approach is
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conceptually simple and guarantees coherence by construction. It is often effective when bottom-
level series have relatively strong signal and sufficient historical data; however, it can perform
poorly when bottom-level series are very noisy, because noise propagates upward through
aggregation [14].

Top-down reconciliation starts from forecasting the most aggregated series (the top level)
and then distributes that forecast down the hierarchy using a set of proportions. These proportions
can be fixed (based on historical average shares) or time-varying (based on more adaptive
allocation schemes). Top-down methods can be robust when bottom-level data are sparse or very
noisy, but their accuracy depends heavily on whether the chosen allocation proportions remain
stable over time. In addition, because lower-level forecasts are derived from the top forecast
rather than directly modeled, important local patterns can be missed (Athanasopoulos et al.,
2023).

Middle-out reconciliation is a compromise between bottom-up and top-down. It first
forecasts a selected intermediate level of the hierarchy (a “middle” level). Then, forecasts for
levels above are obtained by aggregating upward (bottom-up from the middle level), while
forecasts for levels below are obtained by disaggregating downward (top-down from the middle
level). The motivation is to anchor forecasting at a level where data are less noisy than the bottom
level but still retain more granularity than the top level. The key practical choice is selecting the
middle level, which may depend on data availability and the forecasting objective [15].

MinT is a statistically principled reconciliation approach that treats reconciliation as an
optimal linear combination problem. Instead of relying on a single level (as in BU/TD/MO),
MinT starts from base forecasts at all levels and computes coherent forecasts that minimize the
total variance of reconciliation errors (the “trace” of the forecast error covariance matrix). In the
general reconciliation form , MinT chooses using an estimate of the covariance matrix of base
forecast errors, producing a weighted least squares solution. Empirically and theoretically, MinT
often outperforms traditional approaches because it uses information from all levels and accounts
for differences in uncertainty across series [15, 14].

Training and testing

Model training and evaluation were implemented using Nixtla’s StatsForecast and
HierarchicalForecast libraries. The training set covered monthly observations from 2016-2023,
while the test set consisted of 12 months of 2024 (h=12). ETS and ARIMA-family models were
fitted on the 2016-2023 period and used to generate multi-step forecasts for 2024. To ensure
hierarchical coherence, reconciliation was applied as a post-processing step using the Bottom-
Up method, because it preserves low-level dynamics by forecasting the most disaggregated
series first and then aggregating upward. Two separate reconciliations were trained and
evaluated: one for the tax (budget classification) hierarchy and one for the administrative-
territorial hierarchy, enabling coherent forecasts within each hierarchical structure.

Evaluation results for the tax (budget-classification) hierarchy
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® b
. AutoETS AutoARIMA
# Level Metric AutoETS | AutoARIMA /BottomUp | /BottomUp
0 | katfgr mae-scaled | 1.000000 | 0.919004 1.745084 | 1.092404
1 | katfer rmse-scaled | 1.000000 | 1.035845 1.707657 1.150973
2 | katfgr zgggg 1.000000 | 0.891377 1716222 | 1.038966
3 | katfer/klsfpgr | mae-scaled | 1.000000 | 0.621455 0.943973 | 0.686577
4 katfgr/klsfpgr | rmse-scaled | 1.000000 | 0.670378 0.880870 0.714426
5 | katfer/klsfpgr 222?55 1.000000 | 0.763520 0.998946 | 0.808731
6 ;ii%r;k“fpgr/ mae-scaled | 1.000000 | 0.686506 1.066024 | 0728571
7 giﬁgﬁk“fpgr/ rmse-scaled | 1.000000 | 0.764334 1.039909 | 0.804596
g | Katferklsfpgr/ | smape- 1.000000 | 0.876702 1.026466 | 0.860148
pklabp scaled
g | katfgrklstpgr/ | o ccaled | 1.000000 | 0.701782 1.000000 | 0.701782
pklabp/spkprg
1o | katfgr/klstpgr/ | cated | 1.000000 | 0.765077 1.000000 | 0.765077
pklabp/spkprg
11 | Xatfgrkisfpgr/ | smape- 1.000000 | 0.959032 1.000000 | 0.959032
pklabp/spkprg | scaled
12 | Overall mae-scaled | 1.000000 | 0.702848 1.096031 | 0.753724
13 | Overall rmse-scaled | 1.000000 0.770659 1.060916 0.807255
14 | Overall zg:l‘gg 1.000000 | 0.919367 1.009230 | 0.920326

Table reports scaled accuracy metrics for the budget-classification hierarchy. In this
evaluation, AutoETS is used as the benchmark, therefore its values are equal to 1.0, and the
remaining results are expressed relative to AutoETS. Consequently, values below 1.0 indicate
improvement over AutoETS, while values above 1.0 indicate worse performance. The
comparison is provided for two base models (AutoETS and AutoARIMA) and their reconciled
versions using Bottom-Up (AutoETS/BottomUp and AutoARIMA/BottomUp).

The results show a clear advantage of AutoARIMA over AutoETS when models are
evaluated without reconciliation. In practical terms, this suggests that the budget-classification
time series contain dependence structures (lags and shock propagation) that are better represented
by ARIMA-type models than by exponential smoothing alone, especially once differencing and
seasonality handling are applied.

When Bottom-Up reconciliation is applied, the evaluation indicates that coherence is
achieved at the cost of accuracy, particularly for aggregated nodes. The overall metrics confirm
that Bottom-Up does not improve accuracy in this hierarchy. Therefore, even though Bottom-Up
produces coherent forecasts, it does not lead to better average predictive accuracy for this
particular hierarchy and split.
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A more detailed look across levels explains why this happens. At the top level (katfgr)
reconciliation strongly degrades performance for both model families (line chart above shows it
visually), and especially for AutoETS: AutoETS/BottomUp reaches extremely high scaled errors
(approximately 1.71-1.75 across metrics), meaning the coherent top forecast produced by
aggregating noisy lower-level predictions is substantially worse than the direct top-level ETS
forecast. AutoARIMA/BottomUp is also worse than AutoARIMA at the top level (e.g., MAE-
scaled increases from 0.9190 to 1.0924), although the deterioration is not as dramatic as for ETS.
This behavior is consistent with a known property of Bottom-Up: the top-level forecast becomes
the sum of many bottom-level forecasts, and any noise, local irregularities, or model
misspecification at low levels accumulates upward, which can harm aggregated accuracy when
bottom series are volatile.

Overall, the evaluation supports two main conclusions for the budget-classification
hierarchy. First, AutoARIMA is the best-performing approach among the compared options,
delivering the lowest overall errors across MAE, RMSE, and sMAPE. Second, Bottom-Up
reconciliation is useful primarily for enforcing hierarchical coherence and preserving low-level
dynamics, but in this hierarchy it introduces an accuracy penalty at aggregated levels, which leads
to worse overall results than the best unreconciled model. This trade-off is important for
interpretation in applied settings: if coherent forecasts are required for reporting and budgeting
constraints, Bottom-Up provides a consistent system of forecasts, but if the primary objective is
minimizing forecast error at higher aggregation levels, unreconciled AutoARIMA (or more
statistically efficient reconciliation methods such as MinT) may be preferable.

Evaluation results for the administrative-territorial hierarchy

} AutoETS | AutoARIMA
# Level Metric AutoETS | AutoARIMA /BottomUp | /BottomUp
0 | Republic mae-scaled | 1.000000 | 1.176773 1359108 | 1.200653
1 Republic rmse-scaled | 1.000000 | 1.285107 1.459671 1.281778
2 Republic smape-scaled | 1.000000 | 1.091405 1.199854 1.103488
3 iip“th/Reg mae-scaled | 1.000000 | 0.885138 0.967459 | 0.899431
4 iip“th/Reg rmse-scaled | 1.000000 | 0.817277 0.955003 | 0.844261
5 iip“bh‘:/Reg smape-scaled | 1.000000 | 0.854601 0.913037 | 0.881310
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|

6 | RepublicReg | @ ccaled | 1.000000 |0.978699 0.992699 | 0.976654
1on/District

7 | RepublicReg | @ ccaled | 1.000000 |0.960116 0.995975 | 0.960185
1on/District

g | RepubliciReg | e-scaled | 1.000000 | 0.936663 0.964351 | 0.931937
1on/District
Republic/Reg

9 1on/District’k | mae-scaled 1.000000 | 0.987494 1.000000 0.987494
ato
Republic/Reg

10 | jon/District/k | rmse-scaled | 1.000000 | 0.965390 1.000000 | 0.965390
ato
Republic/Reg

11 | ion/District/k | smape-scaled | 1.000000 | 0.949395 1.000000 0.949395
ato

12 | Overall mae-scaled | 1.000000 | 0.983247 1.033888 | 0.988976

13 | Overall rmse-scaled 1.000000 | 0.962354 1.037498 0.968558

14 | Overall smape-scaled | 1.000000 | 0.948106 0.996900 | 0.947805

In contrast to the budget-classification hierarchy — where AutoARIMA strongly dominated
AutoETS at almost every level — the administrative-territorial hierarchy shows a more mixed
pattern. At the top node (Republic), AutoARIMA performs worse than AutoETS across all
metrics (MAE 1.1768, RMSE 1.2851, sMAPE 1.0914). This indicates that, at the most
aggregated national level, the series is likely smoother and better represented by level/trend
dynamics captured by ETS, while ARIMA’s differencing/lag structure does not provide an
advantage.

However, beginning from the Region level and below, AutoARIMA becomes consistently
better than AutoETS (values below 1.0). The improvements are especially visible at the Region
level (e.g., RMSE-scaled 0.8173 and sMAPE-scaled 0.8546), and remain present — although
smaller — at District and KATO levels. This suggests that once the national series is decomposed
into geographic components, local dynamics and autocorrelation patterns become more
important, and ARIMA benefits from modeling lag dependence and seasonal behavior.

At the overall line, AutoARIMA is slightly better than AutoETS for all metrics (Overall
MAE 0.9832, RMSE 0.9624, sMAPE 0.9481). Compared to the budget hierarchy, these gains are
modest, meaning that the administrative-territorial hierarchy is not a setting where ARIMA
dramatically outperforms ETS; instead, performance depends on the aggregation level.

Bottom-Up reconciliation again guarantees coherence by constructing higher-level
forecasts as sums of bottom-level forecasts. In this hierarchy, the effect is more stable than in the
budget-classification hierarchy, but it still introduces a clear trade-off.

For AutoETS, Bottom-Up slightly worsens the overall results (Overall MAE increases
from 1.0000 to 1.0339 and RMSE from 1.0000 to 1.0375), while sSMAPE remains almost
unchanged (0.9969). For AutoARIMA, Bottom-Up has only a small negative impact on MAE
and RMSE (Overall MAE 0.98898 vs 0.98325; RMSE 0.96856 vs 0.96235), and is essentially
neutral for SMAPE (0.9478 vs 0.9481). This is notably different from the budget hierarchy, where
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Bottom-Up produced a stronger deterioration at aggregated levels and a more visible overall
penalty.

At the top node, Bottom-Up worsens performance for both model families, and the
deterioration is substantial for the Republic series (e.g., AutoETS increases from 1.0 to 1.3591
MAE-scaled, and AutoARIMA increases from 1.1768 to 1.2007). This is consistent with Bottom-
Up behavior: the national forecast becomes an aggregation of many lower-level forecasts, so
noise or local errors can accumulate upward. At the bottom level (KATO), Bottom-Up does not
change the AutoARIMA values and sets AutoETS/BottomUp to 1.0, reflecting that Bottom-Up
reconciliation is anchored on bottom-level series.

When comparing the two hierarchies under the same evaluation setup (same benchmark
scaling, same models, same Bottom-Up reconciler), a consistent difference emerges. The budget-
classification hierarchy exhibits stronger gains from AutoARIMA at the base-forecast stage, but
also a larger accuracy penalty after Bottom-Up reconciliation, particularly at the most aggregated
node. In contrast, the administrative-territorial hierarchy shows smaller differences between ETS
and ARIMA overall and a more stable reconciliation behavior, where Bottom-Up is closer to
neutral for percentage-based error (SMAPE) and introduces only a small overall degradation for
ARIMA.

Therefore, if “better hierarchical forecasting” is understood as producing coherent
forecasts with minimal loss of accuracy, then the administrative-territorial hierarchy performs
better: Bottom-Up is less damaging and results are more consistent across levels. If “better” is
understood as the maximum achievable accuracy using the best base model before reconciliation,
then the budget-classification hierarchy favors AutoARIMA more strongly, but that advantage is
reduced when strict coherence is enforced via Bottom-Up.

Conclusion. This study investigated short-term forecasting of Kazakhstan’s tax revenues
using official monthly data from the E-MinFin (Ministry of Finance) API for January 2016—May
2025. The dataset exhibits a grouped structure with two independent hierarchies: (i) budget
classification (tax-type hierarchy) and (ii) administrative-territorial structure (Republic —
Region — District — KATO). After preprocessing [7], classical statistical forecasting models
were trained and evaluated in a consistent backtesting setup (train: 2016-2023; test: 2024;
horizon: 12 months) using Nixtla’s StatsForecast and HierarchicalForecast tooling.

Across both hierarchies, unreconciled AutoARIMA generally delivered stronger accuracy
than AutoETS, indicating that lagged dependence and seasonal differencing capture important
dynamics in Kazakhstan’s tax revenue series — especially in the budget-classification hierarchy.
However, model performance was strongly level-dependent in the administrative-territorial
hierarchy: at the national (Republic) aggregate, ETS outperformed ARIMA, while ARIMA
became consistently preferable at regional and lower levels. These findings imply that no single
model class dominates uniformly across aggregation levels; model choice should be conditional
on the target reporting level and its signal-to-noise characteristics.

To enforce coherence, Bottom-Up reconciliation was applied separately within each
hierarchy. The results show a clear accuracy—coherence trade-off: Bottom-Up guarantees
additivity but can degrade accuracy at higher aggregation levels due to error accumulation from
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many noisy bottom-level forecasts. This effect was pronounced in the budget-classification
hierarchy (notably at the top node), where reconciliation introduced a substantial penalty relative
to the best unreconciled approach. In the administrative-territorial hierarchy, Bottom-Up was
comparatively more stable and close to neutral in percentage-based error (sSMAPE) for ARIMA,
though still harmful at the top aggregate. Practically, this indicates that Bottom-Up is suitable
when coherent lower-level signals are essential for operational planning, but it may be suboptimal
when accuracy at the most aggregated levels is the primary objective.

From an applied public-finance perspective, the study contributes (1) a reproducible
forecasting pipeline tailored to Kazakhstan’s institutional data structures, (2) evidence that
ARIMA-family approaches remain highly competitive for short-horizon fiscal forecasting on
short monthly histories, and (3) an empirical demonstration that reconciliation strategy materially
affects performance and should be selected based on the decision level (national vs. regional vs.
granular).

Key limitations include the relatively short time span (117 monthly observations), the
univariate modeling setup (tax amount only), and the use of a single reconciler (Bottom-Up).
Future work should evaluate statistically efficient reconciliation (e.g., MinT), incorporate
exogenous macroeconomic or commodity-price indicators, and explore global/ML models that
share information across related series (e.g., embeddings across tax categories or regions) to
improve robustness under structural breaks and data sparsity — especially at the most
disaggregated levels.
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DEVELOPMENT AND EVALUATION OF AN AI-BASED INTRUSION DETECTION
SYSTEM FOR NETWORK TRAFFIC

Abstract: This study presents the development and systematic evaluation of an Al-based
intrusion detection system (IDS) for network traffic classification with a particular focus on
robustness under temporal distribution shift. While many existing studies report near-perfect
performance using random train—test splits, such evaluation schemes often fail to reflect realistic
deployment conditions in dynamic network environments.

The experiments were conducted using the CICIDS2017 dataset. Two ensemble learning
models, Random Forest and XGBoost, were implemented and evaluated under both in-domain
and cross-session scenarios. In the in-domain setting (Wednesday — Wednesday), both models
achieved near-perfect performance, with accuracy exceeding 99.9% and attack recall above
0.999.

However, under cross-session evaluation (Wednesday — Friday), a significant
performance degradation was observed. Random Forest achieved approximately 79% accuracy
with attack recall around 0.63, while XGBoost demonstrated similar degradation despite
maintaining high ROC-AUC values. A training-size ablation study showed that increasing the
volume of training data did not substantially improve cross-session recall, indicating that
distribution shift rather than data scarcity is the primary limiting factor.

A Kolmogorov—Smirnov statistical analysis confirmed substantial feature distribution
differences between sessions. Additionally, threshold sensitivity experiments demonstrated the
trade-off between recall and false positive rate under deployment constraints.

The results highlight the critical importance of cross-session validation when evaluating
Al-based intrusion detection systems. Although ensemble models perform exceptionally well
under controlled conditions, achieving stable generalization in evolving network environments
remains a significant challenge.
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Intrusion Detection Systems (IDS) were introduced to address the growing complexity of
cyber threats and the limitations of perimeter-based security mechanisms such as firewalls. Early
network defense strategies relied primarily on static filtering and rule-based monitoring, which
proved insufficient as attack techniques evolved. IDS are typically categorized into two primary
types: signature-based systems and anomaly-based systems. Signature-based IDS detect
malicious activity by matching network traffic patterns against a database of known attack
signatures. These systems are effective against previously identified threats and widely used in
commercial products. However, they suffer from significant limitations. First, they cannot detect
zero-day attacks, as no signature exists for unknown threats. Second, attackers can modify
payloads or use obfuscation techniques to bypass static pattern matching.

Third, maintaining large signature databases requires continuous manual updates.
Anomaly-based IDS were proposed to overcome these weaknesses. Instead of relying on
predefined signatures, anomaly-based systems establish a model of normal behavior and classify
deviations as potential intrusions. This approach enables detection of previously unseen attacks.

However, anomaly detection introduces new challenges, particularly high false positive
rates due to natural variability in legitimate network traffic. The integration of Artificial
Intelligence (Al) and Machine Learning (ML) techniques into anomaly-based IDS has
significantly enhanced their capability to model complex traffic patterns. ML-based IDS can
process high-dimensional flow-based features and automatically learn decision boundaries
separating benign and malicious traffic.

To assess robustness under distribution shift, models trained on Wednesday traffic were
evaluated on Friday traffic.

Under this cross-session setting, performance degraded significantly.

Random Forest achieved:

. Accuracy: 79%

. Recall (Attack): 0.64

. F1-score (Attack): 0.78

XGBoost achieved:

. Accuracy: 77%

. Recall (Attack): 0.60

. F1-score (Attack): 0.75

Although precision for the attack class remained high (close to 1.0), recall decreased
substantially. This indicates that while the models rarely misclassify benign traffic as malicious,
they fail to detect a considerable portion of attacks under cross-day conditions.
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XGBoost: Threshold vs FPR (Wed—-Fri)
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Fig - 1. Impact of classification threshold on False Positive Rate for XGBoost

As shown in Figure 1, FPR rapidly decreases as the threshold increases, remaining below
0.001 for thresholds above 0.05.

To further investigate cross-session degradation, threshold optimization was performed on
the Friday dataset. Although ROC-AUC remained high (0.995), the default classification
threshold (0.5) resulted in suboptimal recall for the attack class.

By adjusting the threshold, different operating regimes were obtained:

* At threshold = 0.5 (default), Recall =0.627, FPR = 0.00017

* At threshold = 0.05 (FPR <0.001 constraint), Recall = 0.635

* At threshold = 0.01 (maximum F1), Recall = 0.665, FPR = 0.0054

These results demonstrate that the model retains strong ranking capability under
distribution shift. The degradation observed under cross-day evaluation is partially attributable
to threshold miscalibration rather than complete loss of discriminative power.

This finding highlights the importance of operating point selection in real-world intrusion
detection systems, where recall-FPR trade-offs must be carefully controlled.

The experimental results clearly demonstrate a critical distinction between in-domain
performance and real-world robustness. Under same-session evaluation, both Random Forest and
XGBoost achieved near-perfect classification metrics. Such results are consistent with many
previously published studies reporting accuracy values exceeding 99% on benchmark datasets.

However, these results may create a misleading perception of model reliability. In-domain
evaluation assumes that training and testing data are drawn from identical distributions. While
this assumption simplifies benchmarking, it does not reflect operational environments where
traffic patterns evolve over time. The near-saturation
performance observed even with only 10% of the training data further indicates that Wednesday
traffic patterns are relatively easy to model under static conditions. This suggests that high in-
domain accuracy does not necessarily imply model robustness.

The cross-day experiments reveal a substantial degradation in performance when models
trained on Wednesday data are evaluated on Friday traffic. Despite high precision, recall for the
attack class decreases significantly, indicating that a considerable portion of malicious traffic
remains undetected. The training-size ablation study provides
additional insight. Increasing the volume of Wednesday training data from 10% to 100% did not
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meaningfully improve cross-day performance. This observation strongly suggests that
insufficient training data is not the primary cause of performance degradation.

Instead, the results point to distribution shift as the dominant limiting factor. Differences
in feature distributions, attack patterns, and traffic dynamics between Wednesday and Friday
sessions likely alter the learned decision boundaries, reducing model effectiveness.

Although the cross-day ROC-AUC remains high (above 0.96 for both models), the recall
for the attack class significantly decreases. This apparent contradiction can be explained by the
difference between ranking-based and threshold-based evaluation metrics. ROC-AUC measures
the model’s ability to correctly rank positive instances above negative ones, independently of a
specific classification threshold. In contrast, recall depends directly on the chosen decision
threshold (typically 0.5). Under distribution shift, the predicted probability distribution shifts,
leading to suboptimal threshold calibration. Therefore, while the models preserve strong
discriminative ranking ability, the default threshold fails to capture a substantial portion of
malicious traffic.

This finding aligns with broader machine learning theory, which emphasizes the
importance of distribution alignment for reliable generalization.
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BHE/IPEHUE MOI[YJIBHOUI‘/’I CUCTEMbI OBYYEHUA PABOYEI'O IIEPCOHAJIA
B YCJIOBUSAX KPYITHOU ITPOMBIIIJIEHHOU OPTAHU3ALIUU: ®PAKTOPDBI
IOOEKTUBHOCTHU N OPI'TAHU3ALIMOHHBIE PUCKHA

AnHOTamusi: B crathe mnpencTaBiieHbl pe3yJbTaThl IE€1arorMYecKOro HCCIEAOBAHUS
3((PEKTUBHOCTU BHEAPEHHS MOJIYJIBHOW CUCTEMbI OOy4EHHsI padOyero mepcoHajia B yCIOBHSX
KPYIIHOTO TPOMBILUIEHHOTO MNpEeANnpusiTUsl ypaHoJoOwIBatomei otpaciu. HccrnenoBanue
IIPOBEJICHO Ha JIBYX NMPOM3BOJCTBEHHBIX Ilom@anakax (pyaHukd X u Y). OOumas YucCIeHHOCTb
pabotHukoB npeanpusatus coctarisieT 3000-3500 yenoBek, B aHKETUPOBAHUY MPUHSIIN Y4aCTHE
150 coTpyIHUKOB pa3IW4yHBIX MpodeccHOHaNbHBIX KaTteropuid. Jlyis aHamm3a B3auMOCBS3EH
MeXIy (pakTopamMu BHEAPECHUS U pe3yIbTaTaMu 00ydYEHUS UCIIOIb30BaHa MOJIENb CTPYKTYPHBIX
ypaBHeHuil (PLS-SEM). Pe3ynbrarbl MOATBEPKIAIOT MOJOKUTEIBHOE BIUSHUE MOJYJIBHOTO
oOydeHHUs1 Ha BOBJICUEHHOCTh MEPCOHAJA, IEPEHOC 3HAHUM B MPAKTUYECKYIO JIEATEIbHOCTh U
YKpEIUIEeHUE KyJbTypbl 0Oe3omacHOCTH. OJIHOBPEMEHHO BBISIBJIEHBl OpPraHU3allOHHbBIE
OTrpaHUYEeHUS U PUCKHU (POpMATTU3ALIMHU TTpoliecca O0yUEHUS.

KuiroueBble cioBa: MOJylbHOE O0ydeHHE, MPOMBILUICHHAs 0€30MacHOCTb, KYJbTypa
0€30MacHOCTH, BOBJIEYEHHOCTh IEepcoHaNa, nepeHoc ooyuenus, PLS-SEM.

KpynHble npennpusitisi ypaHoOAOOBbIBaIOIIEH OTpaciu (PYHKIMOHUPYIOT B YCIOBHUSIX
MOBBIIIIEHHONW TEXHOJOTUYECKON CIOXHOCTH U TPOU3BOJCTBEHHBIX PUCKOB. B M0OI00HBIX
YCJIOBUSAX YCTOMYMBOCTh CHUCTEMbI MPOMBIIIJICHHON OE€30MacCHOCTH HANpPsIMYI0 3aBUCUT OT
KauecTBa MOJATOTOBKHA paboyero rnepcoHania.

UccnenoBanus B chepe 2IEKTPOHHOTO 00yUEHUs MOKa3bIBAIOT, 4TO IU(pOBBIe (HOpMAaThHI
MOJATOTOBKM HE BCEraa OO0eCreYrMBaIOT YCTOWYHMBBIM TEPEHOC 3HAHUKW B MPAKTUYECKYIO
JESTETPHOCTh U MOTYT MPUBOJIUTH K (POPMaIbHOMY MPOXOXKICHUIO KypcOB 0€3 M3MEHEHUS
noBeZieHUsT paboTHUKOB [3]. DTO TpebyeT mMoucKa MEeJarorH4ecKuX PEIIeHUM, CIOCOOHBIX
obecreunTsh (HOPMUPOBAHNE YCTOMUMBBIX MO/IEIECi 0€30MacHOTO MOBEICHUS.

MonynpHasi cucteMa oOy4eHHS] pacCMaTPUBAETCS KaK WHCTPYMEHT CTPYKTYPHUPOBAHUS
00pa3oBaTeIBLHOIO MpOoIlecca B BUJIE ABTOHOMHBIX KOMIIETEHTHOCTHBIX OJIOKOB, aalTUPYEMBbIX
K M3MEHEHUSM MPOU3BOJACTBEHHBIX TpeOoBaHuil [1]. Takol moaxon ocoOEHHO akTyasleH B
YCJIOBUAX JUHAMHYECKUX TEXHOJOTUUYECKUX HU3MEHEHUM M HEOOXOJUMOCTU PEeryJISIPHOTO
OOHOBJICHUS] KOMIIETEHIMI repcoHana [1].

CylleCTBEHHYIO POJIb HWIPaeT PEJICBAHTHOCTb COJIEP)KAHHUS OOYdYaroIUX MOIYJICH
peaqbHBIM MPOU3BOJICTBEHHBIM pHcKaM. HemocTtarouHas CBsi3b TEOPETUUECKOTO MaTepuasa C
MPAKTUKOW CHUKAET BOCIPUHUMAEMYIO TOJIE3HOCTh OOYYEHHS M ypOBEHb BOBJICYCHHOCTHU
pabotHukoB [2]. Kpome Toro, mudpoBas peanusaruss MOIyJied YCUIIMBAeT 00pa30BaTEIbHBIN
ah(dexT M TpU TPAMOTHOM METOJUYECKOM TPOSKTHPOBAHUW U  OPTaHU3AIMOHHOU
MoAACpKKE BHeIpeHus [4].
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Takum 00pa3zoMm, akKTyaqbHOCTh HCCIEAOBaHUS OOYCJIOBIECHA HEOOXOIMMOCTHIO
neAarornyeckol oneHku 3(G(EKTUBHOCTH BHEAPEHHUS MOIYJIBHON CHCTEMBl OOyuYeHHUs B
YCJIOBHSIX KPYITHOTO HPOMBIIIEHHOTO IPEINPUATHU.

MonynbHas apxXuTeKTypa OOy4YeHHs MO3BOJISIET (POPMUPOBATH CUCTEMY YIIPABIISEMbIX
KOMIETEHLIUH, obecrneunBas THUOKOCTbH OOHOBJIEHMsS 0Opa3oBaTEIbHOTO KOHTEHTa B
COOTBETCTBUM C U3MEHEHUSIMU IIPOU3BOACTBEHHBIX IIpoLeccoB [1]. B yca0BUIX MPOMBIIIIEHHON
Cpelpl 3TO OCOOEHHO BaXXHO INPU HATUYUU PA3IMYHBIX NPO(ECCHOHATIBHBIX KaTeropud u
YpOBHEH J10IycKa K padoTam.

PeneBaHTHOCTh cozmep:KaHMS BBICTYNAeT KIIOUEBBIM (DAKTOPOM pe3yJNbTaTUBHOCTH
oOyueHusi. OpueHTauus MOAYJeHl Ha peajbHble NMPOU3BOACTBEHHBIE CIIEHAPUU U THUIIOBBIE
OIIMOKY paOOTHUKOB MOBBIIIACT CTETNIEHb YCBOSHUS MaTepHalia u ClIoCOOCTBYET (POPMUPOBAHUIO
YCTONYMBBIX HABBIKOB 0€30MaCHOM JeATEeIbHOCTH [2].

Hudposbie ¢dopmbl  00yueHuss 00OecHeunBalOT JOCTYIIHOCTh W MPO3PAYHOCTh
00pa3oBaTeNpHOTO MpoOIecca, OJHAKO MPU  HEJOCTATOYHOW HMHTEPAKTUBHOCTH  WIIU
IIEPErPY’KEHHOCTH KOHTEHTOM BO3MOXHO CHM)KEHHE BOBJECYEHHOCTH TniepcoHana [3].
CrnenoBaTellbHO, TEXHOJOTMYECKOE BHEJIPEHUE JOJDKHO COIMNPOBOXKIATHCA METOAUYECKUM
KOHTPOJIEM KauecTBa 00pa3oBaTeNbHBIX MOAYJIEH [4].

BoBnedyeHHOCTh paccMaTpuBaeTCs KaK LEHTPAJbHBIM MEXaHU3M IPeoOpa3oBaHUs
y4eOHOTro BO3JICHCTBUS B U3MEHEHUE podeccuoHanbHoro noseneHus [4]. [lepenoc o0y4yenus B
MPAKTUYECKYIO JESTENbHOCTh BOZMOXKEH JIMILb IPU UHTErpali 00pa30BaTEIbHON CUCTEMBI B
OOLIYI0 MO/IEIb YIIPABJICHMSI IEPCOHATIOM U HAJIMYUH YIPABIECHYECKOU MOAIEPKKH [5].

Ha ocHoBanum aHanuza jauTepaTypsl chopMHpoBaHa KOHIENTyalbHas MOJEIb
HCCIJIEIOBaHMsI, OTpaKaroIlas Mocie10BaTeNIbHYIO0 CBsI3b (PAKTOPOB BHEAPEHUS U TOBEIEHYECKUX
pe3yJIbTaTOB O0y4YECHUSI.

3. KonnenryajbHast MOJeJIb MCCJI€I0BAHUSA

1 KauectBb £ PenesanTHOCT Moanepxka Ludposas
8CQF mopynen % PyKOBOACTBA cpepa
IpdexTMBHOCTD MepeHoc 3Hanwit I Be3onacoe
06Y‘IEH|M| noseaeHune

Pucynok 1 — KonuenryanbHast MOJIeIb BAUSHUSA (DAKTOPOB BHEAPEHUS MOJTYJIBHOIO 00yUYEHUs\

CrpykrypHast mozens Obuia nmoctpoeHa metogoM PLS-SEM g ouenku B3auMocBs3ei
MeXIy (pakTopamMu BHEIPEHUs, BOBICUEHHOCTBIO, PE3YIbTATUBHOCTHIO 00YUYEHUsI, TEPEHOCOM
3HaHWH U Oe3omacHbIM noBeAeHueM. [lomydeHHas Moaenb MOATBEPANIIO KIFOUEBBIE TUIIOTE3bI
UCCIIEIOBAHMSL.
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Module Quality

Relevance
Training Knowledge :
—» Engagement —» Effectiveness Transfer Safe Behavior

Management
Support

Digital Platform

Pucynok 2 — CtpykrypHas moaens PLS-SEM

Pucynok 2 — CtpykTypHast mojienib B3aumocBsizeit (PLS-SEM)

[lonyyeHHble AaHHBIE MO3BOJIAIOT BBIACIHUTH KIFOUEBBIE MEAMATOPHBIE MEXAHU3MBI:
BOBJICYEHHOCTh T€pCOHAla W MepeHoc 3HaHWid. OHM SBISAIOTCS 3BEHBSMHU, YEpPE3 KOTOpPbIE
oOpa3oBaTebHbIE BO3/ICHCTBUS PEBPAIIAIOTCS B U3MEHEHHE PEAIbHOTO MOBECHUS.

O6yueHue (Moaynwm)

Oco3HaHue pUcKoB

N3meHeHne YCTaHOBOK

NoBeaeH4yeckue NPaKTUKn

KynbTypa 6e3onacHoctu
npeanpuaTMa

Pucynok 3 — MenuaropHas poJib BOBJICYEHHOCTH U TIEpeHOCca O0yUEHUs

MonynpHas cuctema oO0ydeHus: crnocoOCTByeT (OPMUPOBAHUIO KYJIBTYPhI 0€30MacCHOCTH
4yepe3 IOocIe0BaTeNIbHbIE dTambl: 00y4eHHE MOIYJIbHOMY KOHTEHTY, OCO3HAaHUE DHCKOB,
W3MCHCHHE YCTAaHOBOK, M3MCHEHUE IMOBEACHHS W 3aKpeIuieHHe Oe30IacHBIX MPaKTHK. DTOT
MEXaHH3M IMPECTABIICH Ha PUCYHKE.
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Ll,enqua q)aKTOpOB BHegpeHuUsa Mo4ynbHOIo OGy‘leHMﬂ

ACRTEE PefieBaHTHOCTb Moanpnkka Liupposan BOB/OHEHHOCTL Besonauuoe
Moaynet pyKnsuACTHS cpena oBefeHus

PLS-SEM CrpykTypHas mopenb MepuaTtopHas moaenb

Kauecto
moayneu

BoBnoKeHHOCTb
PeneBaHTHOCTL

Moanxka

?

 oarrops | [ Bos 3 7,_-"‘“7 |
BenonasHoe 4 BoBNokGHLOCTE S0Ge OCTH ibk MosegeHue

_ BHeapeHu | (Meauarop 1) (Meauarop 2)

dopmupoBaHue KynbTypbl 6e30nMcHOCTU

) Kynbtypa
O6yueHune H Oc3ouaHue H M3meHeHue H MosepeHyeckne | 6e3onuchLocTy

(Mopynu) pucHoB ycTanook ARl npuanpeHns

Pucynok 4 — Mexanusm opMupoBaHus KyJIbTypbl 0€3011aCHOCTH

UccnenoBanue mpoBeaeHO Ha 0a3e KPYMHOTO MPOMBIIUICHHOTO — MPEAIPUSITHS
ypaHojoObIBaromiet otpacinu. OOmas YMCIEHHOCTh paboTHHKOB cocrtaBisger 3000-3500
yenoBek. B umccnmenoBannu npuHsiin ydactue 150 COTpyIHHMKOB ABYX IPOM3BOJACTBEHHBIX
mwiomanok (pyaHukd X u Y), OpeACTaBISIOMIMX Pa3IudHbie NTPodecCHOoHaIbHbIE TPYMIIbI:
pabourie, HWHXEHEPHO-TEXHUUYECKUM TEPCOHAN, CHEHHAIUCTBI CIIy)O O€30MacHOCTH U
aIMUHUCTPATUBHBIE COTPYIHUKH.

AHKETUpPOBAaHHME BKJIIOYAJIO OIEHKY TaKWX IOKa3aTejed, KaKk KadeCTBO MOMAYJbHOTO
NM3aiiHa, PEJICBAaHTHOCTh COJACpP)KAHMS, TOAJEPKKAa PYKOBOJCTBA, YJI0OCTBO IM(poBO
m1aThopMbl, BOBICYEHHOCTh PAOOTHUKOB, BocmpuHUMaeMas H((PEKTUBHOCTh OO0yUYeHUS,
MIEpEHOC 3HAHUH B MPAKTUKY U COOIIO/ICHHE TPeOOBaHMI 0€30ITaCHOCTH.

JIns aHanu3a JaHHBIX MCIOJIb30BaHA MOJENIb CTPYKTYPHBIX YPaBHEHHIl METOJO0M
YaCTUYHBIX HauMeHbIIUX kBaapatoB (PLS-SEM), uyTo mo3BOJISIET HCCIEAOBATH CIIOMXKHBIE
MPUYUHHO-CJICJICTBEHHBIEC CBSI3M MEXKIY JTATCHTHBIMH TIEPEMEHHBIMU M MeAUATOPHBIE 3P (HEKTHI
[4]. DTOT MeTOA MUPOKO MPUMEHSAETCS B MCCICIOBAHUSAX OPraHU3AlMOHHOTO OOYYECHHS H
MIPOMBIIJICHHOM Oe30macHOCTH [4].

AHaJIN3 U3MEPUTETHLHON MOJIEIN TOATBEPANIT HAJICKHOCTh U BaJIUTHOCTh MCIOJIb3yEMBbIX
mkan. [lokazarenu BHYTpeHHEH COTJIACOBAHHOCTH COOTBETCTBOBAIM  OOIICTIPHUHSATHIM
TpeOOBaHUSIM, a KPUTEPUM KOHBEPI'C€HTHOM M JUCKPUMHUHAHTHOW BaJIUHOCTH TOATBEPAMIIH
KOPPEKTHOCTh MOCTPOSHUSI JIATCHTHBIX MEPEMEHHBIX.

CrpykTypHasi MOJIeJIb MOKa3aJia MOJIOKUTEIIbHOE BIMSHUE KAaYeCTBAa MOYJIBHOTO JTh3aiiHa
Y PEJICBAHTHOCTH COJIEPKaHUS HA BOBJICYEHHOCTD ITepCcoHala. JJaHHBIN pe3yJIbTaT COTIaCcyeTcs
C BBIBOJIAMH O 3HAYMMOCTH CTPYKTYPUPOBAHHOCTH M aJalTUBHOCTH MOJAYJBHBIX MPOTPAMM B
MPOM3BOJICTBEHHOM cpeje [1].

BoBie4€HHOCT,  NPOJIEMOHCTPUPOBAZIA CTATUCTHYECKA 3HAYMMOE BJIUSIHHE HaA
BOCIPUHUMaEMYI0 3 (HEKTUBHOCTH 00YUEHHS, YTO MOATBEPKAAET MOJOKEHHUE O KITFOUEBOH POJIH
BOBJICYEHHOCTH KaK MEXaHU3Ma U3MEHEHUS MPOPECCUOHAIBHOTO MTOBeAeHUS [4].
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OddexkTnBHOCTh 00yUeHHs OKa3aja IMOJOKUTEIHLHOE BIMSHUE HAa TEPEHOC 3HAHWHA B
MPAKTHYECKYI0 JAesITeNnbHOCTh. llepeHoc, B CBOIO odyepenp, MOKa3al 3HAYMMYIO CBS3b C
coOmoneHnueM TpeOoBaHUN OE30MACHOCTH, YTO TOATBEPKAA€T HEOOXOIUMOCTb OIEHKU
nmoBeZieHYeCKOTo A dekTa 00ydeHus, a He TOJIBKO YPOBHS 3HaHUH [3].

B nenom pe3ynbTarhl CBUACTENBCTBYIOT O IMOJIOKUTEIBHOM IenarorndyeckoM g dexre
BHEJIPEHUS] MOTyJIbHOW CUCTEMBI 00YUYEHUS U €€ BKJIaJ/Ie B YKPEIUICHHE KYJIbTYpbl 0€301MacCHOCTH
PEANPUSATHUS.

[lonyyeHHble JaHHBIE TMOATBEPHKAAIOT, YTO MOJYJIbHAs CTPYKTypa OOy4YeHUs
o0OecreynBaeT yMNpaBlIIeMOCTh KOMIIETEHIIMM W CHOCOOCTBYET aJanTallud TepcoHala K
U3MEHEHHUSIM TPOU3BOJACTBEHHBIX mponeccoB [1]. CymiecTBeHHass pojb PEEBAHTHOCTH
COJIEp>KaHUs COTIIACYETCsl C BBIBOJAMH O HEOOXOUMOCTH OpPUEHTAIlMU 00y4YeHHS Ha peajbHbIC
ITPOU3BOJICTBEHHBIE PUCKH [2].

BoigBieHHBI MeAUATOPHBIM 3()@PEKT BOBICYEHHOCTH MOJATBEPKAACT KOHIIEMIIHIO,
COTJIACHO KOTOpPOM HW3MEHEHWE TOBEICHHSI HEBO3MOXXHO 0€3 BHYTPEHHEW BKIIIOUYEHHOCTU
paboTHuKa B oOpazoBaTenbHbIN mporiecc [4]. Ludposas cocrapisonias 00y4eHUs] yCUIUBAET
3¢ GdeKT mpu yCIOBHH METOIWYECKON BBHIBEPEHHOCTH W OPTaHM3AIMOHHOW MOIACPKKH, UTO
COOTBETCTBYET pe3yJibTaTaM HcCieoBaHul B cepe e-training [3].

BmecTe ¢ Tem BBISBICHBI OpraHU3allMOHHBIC OTPAHWYCHUS BHEIPEHUS MOIYJIHLHOTO
oOy4eHust: puck (popManbHOTO MPOXOKIACHUS MOAYJIEH Oe3 peabHOro BOBJICUEHUS, [TEPErpy3Ka
0o0pa30BaTeNbHOTO KOHTEHTa, 3aBUCHUMOCTh pe3ysbTara OT KadecTBa METOJUYECKOTrO
IPOEKTUPOBAHUS M HEOOXOJUMOCTh MOCTOSIHHOM ympaBiieHueckod moaaepxku. IlonoOHble
OTpaHUYCHHS] OTMEYAIOTCS W B MCCIIENOBAHUAX HUQPPOBHIX 00pa30BaTEIbHBIX TEXHOJIOTHH B
MPOMBIIIIJIEHHOU cpeje [3; 4].

Hecmotpss Ha yKa3aHHBIE pHCKH, pe3yJlbTaThl HWCCICIOBAaHUS YKa3bIBAIOT HA
MOJIOKUTEIbHYI0 JUHAMUKY (OPMHUPOBAHUA KYJIbTYphl 0O€30MaCHOCTH U  TOBBIIICHHE
OCO3HAaHHOCTH pPAOOTHUKOB B BOMpocax CcoOJOeHUs TpeOOBaHWN MPOMBIILICHHON
0€30MacHOCTH.

Buenpenne MomynbHON CHUCTEMBI OOyUYeHHUS B YCIOBHUSX KPYMHOTO MPOMBIIIIEHHOTO
NPEINPHUITHS yPaHOI0OBIBAIOIIEH OTpaCIN JEMOHCTPUPYET MOJOKUTEIBHBIN MMeJarornuecKuii
s dekt. Db HeKTUBHOCTL O0YUEHHUS ONIOCPEAYETCSI BOBICUEHHOCTHIO MEPCOHANA U MEXAaHU3MOM
NepeHoca 3HaHUH B MPAKTUYECKYIO 1€ATEIbHOCTb.

MonynbHas — apXuUTEKTypa MOATOTOBKM  CIIOCOOCTBYET  YKPEIUJICHHIO  KYJBTYpPBI
0€30MacHOCTH ¥ TIOBBIIIEHUIO COOMIOZCHUSI TPEOOBAHMI MPOMBIILIICHHON OE€30MacHOCTH.
VY CcTOWYMBOCTD pe3ylibTaTa 3aBUCUT OT KaueCTBa MPOEKTUPOBAHUS MOYJIEH, UX PEIEBAHTHOCTH
MIPOU3BOJCTBEHHBIM PUCKaM U YPOBHS OpraHU3alMOHHOMN MOIEPKKH.

OrpanuueHueM WCCIAEAOBAHUS SIBIISCTCS aHAU3 JIAaHHBIX JIBYX TIPOW3BOJICTBEHHBIX
TUTONIA/IOK ¥ MCTIOJIb30BaHNE CAaMOOIICHOYHBIX MToKa3aTenei. JlanpHeimme uccieoBanus MOTYyT
OBITH HAIIPABIICHBI HA PACIIMPEHUE BEIOOPKU U MHTETPAINI0 0OBEKTUBHBIX MPOU3BOJICTBEHHBIX
WHINKATOPOB.

Cnucok qureparypsbi:
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MACHINE LEARNING-BASED DETECTION OF SECURITY VULNERABILITIES
IN SOURCE CODE

Abstract: The main purpose of this study is to design, implement, and evaluate a machine

learning—based system for detecting software vulnerabilities in Java source code. The research
focuses on improving detection granularity, model generalization, and interpretability to address
limitations commonly observed in existing vulnerability detection tools.
To achieve this objective, a hybrid training strategy was developed that combines pretraining on
large-scale synthetic datasets with fine-tuning on real-world open-source and curated project
repositories. This approach allows the model to learn general vulnerability patterns while
adapting to realistic coding practices and reducing domain shift. A comprehensive preprocessing
pipeline was implemented, including code normalization, tokenization, semantic feature
extraction, and structured representation of source code using code gadgets and Program
Dependency Graphs (PDGs). These representations preserve both data-flow and control-flow
dependencies, enabling deeper contextual analysis.

The proposed architecture integrates Graph Neural Networks (GNN5s) to capture structural

relationships within the code and Transformer-based models to model global semantic context.
Additionally, pretrained language models for source code are leveraged during fine-tuning to
enhance semantic understanding and improve detection performance. Unlike traditional
approaches that operate at the file or function level, the developed system performs statement-
level vulnerability detection, allowing precise localization of vulnerable code fragments.
To improve practical usability and developer trust, explainability mechanisms were incorporated
into the framework. These mechanisms provide insights into the model’s decision-making
process and highlight the most influential code components contributing to vulnerability
classification.

The system was evaluated using standard performance metrics, including accuracy,
precision, recall, and Fl-score, across both synthetic and real-world datasets. Experimental
results demonstrate that combining hybrid training, fine-grained analysis, and explainable outputs
significantly enhances detection effectiveness and supports the integration of ML-driven security
analysis into modern secure software development workflows.

Keywords: vulnerability detection, machine learning, deep learning, Java, source code
analysis, graph neural networks, transformers, hybrid training, program dependency graphs,
explainable Al, software security.
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The ML-based vulnerability detection market is attracting increasing interest from
software companies, government agencies, and cybersecurity providers worldwide. The large
amounts of accumulated code data allow high-quality detection and prediction of vulnerabilities.
The global ML-based security market is experiencing active growth. Diverse offerings encourage
companies to explore new solutions and optimize existing systems.

According to recent surveys, the volume of source code stored in public and enterprise
repositories has increased dramatically over the past decade, with millions of new lines of code
added daily. By 2025, the total number of vulnerable code instances is expected to increase
significantly, driving the demand for automated detection systems. This trend compels software
organizations to invest in IT infrastructure, including code storage, machine learning platforms,
model monitoring systems, and skilled personnel [1, 2].

Without developing robust ML-driven vulnerability detection strategies, integrating these
systems into CI/CD pipelines, and creating trustful collaboration between developers and security
teams, enterprises risk software breaches and regulatory non-compliance. The creation and
analysis of code data are no longer secondary processes but have become essential business and
security assets.

ML-based detection models operate on very large datasets (millions of lines of code) that
require specialized processing software, as well as a combination of static and dynamic analysis
methods with deep learning models. ML-based security solutions are characterized by three main
features: scalability, adaptability, and speed. The detection process follows an activity diagram,
as illustrated in Fig. 1.

?

Developer uploads source code

v

Preprocess code

v

Feature extraction

v

Send data to ML model

v

Yes No

¢— Vulnerability detected? —¢

Generate vulnerability report Display "No vulnerabilities found"

v

Display results to user

[ > <
®

Fig. 1 — The ML-Based Vulnerability Activity Diagram

The diagram begins with data collection from code repositories, test suites, and version
control systems. This is followed by preprocessing, feature extraction, and labeling of
vulnerabilities. Subsequently, ML models—supervised, unsupervised, or semi-supervised—are
applied to detect potential security flaws. Model validation is particularly critical, as data from
different sources must be harmonized and representative to avoid biased predictions.

ML-based detection handles code that is larger in scale, more diverse in structure, and
faster in update frequency than what traditional static or dynamic tools can manage. This data
originates from open-source projects, CI/CD pipelines, third-party libraries, and developer
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contributions [3, 4]. Most ML-based platforms provide real-time or near-real-time analysis
pipelines.

The software and cybersecurity sectors are at the forefront of adopting ML-driven
vulnerability detection. The evolving threat landscape and regulatory requirements push
companies to improve operational efficiency, detect risks proactively, and enhance software
quality. ML-based technologies enable multi-factor analysis of code vulnerabilities, offering
explanations for potential flaws and supporting secure development practices.

The adoption of ML in software security addresses several critical objectives
simultaneously. These include accurate and timely vulnerability detection, prevention of potential
exploits, and improvement of overall software reliability. Risk management in software
development is central to reducing the probability of breaches. A robust security culture should
integrate ML insights into development workflows to ensure informed decision-making.
Quantitative analysis of detection model performance and continuous monitoring of emerging
vulnerabilities are necessary.

Formal ML models help reduce the cost of manual code review and compliance with
security standards. However, adopting these technologies requires changing the mindset of
developers and security professionals. User-friendly interfaces, model interpretability, and
integration with development tools are essential for success.

An ML-based vulnerability detection system allows integration of various analysis areas
within a unified security architecture. This includes expert knowledge, heuristic rules, and real-
time analytics to manage risks, regulatory compliance, operational issues, and software reliability
[S, 6].

In practice, the implementation of ML detection technologies is largely driven by software
development and security teams. Primary goals include fine-grained code analysis, identification
of hidden vulnerability patterns, and automated remediation suggestions. Large-scale projects
increasingly rely on ML solutions to maintain code security [7, 8].

The ML-based vulnerability detection market continues to expand, attracting attention
from enterprises, public authorities, and cybersecurity providers. The growth in available code
and vulnerability datasets motivates organizations to adopt innovative approaches and enhance
existing systems. Continuous increase in data volume necessitates investment in infrastructure,
security models, analytics pipelines, and personnel training.

Common technical roles in ML detection initiatives include ML engineers, data scientists,
and security analysts [9, 10]. Infrastructure managers may lead projects, supplying analysis tools
to support decision-making within development teams. Cross-functional skills are critical:
technical experts must understand core software operations, and managers should grasp basic ML
principles [11]. As organizations scale, additional analytical and functional components are
required, making ML implementation an ongoing and dynamic process.

When requirements are uncertain or evolving, the Lean Startup methodology is particularly
applicable. Innovations are treated as a series of controlled experiments generating actionable
learning [1]. Business requirements are refined through hypothesis-driven testing and rapid
feedback mechanisms, allowing timely modifications of ML detection systems. Development of
a minimum viable product (MVP)—a functional yet simplified ML detection solution—is
recommended at an early stage. The MVP should follow the “build—measure—learn” loop using
minimal resources.
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A unique feature of the Lean Startup approach is the evaluation phase, where organizations
assess whether changes deliver tangible results or if adjustments are needed. Training programs
and continuous assessment of performance and challenges are critical.

The Japanese principle of genchi genbutsu, meaning “go and see for yourself,”
emphasizes direct engagement with developers and end users of ML systems [1]. Insights from
teams working with source code, documentation, and project pipelines provide valuable guidance
on data quality and system improvement.

Selecting reliable IT partners and maintaining corporate oversight will remain critical in
coming years. Enterprises must address strategic issues such as development models,
architecture, information management, security policies, infrastructure, communication, and
personnel retention. Implementing ML detection technologies requires establishing proper
organizational structures and ensuring continuous professional development, as code collection
and analysis impact most employees.
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CryneHt

cnenuanbHOCTh «BO65 ABTpaHCIOPTHBIE CPEACTBAY

HAO «Ka3zaxckuit arporexuundeckuil yauepcutet umenu C. Ceiidymanaay
(r. Acrana, Kazaxcran)

COBEPIIEHCTBOBAHHUE METOJ10B IMAI'HOCTHKHA XOJOBOH YACTH
IJIEKTPOMOBUWJIEN HA CTAHIUUAX TEXHUYECKOI'O OBCJNYKUBAHUSA
I'orPOJA ACTAHDBI

AHHOTamusi: B crarbe paccmaTpuBarOTCsA akTyalbHbIE BOMPOCHI COBEPILIEHCTBOBAHMS
METO/IOB JUArHOCTUKH XOJIOBOM YacTH 3JIEKTPOMOOUJIEH B YCIOBHUSX CTAaHUUN TEXHUYECKOIO
oOcnyxxkuBaHusi ropoaa Actanbl. [IpoaHanu3upoBaHbl KOHCTPYKTHBHBIE OCOOEHHOCTH
AIIEKTPOMOOMIICH, BIUSIONINE HA XapaKTep HArpyXeHUs MOJIBECKH, a TaKKe KIMMATHUYECKUE U
JOpO>KHBIE (PAKTOPHI pernoHa. BEISBIIEHBI OTpaHUYECHUS TPATUIIMOHHBIX METOJ0B TUArHOCTUKU
1 000CHOBaHAa HEOOXOIMMOCTbh BHEAPEHUS HU(MPOBBIX TEXHOJOTUH KOHTPOJSI TEXHUYECKOTO
coctosiHusA.  [IpenmokeHa  KOMIUIEKCHAsT  METOJMKA, BKJIIOYAOIas  JIUHAMHYECKYIO
BUOpOANArHoCTUKY, 3D-aHain3 reoMeTpuu KoJiec, IIaTQPOPMEHHBIE CHUCTEMBbl H3MEPEHHUS
Harpy3Kku U HMUGPOBYIO MHTETPAIMIO JUATHOCTUYECKUX JAaHHBIX. OOOCHOBaHa TEXHHYECKas U
sKoHOMUYecKas 3 PpekTuBHOCTH MoaepHU3au obopyaoBanus CTO.

KiroueBble cj0Ba: 3JI€KTpOMOOWMIIb, XOJOBasl 4YacTh, IOJBECKA, JIMarHOCTHKA,
BUOponuarHoctuka, 3D-pasBan-cxoxnaenue, CTO, uudpoBble TEXHOJOTUH, TEXHHUYECKOE
obOcnyxuBanue, ActaHa.

Beenenne. B nocnennue ronpl B PecnyOnuke Kazaxcran HaOmromaercs ycToduBas
TEHJEHIMS K YBEJIWYEHHUIO KOJIMYECTBA 3JEKTPOTPAHCIOPTHBIX CpencTB. I'opon AcraHa Kak
aIMUHUCTPATUBHBIA U YIKOHOMHYECKUH IIEHTP JEMOHCTPUPYET HAUOOJBIIYIO JUHAMUKY POCTa
AIEKTPOMOOMICH. ITO 00YCIOBICHO TOCYIaPCTBEHHOMN MOJMTUKON MO CHUXEHUIO BHIOPOCOB,
pa3BUTHEM 3apsAHON UHPPACTPYKTYPbI U POCTOM JOCTYITHOCTH JIEKTPOTPAHCIIOPTA.

VYBenuueHue aBTomMapka 53JIEKTpOMOOUJIeH NPUBOIUT K HEOOXOJAMMOCTU ajanTalluu
CYIIECTBYIOIIEH CEpBUCHOW HHPPACTPYKTyphl. Ocoboe BHUMaHWE TpeOyeT IUarHOCTHUKA
XOJIOBOM YacTH, MOCKOJbKY KOHCTPYKTHBHBIE OCOOEHHOCTH AJIEKTPOMOOMJIEH CYIECTBEHHO
OTJINYAIOTCSA OT aBTOMOOMJICH C IBUTATEISIMUA BHYTPEHHETO CTOpaHHUSI.
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Growth of Electric Viehicles in Astana
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Puc. 1 — JIlunamuka pocrta KoJndecTBa dIeKTpoMoOuieil B r. Actane

I'padux oTpakaer yBeJIWYEHUE 4YHUCIA 3aPETUCTPUPOBAHHBIX SJIEKTpOMOOUIIEH 3a
MOCJIETHAE TOJbl, AEMOHCTPUPYS YCTOMYMBBIM POCT MOTPEOHOCTH B CIELHAIU3UPOBAHHOM
CEPBUCHOM OOCITY>KUBAHUH.

Kak BuaHO 13 pucyHka 1, pocT Koau4ecTBa 3J1eKTpOMOOUIIEH HOCUT SKCITOHEHIIUATbHBIN
Xapakrep, yTo (OpMUPYET MOBBILICHHYIO HArpy3Ky Ha CTAaHLUU TEXHUYECKOTO 00CITYKUBAHUS.

KoHCTpYKTHBHBIEC 0CO0EHHOCTH 3JIEKTPOMOOMIICH M UX BJIUSIHHE HA X0I0BYI0 YaCTh

DNEeKTpOMOOUIN XapaKTEPU3YIOTCSl HAJIMYUMEM TATOBOM aKKyMyJSTOpHOW OaTapeu
0O0JIBIION €MKOCTH, pa3MEIIaeMOl B HM)KHEW 4YacTH Ky30Ba. DTO 00€CIEUMBAECT MOHU)KEHUE
LIEHTpA TSAXKECTH, OJTHAKO YBEIMUYMBAET CHAPSLHKEHHYIO Maccy aBTOMOOMIIS B cpeiHeM Ha 15-25
% 1o cpaBHenuto ¢ anainoramu ¢ JIBC. IloBbimeHHas Macca NpUBOAUT K POCTY TMHAMUYECKHUX
Harpy30K Ha 3J€MEHThI MOABECKH, aMOPTU3ATOPbI U CTYIIUYHBIC Y3IIbI.

BBICOKMIT MTHOBEHHBIN KPYTALIMNA MOMEHT AJIEKTPOABUTATENS CO3AAET AOTOJHUTEIbHbBIE
MPOJIOJIbHBIE HArpy3Kd NIpH pa3roHe, YTO YCKOPSAET H3HOC LIAPHUPOB U CAUJIEHTOJIOKOB.
JlonmoaHUTENbHBIM ~ (DAKTOPOM  SIBJIIETCSI  CHUCTEMa  PEKYNEPAaTUBHOIO  TOPMOXKEHUS,
repepacnpencsonas Harpy3Ky MeXIay NepeIHer U 3aIHEH OCAMMU.

Comparative Suspension Load
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Puc. 2 — CpaBHUTEIbHAS OTHOCUTEbHASI HATPy3Ka Ha MMoJiBecKy aBroMoomieit ¢ JIBC u
AIIEKTPOMOOMIICH

Jnarpamma JI€EMOHCTPUPYET YBEJIMYEHHWE OTHOCUTEIBHOW HArpy3Kd Ha DJJIEMEHTHI
MO/IBECKU 3JEKTPOMOOUIIS O CPABHEHUIO C TPAJAUIIMOHHBIM aBTOMOOUIIEM.
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N3 pucynka 2 criemyer, 4YTO OTHOCUTENIbHAs Harpy3ka Ha SJEMEHTbl MOJBECKHU
AIEKTPOMOOWIISI TIPEBHINIACT aHAJOTUYHBIA TTOKa3aTenb Ay aBTomoowmsa ¢ JIBC B cpennem Ha
20-25 %, uto TpeOyeT KOPPEKTUPOBKU AUATHOCTUYECKUX PErIaMEHTOB.

Biansinue KJIMMaTHYeCKUX YCJIOBUI ropoa ACTaHbl

Kinumat ropoma xapakrepu3yeTcsi SKCTpeMaIbHBIMU TEMITEPATyPHBIMU KOJCOAHUSIMH OT
—35 °C B 3umuHuid nepuon no +35 °C nmerom. Huszkue Temreparypbl BBI3BIBAIOT W3MEHEHHE
YIPYTUX CBOMCTB PE3MHOMETAIUIMYECKHUX JIEMEHTOB IMOJIBECKH, a TAK)KE YBEIIMUYCHUE BA3KOCTH
CMAa304YHBbIX MaTepHuaaoB. BeceHHUE U OCEHHUE MEPENaIbl TEMIIEPATYP NPUBOAAT K YCKOPEHHOMY
CTApEHUIO YIUIOTHUTEIBHBIX 3JIEMEHTOB.

Hcnonb30BaHWE TPOTUBOTOJIOJIEIHBIX PEAr€HTOB YCUIIMBAET KOPPO3UOHHOE BO3ACHCTBHUE
Ha METAJUTMYECKHE JETAM XOJIOBOM dacTh. B COBOKymHOCTH mMaHHBIE (haKTOPHI COKpAIIaroT
pecypc y3J10B MOJIBECKH U MOBBIMIAIOT TPEOOBAHUS K PETYJISIPHOCTH M TOUHOCTH JUATHOCTUKH.

AHaJIM3 CylIeCTBYIOIIUX METOI0B THATHOCTUKH

Ha GonpmmacTBe CTO ropoja NPUMEHSIOTCS TPAJUWIMOHHBIE METOJbl JUArHOCTHUKU,
BKJTIOYAIOIINE BU3YAJbHBIA OCMOTP, MTPOBEPKY JO(PTOB, CTEHIOBYIO MPOBEPKY aMOPTU3aTOPOB
U PEryJHpPOBKY VYIJIOB YCTAHOBKH KOJIEC. OJTU METOAbl TO3BOJISIOT BBISIBISATH SIBHbBIC
HEUCTIPABHOCTH, OJIHAKO HE 00ECMEeUNBAIOT KOMIUIEKCHON OIEHKH JMHAMHUYECKOTO COCTOSHUS
MMOJIBECKHU.

OrcyTcTBHE ydeTa (DAKTHUUECKOTO paclpelelieHus] MacChl JJIGKTPOMOOWIIS  TIpH
JWAarHOCTUKE IPUBOJMUT K MOTPEHIHOCTSIM peryiaupoBku. Kpome TOro, JaHHbIE pa3IuyHBIX
JTUAarHOCTUYCCKHX MPOLIEAYP HE HHTETPUPYIOTCS B €AMHYIO [IUGPOBYIO CUCTEMY, UTO HCKITIOYAET
BO3MO>KHOCTh ITPOTHO3UPOBAHHUSI OCTATOYHOI'O pecypca JeTanei.

CoBepuieHCTBOBAHNE METOA0B JUATHOCTUKHU

[Ipennaraercss BHEIpPEHHE KOMIUIEKCHOM LU(PPOBOM  METOMMKH, BKIHOYAIOIICH
JTUHAMHYECKYI0 BHOpOAMArHocTuky, 3D-aHanu3 TeoMeTpuM KOJieC U HCIOJIb30BAaHUE
M1aT(MOPMEHHBIX BECOBBIX CUCTEM.

JnHamudeckasi BUOPOIMarHOCTUKA MO3BOJISIET PETUCTPUPOBATh AMILIUTYIHO-4ACTOTHBIE
XapaKTePUCTUKU TOJBECKU MPHU PA3TUYHBIX PEKUMaX HArpyXkeHus. ITO JaeT BO3MOXKHOCTb
BBISIBJISITH CKPBITHIE 1€()EKThl AMOPTHU3aTOPOB U MOJUIUITHUKOB HA PAHHUX CTaJUAX.

3D-cTeHapl 00ECIeunBalOT BBICOKOTOYHYIO PETrYJHMPOBKY YIJIOB YCTAHOBKH KOJIEC C
Y4ETOM peajbHOM Harpy3ku Ha ocu. Mcnonp3oBanue miaTGOpMEHHBIX JaTYNKOB Beca IO3BOJISCT
YUYUTBHIBATh YPOBEHD 3apsaa aKKyMYJISITOPHOM OaTapeu Ipu MPOBEACHUN PETYIUPOBKH.

Reduction of Diagnostic Time After Modernization
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Puc. 3 — CpaBHeHUE MPOAOTKUTEILHOCTH JUATHOCTUKH JI0 U TIOCJIE MOJICPHU3ALIUN

JuarpaMMa OTpa)kaeT COKpAalIeHUWE CPEIHEr0 BPEMEHHM MPOBEIACHUS JUArHOCTUKHU MpU
MCIIOJIb30BaHUU ITU(PPOBBIX METOIOB.

CornacHO TaHHBIM, MPEACTABICHHBIM Ha PUCYHKE 3, BHEIPEHHE IU(PPOBBIX TEXHOJIOTUI
IIO3BOJISIET COKPATUTh CpeHee BpeMs AUArHocTuku ¢ 90 1o 65 MHHYT, YTO NOBBIIIAET
IPOIYCKHYIO CIIOCOOHOCTH CTaHIIHH.

IKOHOMHUYECKAA IPPEeKTUBHOCTH

MogepHu3anuss ~ IMarHOCTUYECKOro  00OpyloBaHUS  TpeOyeT  IepBOHAaYaJIbHBIX
MHBECTULIMM, OJIHAKO CHM)KEHUE YHCIa IOBTOPHBIX OOpallleHWH KIMEHTOB U YBEIMYEHUE
TOYHOCTH BBISIBJIEHHSI HEUCIIPABHOCTEN 0OECIeunBaeT OKyIIaeMOCTh BJIOKEHUI B TeueHue 2—3
JIET.

JIoNMOTHUTENbHBIA ~ SKOHOMUYECKHA  3(Qexkr  BbIpakaeTcsi B  IMOBBIIICHUU
KoHKypeHTocnnocooHoctu CTO, pocTe KIHEHTCKOW ©0a3bl W (OPMHUPOBAHUU HMHJIKA
CHEUAIN3UPOBAHHOrO LIEHTPa 00CITyKUBAHUS SJIEKTPOMOOUIIEH.

3akiroueHue

CoBeplIEHCTBOBAaHUE METOJIOB JAMArHOCTUKH XOJIOBOM YacTU AJIEKTPOMOOWIEH B
YCJOBHSIX TOpo/ia ACTaHbl SBISETCS OOBEKTUBHOM HEOOXOAUMOCTBIO, O0YCIOBIEHHON pPOCTOM
ANEKTPOTPAHCIIOPTA U CIIOKHBIMHU KJIMMATHYECKUMHU yCIOBUSMU PETHOHA.

[Tlepexon K KOMILIEKCHOM IM(POBON IUArHOCTHKE IO3BOJIAET IOBBICUTH TOYHOCTH
KOHTPOJISI TEXHMYECKOTO COCTOSIHUSA, COKpPaTUTh BpeMs OOCIyXHBaHUS M 00eCHeduTh
IIPOTHO3MPOBAHUE peCypca Y3JI0B NOABECKU. Peanmmsanus NpeIsioKEHHBIX MEPONPUATHN
CHOCOOCTBYET TMOBBIIICHUIO HAAEKHOCTU OJKCIUTyaTallMM JJIEKTPOMOOWJIEH U Pa3BUTHUIO
COBPEMEHHOM CepBUCHON MHPPACTPYKTYPHI CTOJIUIIBI.
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A COMPUTATIONAL MODEL FOR SMART CITY SUSTAINABILITY
ASSESSMENT BASED ON INTEGRATED INDICATORS

Abstract: This paper proposes a computational model for assessing smart city
sustainability based on integrated indicators and public perception data. The model combines
quantitative normalization techniques, weighted indicator aggregation, and comparative analysis
to evaluate urban sustainability across five dimensions: social, economic, environmental,
technological, and governance. Empirical data were obtained through a structured survey of 165
residents from Almaty and Astana, Kazakhstan. A min-max normalization method and a
weighted scoring algorithm were applied to construct a composite Smart City Sustainability
Index. Computational results demonstrate domain-specific differences between the two cities and
reveal critical gaps in digital infrastructure and citizen awareness. The proposed model provides
a reproducible and adaptable computational framework for smart city evaluation and can be
applied to other urban contexts using publicly available data.

Key words: computational model, smart city, min-max normalization method, weighted
scoring algorithm.

Introduction. The shape of contemporary cities and the tenets of their governance are
being altered by the continuous processes of urbanization and digital development. The
evaluation of urban sustainability has become a strategic priority due to population growth, the
development of smart infrastructure, the expansion of transportation networks, and the
requirement for effective resource management. In order to improve the quality of life for its
residents, the idea of a smart city combines innovation, environmental responsibility, and
efficient governance. However, an integrated assessment technique that incorporates
technological, economic, environmental, and social aspects including public awareness and
participation is necessary for the development and management of such cities.

A number of approaches and indices, such the ISO 37122 standards, the IESE Cities
Motion Index, and the IMD Smart City Index, have been established worldwide to assess the
performance of smart cities. Nevertheless, the majority of current frameworks frequently ignore
the psychological and perceptual aspects of urban living in favor of physical and eco- nomic
measures. Evaluating the true impact and preparedness of smart cities has become more important
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in Kazakhstan, where digitalization initiatives like eGov, Smart Astana, and Open Almaty are
being aggressively implemented. The establishment of a fully integrated and sustainable smart
city ecosystem is hampered by the low level of citizen knowledge and engagement despite
notable technological advancements.

A thorough evaluation framework that incorporates the various facets of sustainability-
social, economic, technological, environmental, and governance related is therefore becoming
increasingly necessary. The objective of this project is to use empirical data gathered from
Almaty and Astana citizens to design and test an integrated model for smart city assessment. The
study provides a multifaceted approach to evaluating smart city readiness by utilizing techniques
of data normalization, comparison analysis, and public perception assessment. The results are
meant to help urban planners and politicians in Kazakhstan develop sustainable and citizen-
centered smart city policies by supporting evidence-based decision-making.

In the digital era, cities are evolving into complex ecosystems that rely on continuous data
exchange between technological infrastructure and human activities. The applicability of this
study lies in its practical relevance for emerging urban environments such as Almaty and Astana,
which are currently implementing smart city initiatives under national digital transformation
programs. By analyzing the interconnections among social, environmental, and technological
dimensions, the proposed framework provides a foundation for assessing both infrastructure
readiness and citizens’ perceptions of urban sustainability. This multidimensional evaluation
model supports policymakers in identifying priority areas for improvement-such as public
transportation, environmental protection, and digital inclusivity and contributes to more efficient
urban management practices.

The relevance of this work is rooted in the global shift toward data-driven and sustainable
urban governance. As highlighted by Yigitcanlar et al. (2021) [1], cities that combine advanced
technology with sustainability principles can significantly enhance social equity and
environmental resilience. In Kazakhstan, the development of smart city projects such as Smart
Astana, Open Almaty, and eGov reflects a growing demand for transparent governance and
citizen-oriented digital services. However, the absence of an integrated measurement system
complicates the evaluation of their true effectiveness. This research addresses that gap by
proposing a comprehensive framework that combines measurable indicators and subjective
public feedback. The findings are relevant not only for Kazakhstan but also for other developing
countries facing similar urbanization and digital transformation challenges.

The main purpose of this study is to develop a theoretical and practical framework for
assessing urban sustainability based on integrated smart city indicators. The research aims to
analyze existing evaluation models, identify gaps related to social perception and data integration,
and propose a multidimensional assessment system that connects technical performance with
citizen satisfaction. Furthermore, the study seeks to determine how these combined indicators
can guide strategic decision-making for sustainable city development and digital governance
improvement in Kazakhstan.

Related Work. Urban sustainability and smart city assessment have become key research
areas in the post-pandemic era, driven by rapid digital transformation and environmental
challenges. Modern studies emphasize that smart city development requires a comprehensive
evaluation approach combining technological, environmental, and social indicators (Yigitcanlar
et al., 2021) [1]. According to Bibri and Krogstie (2021) [2], sustainability in urban systems can
only be achieved through integrated data-driven management that aligns digital innovation with
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ecological balance and citizen well-being. Similarly, Bifulco et al. (2022) underline the
importance of governance and public participation as critical dimensions of sustainable smart city
performance.

Recent research by Neirotti and De Marco (2022) [3] argues that cities are increasingly
adopting Al-based systems to manage energy efficiency, transportation, and environmental
monitoring, yet most frameworks overlook human-centered indicators. The integration of
subjective data, such as public perception and user satisfaction, into traditional performance
metrics 1s therefore becoming a major focus in contemporary research (Kumar and Singh, 2023)
[4]. As highlighted by Li et al. (2023) [2], the combination of open data analytics, 10T
technologies, and citizen participation creates a new paradigm for sustainability evaluation,
allowing cities to develop adaptive and evidence-based urban strategies.

Mathematical Model of Smart City Sustainability

Research design - qualitative descriptive research. By using a quantitative-descriptive
design, the study seeks to give an unbiased picture of Kazakhstan’s urban sustainability dynamics
without changing any variables. This method preserves the integrity of respondents’ beliefs and
impressions while enabling the analysis of empirical survey data. Descriptive statistical analysis
is used in conjunction with quantitative methods to find trends in city dwellers’ awareness,
satisfaction, and preparedness for smart city development. Systematic data collection,
normalization, and integration across several sustainability dimensions are made possible by the
use of this design.

The methodological framework integrates a comparative evaluation of smart city metrics with
quantitative survey data analysis. A structured online questionnaire was used to collect data from
citizens of major Kazakhstani cities, mainly Almaty and Astana. A total of 165 valid replies were
obtained. To provide a fair assessment across the five sustainability domains-social, economic,
environmental, technological, and governance the gathered data were processed using
normalization techniques and weighted scoring via the Analytic Hierarchy Process (AHP). To
match local indicators with international standards, a comparative content study of international
frameworks (ISO 37122, IESE, and IMD) [5] was carried out. The suggested assessment model’s
validity, reliability, and reproducibility are guaranteed by the combination of these techniques.

The study focuses on assessing the multidimensional sustainability of smart cities in
Kazakhstan through an integrated framework that combines objective indicators and public
perception data. The empirical component of the research was conducted between January and
March 2025 in the cities of Almaty and Astana, which represent Kazakhstan’s two leading digital
transformation hubs. The research design is quantitative and descriptive, structured to capture
both measurable performance indicators and citizens subjective evaluation of smart city
readiness.

Justification of City Selection and Data Sources. Almaty and Astana were selected as case
studies due to their leading roles in Kazakhstan’s digital transformation and availability of
reliable smart city data. The selection criteria included population size, economic activity, and
digital infrastructure maturity. Comparative information from 102 international cities was used
for benchmarking Kazakhstan’s performance. The data were collected from UN- Habitat (2024),
World Bank Open Data (2023), Eurostat, and the ITU Smart City Index. The questionnaire
included 25 questions grouped into five sustainability domains:

1. Social Dimension - education, digital literacy, inclusiveness, and public engagement;

166



«Central Asian Scientific Journal» Ne1 (29) — AHeaps — Mapm 2026

2. Economic Dimension - employment opportunities, innovation support, and local
entrepreneurship;

3. Environmental Dimension - waste management, air quality, and green infrastructure;

4. Technological Dimension - accessibility of digital services, internet coverage, and data
transparency;

5. Governance Dimension - openness of government, public participation, and
administrative efficiency.

The purpose of this structure was to evaluate how citizens perceive and interact with smart
city systems, and to link their responses to objective sustainability performance indicators derived
from open municipal and national datasets (eGov.kz, Open Data Portal Kazakhstan, and Smart
Astana Dashboard).

To ensure comparability between the cities, the study applied a weighted indicator model
inspired by the Analytic Hierarchy Process (AHP) (Saaty, 2021) [6]. Each domain was assigned
a weight (between 0.15 and 0.25) according to its perceived importance based on literature and
expert assessment (Bibri and Krogstie, 2021; Li et al., 2023) [2]. Each indicator was normalized
using the min-max method to ensure a consistent scale between 0 and

1. The composite Smart City Sustainability Index (SCSI) was then calculated for each city
using the following formula:

n
SCSI = Z wN, (1)
i=0

where «; denotes the weight of each indicator and »; denotes the normalized score of indicator 1.

A comparative analysis between Almaty and Astana was conducted to identify gaps and
strengths across the five domains. Supplementary visualization was carried out using Python
(Matplotlib, Pandas) to generate radar charts and histograms representing citizens’ priorities and
satisfaction levels.

The integrated indicator framework presented in Table 1 provides a structured foundation
for evaluating smart city sustainability across five key domains. Each indicator reflects a critical
aspect of urban performance, linking measurable parameters such as digital infrastructure and
environmental quality with subjective public perceptions gathered through the survey. This
multidimensional approach allows for identifying both technological strengths and social gaps in
urban development. By combining open data sources with citizens’ feedback, the framework
ensures that smart city assessment is not limited to technical efficiency but also captures human-
centered dimensions of urban sustainability.

Table 1. Sample of Integrated Indicator Framework

Domain Key Indicators (Examples) Data Source / Measurement Method

Social Digital literacy, access to online education, inclusiveness| Survey responses, eGov Analytics

Economic Innovation activity, startup support, National Statistics Committee, Survey
ICT employment rate

Environmental | Air quality index, waste recycling, green zone area Smart Astana, OpenData.kz

Technological | Internet speed, service accessibility, cybersecurity Questionnaire, Network Reports
awareness

Governance Transparency index, open data usage, citizen Open Almaty Portal, Survey data
satisfaction
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The questionnaire was designed using Google Forms and validated through a pilot test with
15 respondents to ensure clarity and reliability. Cronbach’s Alpha (o = 0.87) confirmed the
internal consistency of survey items. Each response was coded numerically (1-5 Likert scale),
reflecting the degree of agreement with key smart city statements such as: "My city provides
sufficient digital infrastructure for daily activities." "Environmental data and pollution levels are
accessible to citizens."

The final dataset was analyzed using SPSS Statistics 29 and Python’s Pandas library.
Normalization of indicators allowed us to identify domain-level gaps between Almaty and
Astana. Descriptive analysis revealed that while Almaty scored higher in environmental
awareness and citizen participation, Astana showed stronger results in digital infrastructure and
governance transparency.

The radar chart in Figure 1 visualizes the comparative performance of Almaty and Astana
across five sustainability domains-social, economic, environmental, technological, and
governance. The results reveal that Astana demonstrates stronger outcomes in the technological
and governance dimensions, driven by its advanced e-government infrastructure, high-speed
connectivity, and broader integration of digital public services. In contrast, Almaty achieves
relatively higher scores in the social and environmental categories, reflecting greater civic
engagement, local sustainability initiatives, and higher levels of public awareness regarding
environmental challenges.

Comparative Radar Chart of Smart City Dimensions:
Almaty and Astana (2025)

Environmental Sustainability

Technological Infrastructure

Fig. 1 - Comparative Radar Chart of Smart City Dimensions in Almaty and Astana (2025)

Overall, the radar visualization highlights that both cities maintain a moderate level of
balance across the five assessed dimensions, yet opportunities for improvement remain. The
findings emphasize the importance of aligning digital infrastructure expansion with inclusive
governance and environmental responsibility. Furthermore, the chart supports the notion that
smart city success cannot be measured solely by technological advancement but must also
incorporate public perception, social equity, and sustainability outcomes. This integrative
approach provides valuable insights for policymakers in Kazakhstan to prioritize strategies that
foster citizen-centered and data-driven urban development.
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The process of independently creating a small, animated film involves several stages: idea,
structure, storyboarding, character design and development, rough animation, film review, clean-
up of animation, coloring, voiceover, sound superimposition, music, final editing, etc. Each stage
is necessary for the organizational integration of animation and sound design principles. Expand
the capabilities of individual animation developers: In this study, the combination of animation
and sound design principles allows individual developers to explore the practical application of
theoretical knowledge throughout the creative process without the need for support from large
industry sectors. By applying a practical approach to the scientific understanding of how
theoretical principles are translated into practical independent animation projects, we take into
account the problems encountered, the creative decisions made and the overall impact on the final
product.

Data Collection and Normalization Method

Awareness and Familiarity with Smart Cities

The 1nitial section of the survey evaluated public familiarity with the concept of smart cities
and perceptions of their key features. Results in Figure 2 indicate that while 15% of respondents
reported being very familiar with the idea, the largest portion (45%) had only heard of the term
without fully understanding its meaning. This points to a gap in public awareness and highlights
the need for more targeted educational campaigns and media outreach to clarify what constitutes
a "smart city" and how it affects everyday life.

Awareness of Smart City Concept Among Respondents

o - o

Heard but unsure § a5%

Somewhat familiar <| 25%

20 30 4
Percentage of Respondents (%)

Fig. 2 - Awareness and Familiarity with Smart Cities

When asked about the characteristics they associate with a smart city in Figure 3, the
majority of respondents identified technology integration (65%), improved infrastructure (58%),
and enhanced security (42%) as primary features. Environmental sustainability (38%) and
accessible public services (45%) were also mentioned but to a lesser degree. These results
demonstrate that citizens primarily perceive smart cities as technology-driven environments with
tangible infrastructure benefits, while ecological and inclusivity aspects receive comparatively
less attention.
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Comparative Analysis: Smart City Characteristics Id fied by Respond
Almaty vs Astana

= Almaty
m Astana

Tech
rception in both cities

70 68% /
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nology-focused

Percentage of Respondents (%)

Technology Infrastructure Security Environmen t Services

[ Interpretation: Both cities show strong with { logy. and, with Almaty
d (68%) while Astana value both tec (62%) and in! e (61%) equally

Fig. 3 - Smart City Characteristics Identified by Respondents

Regarding awareness of specific smart city initiatives in Kazakhstan, only 29.7% of
respondents confirmed knowledge of such projects, and 32.7% were unsure. Similarly, just
26.1% believed that their city is actively becoming "smart", while 42.4% noted only gradual
progress. Despite limited awareness, optimism remains high 89.7% of respondents agreed or
strongly agreed that smart city technologies could significantly improve quality of life. This
underscores strong latent public support, suggesting that once citizens observe visible benefits,
acceptance and engagement are likely to grow rapidly.

Importance and Expected Benefits of Smart City Features

Nearly half of participants (49.7%) considered the adoption of smart city solutions in
Kazakhstan "very important", and another 34.5% rated it as "important". This overwhelming
consensus highlights the population’s readiness for digital transformation and their recognition
of its national significance. Respondents perceive smart city development as an essential pathway
to modernization, urban competitiveness, and improved well-being.

When identifying specific sectors in Figure 4 that could benefit most, respondents
emphasized public transportation (78%), public safety (72%), healthcare (65%), and energy
efficiency (58%). Education (55%) and environmental sustainability (52%) followed closely,
while economic growth and waste management ranked lower. This pattern reveals that
Kazakhstan’s citizens associate "smartness" primarily with improvements in mobility, safety, and
basic service delivery-core elements of daily urban experience.

Similarly, respondents identified reduced pollution (67.9%) and improved public
transportation (67.3%) as top expectations from smart city initiatives, followed by affordable
internet access (54.5%), smart parking (53.3%), and clean recreational areas (45.5%). These
results suggest that environmental quality and urban mobility are key public priorities. Moreover,
when asked if they would support government spending on such initiatives, over 68% expressed
support or strong support, confirming that citizens are willing to see public investment in
technological modernization.
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Areas That Would Benefit Most from Smart City Implementation

Waste Management a5% .
Top Priorities: |
Transport & Safety |

Economy 48%

Environmen t 52%

Healthcare 65%

Transport 78%
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Interpretation: Transport (78%) and Safety (72%) are identified as the areas that would benefit most from smart city technologies. 1
This aligns perfectly with Section 10 (impact) findings, confirming these as critical priorities for urban development

Fig. 4 - Smart City Characteristics Identified by Respondents

The Impact of Machine Learning Technologies on Smart City Development

Focusing specifically on Almaty residents, the study explored the perceived role of
machine learning technologies in smart city transformation. Over half of respondents (55.1%) do
not yet view Almaty as a "smart city", though 39.7% believe it is progressing toward that status.
This perception reflects both the city’s visible digital initiatives and the existing challenges in
broader system integration.

Among technologies related to traffic management, Onay (88.2%) emerged as the most
frequently used platform, followed by Sergek (28.1%), while tools like Almaty Bike (11.1%),
Smart Pedestrian (15%), and Smart Parking (9.8%) show much lower adoption rates. This
indicates that citizens engage primarily with services that directly affect daily mobility but are
less aware of or less inclined to use supplementary systems.

In terms of expectations from Al-driven smart city projects, 53.8% prioritized traffic
optimization and reduced congestion, while 17.3% emphasized safety improvements and 16.7%
highlighted better city planning and infrastructure management. Energy efficiency (9%) and
waste optimization (3.2%) ranked lowest, suggesting that citizens value immediate, visible
improvements-especially those related to transportation and safety over systemic efficiency
upgrades.

Finally, awareness of municipal digital services such as Open Almaty remains limited-
only 40.1% of respondents reported familiarity with the platform. Meanwhile, national-level
services like eGov demonstrate significantly higher adoption (91.4%), showing that nationwide
systems are better integrated and publicized than local smart city platforms. This discrepancy
underscores the need for city-level communication strategies and citizen engagement programs
that make local innovations more accessible and transparent.

Synthesis of Findings. Overall, the analysis reveals a high level of optimism toward smart
city development in Kazakhstan, combined with moderate technological readiness and limited
local awareness. Citizens clearly identify transportation, safety, and environmental sustainability
as top priorities, while digital governance and infrastructure lag behind in perceived visibility.
The survey underscores the importance of strengthening digital literacy, increasing transparency
in municipal projects, and aligning technological investments with the daily needs of citizens.
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These insights form the basis for developing a comprehensive Smart City Sustainability Index
(SCSI) that integrates both objective infrastructure indicators and subjective citizen feedback,
offering policymakers a multidimensional tool for evaluating and improving urban sustainability
performance.

This section presents the empirical findings from the survey conducted in Almaty and
Astana, followed by a comprehensive discussion of their implications for smart city development
in Kazakhstan. The analysis is structured around the proposed multidimensional framework,
integrating quantitative data with visual analytics to reveal key patterns and priorities.

This divergence underscores a critical premise of our framework: a holistic assessment
must capture both technological capability and socio-ecological engagement to avoid a skewed
understanding of urban sustainability.

To delve deeper into citizen expectations, a correlation analysis was conducted, the results
of which are presented in the heat map (Figure 5). This visualization reveals the strength of the
relationship between the five core smart city domains and the specific urban improvement areas
prioritized by the public.

Comparative Smart City Readiness Index: Almaty vs Astana

Cities
Almaty
|
~
N

Astana

| 4 ' ' '
Social Economic Environmental Technological Governance
Sustainability Dimensions

Fig. 5 - Comparative Smart City Readiness

The heat map identifies several key linkages:

1. Strong Technology-Transport Nexus: The strongest correlation (dark red) is observed
between the Technological domain and public demand for improved Transportation. This aligns
with qualitative data where 53.8% of respondents identified traffic optimization as the top
expectation from Al-driven projects, validating citizen perception of technology as a primary tool
for solving mobility issues.

2. Environmental Domain Centrality: The Environmental domain shows significant
correlations (medium to high) with multiple public priorities, including Environmental Quality,
Public Health, and Waste Management. This demonstrates that citizens view environmental
sustainability not as a standalone issue but as an integral component of health and livability.

3. Governance-Safety Link: A notable correlation exists between the Governance domain
and Public Safety, indicating that citizens associate transparent and efficient institutions with a
safer urban environment.
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This heat map provides a strategic blueprint for policymakers. It moves beyond siloed
planning by illustrating how advancements in one domain (e.g., Technology) can address
priorities in another (e.g., Transportation). For instance, investing in smart traffic management
systems (Technology) directly responds to a top public demand while also potentially delivering
environmental co-benefits through reduced congestion and emissions.

The findings from the survey and visual analytics collectively paint a picture of a populace
that is optimistic about the potential of smart cities yet critically aware of current shortcomings.
The high level of support (84.2% found smart city development important) provides a strong
mandate for action. However, the low awareness of specific local initiatives (only 29.7%) and
the significant performance gaps identified highlight a disconnect between government action
and citizen perception.

Based on these findings, we recommend implementing integrated citizen-centric pilots
rather than isolated technological deployments. High-visibility projects should target identified
priority gaps, such as creating an "Intelligent Urban Corridor" in congested zones that combines
smart traffic management technology with eco-friendly public transport and transparent
governance through public data dashboards. This approach directly addresses core public
concerns while delivering demonstrable benefits.

The line graph in Figure 6 illustrates the progression of public perception and readiness
toward smart city development across different survey dimensions. Each plotted line represents
a key thematic area-awareness, perceived benefits, technological readiness, and government
support showing how respondents’ engagement and optimism evolve from conceptual
understanding to practical implementation. The upward trends in awareness and perceived
benefits highlight growing public enthusiasm for smart city initiatives, while moderate
fluctuations in technological readiness and infrastructure satisfaction indicate existing challenges
that must be addressed to sustain momentum.

The overall survey results reveal a clear trend: citizens across Kazakhstan demonstrate
increasing awareness and optimism toward smart city initiatives, yet they also express critical
concerns regarding infrastructure quality and implementation pace. Respondents strongly
associate smart cities with technological innovation, safety, and sustainability, emphasizing
priorities such as improved public transportation, environmental protection, and reliable internet
access. However, a noticeable proportion remains only moderately satisfied with the current
digital infrastructure, pointing to gaps in service availability and connectivity between
government institutions and citizens. This reflects a transitional stage in Kazakhstan’s urban
modernization process, where the vision of smart cities is widely supported but not yet fully
realized.

In addition, the analysis of city-specific data, particularly from Almaty, shows that
residents actively use existing smart services like Onay, Sergek, and eGov, indicating a promising
foundation for future development. At the same time, limited awareness of newer platforms such
as Open Almaty [7] or E-ksk [8] highlights the importance of stronger communication and citizen
engagement. The combined results of the line graph and heat map confirm that while enthusiasm
for technological progress is high, long-term success depends on bridging the gap between
innovation and inclusivity. By focusing on public education, transparent data use, and sustainable
infrastructure investment, Kazakhstan can transform these positive attitudes into measurable
progress toward a fully integrated smart city ecosystem.
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Smart City Sustainability Profile Comparison
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Fig. 6 - Smart City Sustainability Trends by Domain

Conclusion. This study has established a comprehensive multidimensional sustainability
assessment framework for smart city evaluation, addressing the critical need for integrated
indicators that capture the complex, interconnected nature of urban digital transformation. The
proposed framework moves beyond traditional siloed approaches by synthesizing environmental,
economic, social, technological, and governance dimensions into a cohesive evaluation system.

The research demonstrates that effective smart city assessment requires balanced
consideration of multiple sustainability pillars. Environmental indicators must be integrated with
technological advancements to ensure that smart city development contributes to ecological
sustainability rather than merely optimizing resource consumption. Similarly, economic growth
indicators must be evaluated in conjunction with social inclusion metrics to prevent the
emergence of digital divides and ensure equitable distribution of smart city benefits.

Key findings reveal that the most successful smart city implementations exhibit strong
correlations between technological infrastructure development and improvements in quality of
life, particularly when supported by participatory governance models. The framework’s
application to case studies demonstrates its utility in identifying synergies and trade-offs between
different sustainability dimensions, enabling more informed policy decisions and strategic
planning.

The integrated indicator system addresses several critical gaps in current smart city
evaluation methodologies. First, it provides a standardized yet flexible approach adaptable to
diverse urban contexts. Second, it incorporates dynamic metrics capable of capturing the evolving
nature of smart city initiatives. Third, it emphasizes the importance of contextual factors and local
priorities in indicator weighting and interpretation.

However, the study also identifies challenges in implementation, including data
availability, methodological complexity, and the need for capacity building among municipal
authorities. Future research should focus on developing simplified assessment tools, establishing
standardized data collection protocols, and creating benchmarking systems that account for
different development stages and urban contexts.

This framework contributes to both academic knowledge and practical urban governance
by providing a structured approach to smart city evaluation that prioritizes holistic sustainability.
It enables cities to move beyond technological determinism toward more balanced, human-
centric development pathways. As cities worldwide continue their digital transformations, this
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multidimensional assessment approach will be essential for ensuring that smart city initiatives
genuinely contribute to sustainable urban futures, balancing technological innovation with social
equity, economic vitality, and environmental stewardship.

The proposed integrated indicators thus represent not merely a measurement tool, but a
strategic framework for guiding smart city development toward more sustainable, resilient, and
inclusive urban environments.
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PATCHTST METHOD FOR FORECASTING ENERGY CONSUMPTION BASED ON
HISTORICAL DATA AND WEATHER CONDITIONS

Abstract: Forecasting energy consumption is important for better management of energy
systems and for preventing possible electricity shortages. In this study, we used the PatchTST
model, which is based on a transformer architecture. The model was trained on the Smart Meters
in London dataset, which includes information about household energy consumption and weather
parameters. The model uses 90 days of historical data to predict energy consumption for the next
14 days.

The PatchTST model is a modern deep learning method and has several advantages
compared to traditional machine learning models. In our experiments, it showed better results
than models such as Random Forest, KNN, SVM, and SVR based on the RMSE metric. The
improved performance is explained by the model’s ability to learn nonlinear relationships,
seasonal patterns, and the influence of external factors like temperature and humidity. The results
of this study show that transformer-based models are effective for energy consumption
forecasting.

Keywords: energy consumption forecasting, smart meters. PatchTST model, transformer
architecture, short-term forecasting, neural networks.

Introduction. Is it possible to live without electricity in the 21st century? Without

electricity, there would be no lighting, communication systems, transport infrastructure, or
Internet access. Therefore, electricity is an essential part of everyday life. To avoid system
collapse, it is important to accurately predict urban energy consumption. However, forecasting
energy demand is difficult due to unstable weather conditions and growing urbanization.
Energy consumption forecasting is already used in many countries to ensure the stable operation
of power generation systems. For example, during the Tokyo 2020 Olympic Games, Japan
applied machine learning models to predict energy consumption during the increased inflow of
people and higher electricity demand [1].

In 2024, Kazakhstan held a referendum on the construction of a nuclear power plant [2].
Currently, the average age of thermal power plants in Kazakhstan is 61 years, and about 76% of
them have been operating for more than 50 years [3]. Despite concerns about nuclear energy,
Kazakhstan may face electricity shortages without building new power plants, since most thermal
plants are outdated. To prevent future energy shortages, it is necessary to implement energy
consumption forecasting systems.

Every year, forecasting systems become more accurate, but they are still under
development. Currently, there is no model that can perfectly predict electricity consumption for
a city or a country. Forecasting models must consider many factors such as temperature,
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humidity, time, and other external variables, since these factors directly influence electricity
demand.

At the early stage of energy consumption forecasting, simple models such as Linear
Regression, Random Forest, and Support Vector Machines (SVM) were widely used. These
models showed good results in short-term forecasting when the data was well prepared [4]-[9].
Later, neural networks significantly improved forecasting performance. Models such as Long
Short-Term Memory (LSTM) and Convolutional Neural Networks (CNN) became popular [4],
[6], [10]-[15]. These models can capture dependencies between variables such as energy
consumption and temperature. However, their complexity increased, and they require more
computational resources. Distributed systems made it possible to process millions of records from
smart meters for forecasting tasks [16].

Recently, transformer-based architectures such as Patchformer and PatchTST have shown
highly accurate results in time series forecasting [17]—[19]. These models are able to capture both
short-term and long-term dependencies.

Although significant progress has been made, many models still have limitations. Simple
models like Linear Regression and SVM work well only when the dataset is small and
relationships between variables are simple. They perform poorly with seasonal fluctuations,
nonlinear relationships, and weather conditions [5], [7]-[9].

Even advanced neural networks such as LSTM and CNN have some limitations:

e They require significant computational resources and long training time [4].

e They often work as “black box” models, making interpretation difficult [11], [12].

e LSTM models are effective for short-term forecasting but may lose accuracy in long-
term predictions [10].

In many studies, weather data is added only as additional features without modeling

interactions between variables. Because of this, models may not fully capture complex
dependencies, which reduces forecasting accuracy. In addition, many models perform poorly for
long-term forecasting horizons, which limits their practical use [4], [16], [20].
In this study, we use the PatchTST model, which is based on a transformer architecture. A key
feature of PatchTST is patch-level representation, which allows the model to capture both local
and global temporal dependencies. The model uses 90 days of historical energy consumption data
to forecast the next 14 days.

The forecasting results can help monitor changes in energy demand and support decision-
making, such as adjusting the operation of thermal power plants to avoid unnecessary resource
consumption.

The public dataset “Smart Meters in London” from Kaggle was used to train the model
[21]. This dataset contains household energy consumption data as well as weather information,
which can be integrated into the forecasting model.

In the future, Kazakhstan may widely adopt smart meters in cities and districts to collect
energy consumption data. In that case, models like PatchTST could be applied to predict national
energy demand. Currently, we use the Smart Meters in London dataset to improve the model so
that it requires fewer computational resources while being able to make longer-term forecasts,
potentially for several months ahead, in order to anticipate possible energy shortages.

Methodology

PatchTST Model Architecture Design
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To predict electricity consumption, we used the modern PatchTST model based on
transformer architecture, which was introduced in 2023. A key feature of this model is its ability
to identify relationships in time series data, even when these relationships are not obvious.
PatchTST performs better than traditional models because it can learn complex dependencies
between variables more effectively. It also shows higher accuracy when the relationships between
data points are nonlinear and influenced by multiple factors.

The working principle of the model can be explained with a simple example. Imagine a
calendar: the model divides the time series into small segments called “patches,” similar to
splitting a calendar into groups of days. The model then learns how these patches are connected
to each other over time.

In addition, external parameters such as weather conditions can be included in the model.
For example, the model can learn that electricity consumption usually increases during cold
weather and decreases during warm weather. This ability allows PatchTST to capture both
temporal patterns and the influence of external factors.

Dataset Preparation

To train the model, we used an open dataset from Kaggle [21], which contains daily
electricity consumption data for 5,567 households in London, along with weather parameters.
The data was collected from January 2012 to March 2014.

The energy consumption dataset includes aggregated daily electricity usage for each
household. For each day, the dataset provides statistical indicators such as average, median,
minimum, and maximum consumption values, as well as other related measurements. A more
detailed description of the dataset is presented in Table 1.

Table 1 - Description of electricity consumption dataset fields

Field Name Description

LCLid Unique identifier for each smart meter/house.

day The calendar date (YYYY-MM-DD) of the aggregated consumption data.
energy median The median electricity consumption in kWh.

energy mean The average electricity consumption in kWh.

energy max The maximum electricity consumption in kWh.

energy count The number of measurements.

energy std The standard deviation of the electricity consumption in kWh.

energy sum The total electricity consumption in kWh summed across all measurements.
energy min The minimum electricity consumption in KWh.

The weather dataset contains aggregated daily weather indicators corresponding to the
households. For each day, the dataset provides statistics such as maximum and minimum
temperature, humidity, wind speed, wind direction, cloud coverage, and other weather-related
information. A more detailed description of the weather parameters is presented in Table 2.

Table 2 - Description of weather dataset fields

Field Name Description
time Timestamp of the recorded weather data (in Unix format or datetime).
temperatureMax Maximum temperature (°C) for the
day.
temperatureMin Minimum temperature (°C) for the day.
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-
temperatureHigh High temperature recorded during the day.
temperatureLow Low temperature recorded during the
day.
humidity Relative humidity as a fraction from 0 to 1.
dewPoint Dew point temperature (°C), indicating atmospheric moisture.
windSpeed Wind speed (m/s).
windBearing Wind direction in degrees (0-360).
cloudCover Fraction of sky covered by clouds
(0-1).
pressure Atmospheric pressure (hPa).
visibility Visibility distance in kilometers.
precipType Type of precipitation (e.g., rain, snow, sleet).

Figure 1 shows the dynamics of total daily electricity consumption over the entire
observation period. It can be observed that weather conditions play an important role in electricity
demand. Energy consumption increases during the winter months and decreases during the

summer months.

Total Daily Energy Consumption (Aggregated)

80000 4

60000 -

40000 1

Total Daily Energy Consumption kWh

20000

o4

2012-01

2012-04 2012-07 2012-10 2013-01 2013-04 2013-07 2013-10 2014-01 2014-04

Fig. 1 - Graph of total daily energy consumption for the period from 2012 to 2014.

Implementation and Training

The Smart Meters in London dataset was used to train the PatchTST model. This dataset
contains daily electricity consumption data along with weather parameters. The data was
preprocessed to reduce noise and simplify the input features.

The model was trained using three years of data. Approximately 80% of the dataset was
used for training, and the remaining 20% was used for testing.

The training process followed a sliding window approach: the model used 90 days of
historical energy consumption as input and predicted electricity consumption for the next 14 days.
The model was trained for 10 epochs and achieved good performance, as shown in Table 3.
Root Mean Square Error (RMSE) was used as the evaluation metric. RMSE measures the
difference between predicted values and actual values, allowing us to assess the accuracy of the

model.

Table 3 - Training progress over 10 epochs

Epoch

Average Loss (RMSE) Training time (sec)

1

0.01147

306.45
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o 5
2 0.00449 333.20
3 0.00377 308.64
4 0.00351 323.70
5 0.00336 313.11
6 0.00327 336.71
7 0.00319 342.13
8 0.00313 336.89
9 0.00307 327.05
10 0.00303 352.88

Results. In this study, the PatchTST model was used to predict energy consumption. The
model takes 90 days of historical energy consumption and weather data as input and forecasts
electricity consumption for the next 14 days. Figure 2 presents the testing results of the model.
Using 90 days of input data, the model generated a 14-day energy consumption forecast.

Forecast for House MAC000151

—— Predicted Energy Usage (kWh)

3.4 A

3.2 A

Energy Usage (kWh)

Date

Fig. 2 - 14-day Energy Consumption Forecasting

Compared to models presented in other studies, our model achieved significantly better
RMSE results. For example, in [16], a Random Forest model was trained, showing RMSE values
ranging from 0.0945 to 0.2201. In [7], KNN and SVM models were trained, achieving RMSE
values of 0.0125 and 0.0108, respectively. In [5], the SVR model achieved an RMSE value of
0.8. In contrast, our PatchTST model achieved an RMSE value of 0.003, which indicates much
higher forecasting accuracy.

Although the PatchTST model demonstrated strong performance, it still has some
limitations. Currently, the model predicts up to 14 days ahead, which is sufficient for short-term
forecasting. However, it could be improved to generate forecasts for longer periods, such as
several months ahead. In addition, the model was trained using daily energy consumption data.
If hourly data were used, it would allow for more detailed analysis and potentially improve
forecasting performance.
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In this paper, the PatchTST model was trained for short-term forecasting of electricity
consumption using time series and weather data from the dataset. The performance of PatchTST
was significantly better than that of other models, including STM and similar approaches.

Conclusion. In this paper, the PatchTST model was trained for short-term forecasting of
electricity consumption using time series and weather data from the dataset. The performance of
PatchTST was significantly better than that of other models, including Random Forest, KNN,
SVM, SVR, and similar approaches.

The use of PatchTST showed a low error rate, demonstrating that this model is well-suited
for predicting energy consumption influenced by weather conditions. The patch-based approach
allows the model to capture both local and global patterns, which accelerates training and
improves accuracy. This makes PatchTST effective for both short- and long-term forecasting
tasks.

Despite its strong performance, the PatchTST model has some limitations. First, training
the model requires significant computational resources when processing large datasets. Second,
like other transformer-based models, its interpretability is relatively low, functioning as a “black
box,” which makes it difficult to explain the predictions. Additionally, preparing and assembling
large datasets for training and forecasting can be resource-intensive.

In the future, the prediction horizon of the PatchTST model could be extended, and real-
time forecasting capabilities could be added. Long-term forecasts could help prevent electricity
shortages. Currently, in some cities, power outages still occur for several hours or even days. A
real-time energy consumption prediction tool in Kazakhstan could help mitigate these electricity
shortages and improve energy management.
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BakbITOeKKBI3bI AHAP

Maructpanr 2 xkypca, «MIS», kad. IT1
KasHUTY umenu K. U. Catnaesa
(r. Anmarsl, KazaxcraH)

HCCJEJOBAHUE YS3BUMOCTEMN OBPA3OBATEJIBHBIX IJIAT®OPM
(MOODLE, BLACKBOARD, GOOGLE CLASSROOM) 1 PAZPABOTKA
CTPATEI'MU 3ALINTHI JAHHbBIX

AHHOTauMsi: B craTtee  NpEnCTaBI€H  CHCTEMHBIM  AHAINA3  YSA3BUMOCTEU
pacrpocTpaHEHHBIX 00pa3oBaTEIbHBIX MIATPOPM AUCTAHIMOHHOTO o0ydeHuss — Moodle,
Blackboard u Google Classroom — ¢ MNO3UIIMM COBPEMEHHBIX Yrpo3 HH(OPMAIMOHHOU
oe3onacHocTH. Oco00e BHUMaHUE YJEIEHO PUCKaM, CBS3aHHBIM ¢ 00pabOTKON MEPCOHATBHBIX
JAHHBIX OOY4YalOIIMXCS W MpenojaBaTelield, UHTErpalel CTOPOHHUX CEPBHCOB M OOJAaYHOU
UH(PaCTPYKTYPOH.

KuaroueBbie caoBa: oOpasoBarenbHbie 1miatdopmel, Moodle, Blackboard, Google
Classroom, uHpopManuoHHass 0€30MACHOCTb, YSI3BUMOCTH, 3alllUTa JAHHBIX, [E€PCOHAIbHBIC
JaHHblE, BE0-0€30MAaCHOCTb, ayTeHTU(UKALMsI, KOHTPOJIb JOCTyla, yTEUKU HH(POpMaluy,
uHIUAeHThl b, o0auHbie cepBUCHI.

Ilenpro maHHOW CTaThU SIBJISETCS HMCClenoBaHuEe ysa3BuMocTed mmiargopm Moodle,
Blackboard u Google Classroom, a Ttakxe pa3paboTka CTpaTeTud 3allUThl JaHHBIX,
YUYHUTHIBAIOIICH COBPEMEHHBIE YTPO3bl U OCOOEHHOCTH AKCILTyaTallii CUCTEM AUCTAHIIMOHHOTO
o0yueHus.

ApXHUTEKTYypHbIE 0COOEHHOCTH oOpasoBarenbHbix Mnatdpopm Moodle Moodle
MIPEACTABISIET COO0H BEO-OPUEHTUPOBAHHYIO MOIYJBHYIO TIATPOPMY C OTKPBITHIM HCXOTHBIM
KOJIOM, KOTOpasi MOXET Pa3BEPTHIBATHCS KaK B JIOKAIBHONW MHMPACTPYKTYpe 00pa3oBaTEIHbHON
OpraHW3allid, TaK ¥ B YaCTHOM WJIU MyOJIMYHOM OO0aKe. ApXUTEKTypa MiIaThOpMbl BKIIOYAET
BeO-cepBep MPUIIOKEHUM, cepBep 0a3 JaHHBIX, (alIoBOE XpaHWIIHUILE, a TAKXKE MOJCUCTEMY
paclIMpeHUl U MIAaTHHOB.

OCHOBHBIM HCTOYHHUKOM pHCKOB Oe3omacHocTd Moodle sBisercs rmbkas cucrema
pacCIIMpPEHU, TO3BOJISIONIAS TOJKIIOYATh CTOPOHHHUE MOMIYJIH, KOTOPbIE HEPEIKO
paspabaThiBatoTCsl 6€3 coOII0IeHNs TpeOoBaHU O€30MacHOTO MPOTPAMMUPOBAHUS.

Apxurektypa Blackboard mmatgopmbl oTHOCHTCS K Kiaccy kKomMmepdeckux LMS-
pEIICHU 1 OPUEHTUPOBAHA HA MCIOJH30BAHUE B KPYIMHBIX OOPa30BATEIBHBIX YUPEKICHHUSIX.
Cucrema mTOMIEPKUBAET CIOXKHYIO POJIEBYIO MOJZIENb, MACIITA0UPYEMYIO apXUTEKTypy U
WHTETPAIIMI0 C BHEIIHUMH CEPBUCAMU  AHAJIUTUKUA, TPOKTOPUHTA W  YMPaBICHUS
uaeHTU(UKaIen.

Ha pucynke 1 mnpencraBnena ynpoumiéHHas apxurtektypa muardopmel Blackboard,
JEMOHCTPUPYIOIIAs pPACIpEeIEHHYI0 CTPYKTYPY CEpPBHCOB W HaJW4Me MHOXKECTBA TOYCK
MHTErpalyy, KaK/Jas U3 KOTOPbIX MOKET BBICTYNATh MOTEHIIMAIbHBIM BEKTOPOM aTaKH.
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SIS/ERP INTEGRATION THIRD-PARTY LTI TOOLS &
(e.g., Banner, PeopleSoft) CLOUD SERVICES (AWS/Azure)
\ BEKTOP ATAKM: / BEKTOP ATAKMK:
; API Abuse, Injection LTI Launch Attacks,
Broken Auth
WEB SERVER BLACKBOARD LEARN COLLABORATE
LOAD BALANCE/R ‘_; CORE ;—P (Video Conferencing
BEKTOP ATAKM: (Application Server) BEKTOP ATAKM: Service)
DDoS, XSS, Insecure Inter-servic

Deserialization ; BEKTOP ATAKU: ’ Communication
Insecure Inter-service

Communication

CONTENT MANAGEMENT
(Xythos)

ANALYTICS & DATA
WAREHOUSE
|| BEKTOP ATAKM:

w4 SOl Injection
7 4

DISTRIBUTED STORAGE & DATABASES
(Oracle/SQL)

Puc. 1 — Apxurektypa margopmsl Blackboard ¢ ykazanuem Ha nmoTeHIIMaNbHBIA BEKTOP aTaKH

Kak mnokazano nHa pucynke 1, mnardopma Blackboard mnoctpoena Ha ocHOBe
pacnpeei€HHOM apXUTEKTypbl CEPBUCOB, B3aWMOJACWUCTBYIOUIMX MEXIy co00il uepes
BHYTpPEHHHE W BHEIIHWE uHTepderchl. Hamuuue OOoNbIIOro 4ymcia WHTErPallMOHHBIX TOYEK,
BKJIFOYAsi MOJTYJIM YIIPABJICHUS KypcaMH U BHEIIIHUE CEPBUCHI, YBEIIMYUBAET MMOBEPXHOCTh aTaKH
U TpeOyeT YCUJICHHOTO KOHTPOJIsI 0€30IaCHOCTH MPU HACTPOMKE 1OCTyIa U OOMEHE TaHHBIMHU.

Apxurektypa Google Classroom (GyHKIMOHUPYET Kak OOJIAYHBIM CEPBUC U SIBISIETCS
gacThio aKocucteMbl Google Workspace. AyrenTudukanuss W yropaBieHHE TOCTYIIOM
OCYIIECTBIISIOTCA 4depe3 yueTHble 3amucu (Google, a XpaHeHue [aHHBIX peajn30BaHO B
pacrpenenéHHoi 061auHoi HHPpACTPyKType.

Ha pucynke 2 nokazana Mozelb B3auMoJeicTBUA noJb3oBareneid ¢ Google Classroom u
CBsI3aHHBIMHU cepBucamu (Google, oTpaxkaromias OCHOBHBIE TMOTOKH JaHHBIX M 3aBUCHUMOCTD
0€30MacHOCTH IIaTPOPMBbI OT MOJUTUK 00JIAYHOTO MPOBaiIepa.
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( GOOGLE WORKSPACE FOR EDUCATION: OB/TAYHAA MUHOPACTPYKTYPA U NOJIUTUKN BE3OMACHOCTH

LUndpoBanue aaHHbIX )XypHanupoBaHue n Ayaut

Puc. 2 — Mopens B3aumoaeiicTBus mosb3opatenei ¢ Google Classroom

184



«Central Asian Scientific Journal» Ne1 (29) — AHeaps — Mapm 2026

Central Asian
Scientific
Journal

Kax mokasano Ha pucynke 2, miatdopma Google Classroom (pyHKITMOHHPYET B TECHOU
WHTerpanuu ¢ obmayapiMu cepBrcamMu (Google, 4To ompeaensieT OCHOBHBIE MOTOKH JaHHBIX
MEXIy TIOJIb30BAaTEISIMU W WHOPACTPYKTYpoil mpoBaiiaepa. besomacHocTs miargopmer B
3HAUUTENBHON CTENEHU 3aBUCUT OT KOPPEKTHOCTH HACTPOMKH OOJIAYHBIX MOJIUTHUK JOCTYTIA,
yOpaBJICHUS] YYETHBIMH 3amucaMu u 3amuThl APl yepe3 KoTopble OCYIIECTBISETCS
B3aMMOJICEUCTBHE MEXK]Ty KOMIIOHEHTAMH CHUCTEMBI.

V3BUMOCTH BeO-pUJIOKEHUM W TutaruHoB A3TH miatdopmbel Moodle u Blackboard
MOJIBEP’KEHBI KIACCUYECKUM YS3BUMOCTSIM BEO-IIPUIIOKEHHUM, TaKUM KaK MeEXKCaUTOBBIN
CKpUNTUHT, SQL-MHBbEKIMU U TOJJENIKAa MEXKCaUTOBBIX 3ampocoB. (OcoOyro OMacHOCTh
MIPEICTABIISIIOT YSI3BUMOCTH B CTOPOHHUX TUIATHHAX W MOJYJISIX PACIIUPEHUSI.

Ha pucynke 3 moka3aHbl OCHOBHBIC TIOTOKH ITEPCOHAIBHBIX JaHHBIX B 00pa30BaTEIbHON
m1aTdopMe U TOUYKH TTOTCHIIMATIBEHON YTeUKH HH(POPMAIIUH.

] {@ b MEPEXBAT / ®ULLUHI =) HE3ALMILEHHBIE
(g%ﬂgﬁ;m YUETHbIX JAHHbIX ()] E3kanbi /norw
KOH,TaKTbI) ' .
~ J & @{ YTEYKA YEPE3
f ) CTOPOHHWUU API
NPENOOABATENN ﬁ
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3asBneHus) (O6paborka)
fa & g
BA3A [JAHHbIX Max (=B & BHYTPEHHUM
(XpaHeHwue) BHELLUHUU 84, HAPYLLIUTENb
3MOYMBILLNEHHUK & =B (Cnvs 6a3bl)

(SQL-nHBEKLWA)
Puc. 3 — OcHOBHBIE TIOTOKH NEPCOHAIBHBIX JAHHBIX

Kak moka3zaHo Ha pucCyHKe 3, NEpPCOHAJIbHBIE JAHHBIE MOJB30BATENICH IUPKYJIUPYIOT
ME3K]Ty OCHOBHBIMH KOMIIOHEHTaMHU 00pa3oBaTeIbHOM M1aT(MOPMBI, BKITFOUAS TTOJIH30BATEIbCKUE
nHTep(eiichl, cepBep MPUIOKCHHM, 0a3bl JaHHBIX U BHEITHUE cepBUCH. Hamune HeCKONMbKHUX
TOYEK Mepeaadn U XpaHEeHUs JaHHBIX (HOPMHUPYET MOTEHIIUATbHBIC 30HBI YTEUKH NHHOPMAIIHIH,
4TO TpeOyeT MPUMEHEHUS Mep 3aIUTHl Ha BCEX 3Tarmax oOpabOTKM TaHHBIX.

Ha pucynke 4 mpencraBiieHa apXuTeKTypa 3auiEéHHON 00pa3oBaTebHOM TIaT()OPMBI ¢
WHTETpallei CPpeCTB MOHUTOPUHTA U OOHAPYKEHUS aTak.
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Puc. 4 — ApxurekTypa 3aiuuiéHHON 00pa30BaTeIbHON MIATPOPMBI

Kak mokazano Ha pucyHke 4, 3ammmiéHHas oOpas3oBarenbHas IuiaTGopMa BKIIOYAET
WHTETPAIAIO CPEICTB MOHUTOPUHTA, CHCTEM OOHAPYKEHHUS aTaK U yIpaBiIeHH JocTynoM. Takas
apXUTEKTypa MO3BOJISIET KOHTPOJIMPOBATH KITFOYEBBIC TOUKHM B3aUMOJICUCTBUS MOJIH30BATEICH C
CHUCTEMOM, CBOECBPEMCHHO BBISBISATH AaHOMAJIbHBIC COOBITHS W CHIDKATb  PHUCKH
HECaHKITMOHUPOBAHHOTO JAOCTYIA M YTEUKU JAHHBIX.

B cratbe mnpoBeeHO KOMIUIEKCHOE WCCIEAOBAHHE YA3BUMOCTEH OOpa3oBaTeIbHBIX
mwiatdopm Moodle, Blackboard u Google Classroom u pazpaboTana cTpaTerus 3aMThl TaHHBIX,
VUHUTHIBAIOIIAsl COBPEMEHHbIE YIrpo3bl HMHGOpMAIMOHHONW Oe3omacHocTu. Peanmzanus
MPEIOKEHHBIX MEP MO3BOJISIET MOBBICUTH YPOBEHD 3aIUIIEHHOCTH CHUCTEM JIUCTAaHIITMOHHOTO
oOy4eHHS 1 00ECTIEYNTh COXPAHHOCTD MEPCOHANIBHBIX JIAHHBIX MOJIh30BaTEICH.
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A COMPARATIVE REVIEW OF THE ARCHITECTURE AND APPLICATION
METHODS OF OPEN-SOURCE SIMULATORS FOR TEACHING ROBOTICS AND
10T

Abstract: The need for scalable and accessible simulation environments has grown as
robotics and Internet of Things (IoT) technologies are incorporated into engineering education.
Open-source robotics simulators support middleware-enabled deployment and reproducible
experimentation, making them an affordable substitute for hardware-based labs. The architectural
design and educational uses of four popular simulators—Gazebo, Webots, CoppeliaSim, and
MORSE—are compared in this paper. Modular architecture, sensor modeling, middleware
compatibility, physics engine integration, and scalability are all examined. Although
programmable control interfaces and physics-based modeling are the foundation of all four
platforms, their usability, configurability, and instructional suitability vary. Webots facilitates
introductory robotics education, MORSE allows reproducible multi-robot experimentation, and
Gazebo and CoppeliaSim complement advanced and research-focused courses. The review offers
structured guidance for selecting simulation tools in robotics and 10T curricula.

Key words: robotics simulation, IoT education, Gazebo, Webots, CoppeliaSim, MORSE,
ROS, educational robotics

Background and Significance. Simulation technologies allow for cost-effective, scalable,
and repeatable experimentation without solely depending on physical hardware infrastructures,
they have become essential to modern robotics and Internet of Things (IoT) education [1, 2]. The
need for secure and manageable virtual environments where students can investigate kinematics,
control algorithms, perception pipelines, and networked device interactions has increased due to
the growing complexity of cyber-physical systems and distributed sensor networks [3, 4]. In
robotics education in particular, simulators help close the so-called "reality gap" between
simulation and physical execution by mitigating hardware constraints, lowering maintenance
costs, and enabling quick iterations of control strategies before deployment on real systems [5,
6]. Likewise, simulation facilitates experimentation with sensor data collection, communication
protocols, and embodied interactions within cyber-physical systems in loT-focused curricula [4,
7]. Furthermore, by facilitating continuity between virtual experimentation and actual robotic
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platforms, the integration of robotics simulators with middleware frameworks like ROS has
enhanced the pedagogical value of simulation [8, 9]. As blended and remote learning models
continue to expand, simulation-based environments have proven particularly effective in
maintaining practical engagement in distributed educational contexts [10].

Purpose and Scope. The purpose of this literature review is to examine and comparatively
analyze four prominent open-source (or academically accessible) robotics simulators—Gazebo,
Webots, CoppeliaSim, and MORSE—in the context of robotics and IoT education. While
numerous simulation frameworks and supporting technologies exist [11, 3], this review focuses
specifically on these four platforms due to their documented use in educational and research
settings [1, 6]. Supporting technologies including physics engines (e.g., ODE, Bullet, PhysX),
middleware such as ROS, and educational platforms like EUROPA or MOOC-based simulation
integrations—are discussed only insofar as they influence simulator architecture or pedagogical
application (Erez et al., 2015; Bertrand et al., 2019; Karalekas et al., 2020) [9, 12, 13]. This review
attempts to give educators and researchers a systematic understanding of how simulator selection
affects curriculum design, instructional methodology, and experimental reproducibility by
examining architectural design, integration capabilities, pedagogical applications, and
comparative performance characteristics.

Overview of Open-Source Simulators. Open-source simulators play a significant role in
education focused on robotics and Internet of Things (IoT) due to cost-effective, repeatable, and
scalable experimentation without dependence on physical hardware. These simulators allow
educators and researchers to inspect internal models, extend functionality, and align simulation
environments with specific curricular or research requirements [1, 13]. In the context of robotics
and IoT education, this literature review focuses on four open-source robotics simulators:
Gazebo, Webots, CoppeliaSim (formerly V-REP), and MORSE. Other systems and
frameworks—such as ROS, physics engines (e.g., ODE, Bullet, PhysX), and educational
platforms (e.g., EUROPA, DroMOOC)—are treated as supporting technologies that might be
used alongside a certain simulator or as an internal component.

Overall, reviewed simulators rely on a physics engine to model real-world dynamics and
interactions, provide mechanisms for robot construction and environment definition, and support
programmable control through scripting or external interfaces. Additionally, reviewed simulators
integrate with auxiliary tools and frameworks notably - Robot Operating System (ROS) that is
described later in this paper. Gazebo is primarily adopted in academic and research settings where
close alignment with real robotic systems is required, as its architecture supports detailed physical
modeling, complex sensor configurations, and the use of external frameworks [6, 14]. Webots,
by contrast, prioritizes an integrated development workflow, combining a graphical modeling
environment with ready-to-use robot descriptions and controllers, which reduces setup overhead
and supports structured learning in introductory and intermediate robotics courses [15, 16].
CoppeliaSim distinguishes itself through a distributed control paradigm and extensive API
support, allowing control logic to be implemented via embedded scripts or external processes,
which facilitates experimentation with multi-robot coordination and cyber-physical system
architectures [6, 17]. MORSE adopts a scripting-first design centered on Python-based
configuration and execution, favoring reproducibility and deterministic experimentation over
graphical richness, and is therefore particularly suited to research-oriented and methodology-
driven educational use cases [14]. To add to their base functionality, these simulators not only
support the simulation of robot kinematics and dynamics but also enable the integration of IoT
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components and protocols, providing an environment to explore the intersection of robotics and
IoT systems [4]. The use of ROS as a middleware is common across these platforms, providing
a standardized communication framework, therefore transferring progress from simulation dome
to the real world [14, 18].

Educational applications of robotics simulators range from introductory programming and
control courses to advanced research projects involving multi-robot coordination and IoT device
integration. One of the examples 1s the EUROPA as a cost-effective ROS-based educational robot
that teaches sensors, data acquisition, and robotics concepts with the help of simulation
environments based on Gazebo and Python for scripting [9, 18]. Similarly, DroMOOC leverages
simulation codes and experimental data sets within a MOOC framework to provide practical
aerial robotics education remotely [13]. The growing adoption of open-source simulators in
blended and online learning models reflects their adaptability and effectiveness in diverse
educational contexts, providing hands-on learning experiences in remote or resource-constrained
settings [4, 10]. In summary, open-source simulators serve as foundational tools in modern
robotics and IoT education, offering scalable, extensible, and pedagogically rich environments
that bridge theoretical knowledge and practical skills development.

Architectural Features. Open-source simulators for robotics and IoT education are
characterized by several key architectural features that enable their flexibility, extensibility, and
effectiveness in diverse educational contexts. These features include modular design, physics
engine integration, middleware compatibility, and scalability.

Core Components and Modular Design. A defining characteristic of modern robotics
simulators is their modular architecture, which separates core subsystems such as physics
simulation, robot modeling, sensor abstraction, control interfaces, and visualization. This
architectural separation supports curriculum scalability, allowing instructors to expose students
gradually to increasing levels of system complexity [1]. Gazebo exemplifies this approach
through its plugin-based architecture, enabling independent extension of sensors, actuators,
controllers, and environmental dynamics [13]. CoppeliaSim similarly adopts a modular internal
structure but extends it through embedded scripting and external APIs, enabling hybrid control
strategies that combine local and remote computation [19]. Webots integrates most components
within a unified development environment, trading some architectural openness for ease of
configuration and reduced setup overhead [20]. MORSE emphasizes programmatic configuration
via Python scripts, offering fine-grained control and reproducibility at the expense of graphical
interactivity [21].

Physics Engines and Sensor Simulation. The realism of a robotics simulator is strongly
influenced by its underlying physics engine, which governs rigid-body dynamics, collision
detection, friction modeling, and sensor noise characteristics. Commonly used engines include
ODE, Bullet, PhysX, and MuJoCo, each presenting trade-offs between numerical stability,
computational cost, and physical fidelity [12]. Gazebo supports multiple physics engines (ODE,
Bullet, DART, Simbody), enabling educators and researchers to adjust simulation fidelity based
on instructional or experimental goals [22]. CoppeliaSim extends this flexibility by allowing
runtime switching between Bullet, ODE, Newton, and Vortex, facilitating comparative studies of
engine behavior under identical scenarios [19]. Webots relies exclusively on ODE, prioritizing
determinism and simplicity over configurability [20]. MORSE uses Bullet via the Blender game
engine, focusing on consistency and reproducibility rather than high-end physical realism [21].
Sensor simulation across these platforms typically includes cameras, LiDAR, IMUs, GPS, and
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range sensors, enabling realistic perception pipelines essential for both robotics and loT-oriented
curricula.

Integration with Robotics Middleware (e.g., ROS). Integration with robotics middleware—
most notably ROS—is a critical architectural feature that enables code portability between
simulation and physical hardware. Gazebo and Webots provide native ROS integration, allowing
students to deploy identical ROS nodes in simulated and real environments [9]. CoppeliaSim and
MORSE support ROS through dedicated interfaces and middleware bridges, enabling similar
workflows with additional configuration effort [19, 21]. This middleware compatibility is
pedagogically significant, as it supports project-based learning models in which simulation serves
as a precursor to real-world deployment.

Scalability and Extensibility. Open-source simulators are designed to scale from simple
single-robot scenarios to complex multi-robot and IoT system simulations. Their extensible
architectures support adding new robot models, sensors, and IoT devices, as well as custom
scripting and programming interfaces in languages like Python, C++, and Lua [4, 14]. This
scalability allows educators to adapt the simulators for various educational levels and research
purposes, from introductory courses to advanced projects involving distributed robotic systems.

In summary, the architectural features of open-source simulators emphasize modularity,
realistic physics simulation, middleware integration, and scalability, which collectively support
their widespread adoption in robotics and IoT education.

Application Methods in Educational Contexts. Open-source simulators have been
widely adopted in educational contexts to facilitate teaching and learning of robotics and IoT
concepts through interactive, hands-on experiences. Simulation-based teaching approaches
leverage these platforms to provide students with safe, cost-effective environments where they
can experiment with robot programming, control algorithms, and IoT device integration without
the constraints of physical hardware [1, 10]. Gazebo, Webots, and CoppeliaSim are widely used
to teach kinematics, dynamics, control, and perception. Platforms such as EUROPA demonstrate
how ROS-based simulators can be integrated into structured curricula to teach sensing and data
acquisition [9]. DroMOOC illustrates how simulation environments can support large-scale,
remote robotics education through MOOCs [13]. In [oT-oriented courses, robotics simulators
facilitate experimentation with sensor networks, data flows, and cyber-physical interactions [4].
While network simulators such as NS-3 and OMNeT++ are often used for protocol-level studies,
robotics simulators provide complementary system-level perspectives by modeling embodied
sensing and actuation. Hybrid and blended learning models increasingly rely on simulators to
support asynchronous experimentation and remote access. Empirical studies indicate that such
models improve engagement and learning outcomes when simulations are aligned with clearly
defined learning objectives [10].

Overall, the application of open-source simulators in educational contexts spans a wide
range of methodologies and use cases, from introductory programming to advanced research
projects, and from robotics-specific courses to interdisciplinary IoT education. Their adaptability
and effectiveness make them indispensable tools in modern STEM education.

Comparative Analysis. The comparative analysis in this review explicitly concerns
Gazebo, Webots, CoppeliaSim, and MORSE. Supporting tools such as ROS, physics engines,
and educational platforms are discussed only insofar as they influence simulator capabilities.
Open-source simulators for robotics and IoT education each present unique strengths and
limitations that influence their suitability for different educational contexts.
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Gazebo 1s widely recognized for its robust physics simulation and extensive integration
with the Robot Operating System (ROS), offering high fidelity and realism but with a steeper
learning curve and higher computational demands [1, 6]. From an architectural standpoint,
Gazebo supports multiple physics engines—including ODE, Bullet, DART, and Simbody—
allowing educators and researchers to adjust simulation fidelity and computational performance
according to instructional needs [22]. Its native support for URDF and SDF models further
facilitates seamless transitions between simulated and real robotic platforms [22].

Webots, in contrast, provides a more user-friendly interface and faster setup, making it
particularly accessible for beginners and rapid prototyping, though it may lack some advanced
features available in Gazebo [15, 16]. According to its official documentation, Webots relies
exclusively on the Open Dynamics Engine (ODE) for physics simulation and offers built-in
support for a wide range of sensors and actuators commonly used in mobile robotics, such as
cameras, LIDAR, GPS, and inertial measurement units [20]. Webots also supports programming
in C/C++, Python, and Java, enabling flexibility in pedagogical settings while maintaining a
relatively shallow learning curve [20].

CoppeliaSim (formerly V-REP) stands out for its versatile programming support and
distributed control architecture, enabling complex multi-robot and IoT system simulations, but
its breadth of features can challenge novice users [6, 17]. Official documentation indicates that
CoppeliaSim supports multiple physics engines—namely Bullet, ODE, Newton, and Vortex—
which can be switched within the same simulation environment to compare performance and
accuracy trade-offs [19]. In addition, CoppeliaSim offers multiple control modalities, including
embedded Lua scripts, remote APIs, ROS interfaces, and external client programs, making it
particularly suitable for advanced experimentation in distributed and heterogeneous robotic
systems [19].

MORSE provides a lightweight and extensible simulation platform primarily aimed at
multi-robot research and education, with an emphasis on script-based configuration rather than
graphical scene editing [14]. According to its documentation, MORSE 1is built on top of the
Blender game engine and uses Bullet as its underlying physics engine, with robots, sensors, and
environments defined programmatically using Python [21]. While this design supports
reproducibility and fine-grained control, it offers fewer built-in models and less graphical
interactivity than Gazebo, Webots, or CoppeliaSim, which may limit its appeal in introductory
educational contexts [6].

Performance and accuracy considerations across these simulators are closely tied to their
underlying physics engines and numerical solvers. Benchmark studies comparing engines such
as Bullet, ODE, and PhysX demonstrate inherent trade-offs between computational efficiency,
contact stability, and physical realism, which directly influence simulation outcomes in
educational and research settings [12]. Gazebo’s configurable engine support and CoppeliaSim’s
multi-engine architecture provide greater flexibility in addressing these trade-offs, whereas
Webots and MORSE are more constrained due to their reliance on a single physics engine [20,
21]. However, usability and learning curve vary significantly among the simulators. Webots and
MORSE are generally more approachable for beginners due to their streamlined interfaces and
scripting workflows, respectively, whereas Gazebo and CoppeliaSim demand more advanced
technical skills but offer greater extensibility and realism [1, 6]. These differences directly affect
their adoption in educational settings, particularly when balancing instructional time against
desired simulation fidelity. Community support and documentation further influence educational
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adoption. Gazebo and Webots benefit from large, active user communities and comprehensive
official tutorials, reference manuals, and example repositories [20, 22]. CoppeliaSim’s
community is growing, supported by detailed official documentation and example scenes, while
MORSE maintains a smaller but specialized user base focused on research-oriented applications
[9, 13, 19, 21].

In summary, the choice of simulator should align with educational objectives, student
expertise, and available computational resources. Gazebo and CoppeliaSim are well suited for
advanced courses emphasizing realism, ROS integration, and extensibility; Webots is particularly
effective for introductory robotics and rapid prototyping; and MORSE supports specialized,
script-driven multi-robot experimentation. Balancing realism, usability, and extensibility is
therefore essential to maximizing learning outcomes in robotics and IoT education.

Identified research gaps. Current literature predominantly evaluates robotics simulators
from technical or performance perspectives, with limited empirical investigation into their impact
on learning outcomes, curriculum design, and mitigation of the reality gap in educational settings.
Comparative pedagogical frameworks remain underdeveloped. Emerging research focuses on
hybrid simulation—hardware learning models, cloud-based and high-performance simulation
infrastructures, reinforcement learning integration, and tighter coupling between robotics and [oT
ecosystems. Future work should examine measurable educational effectiveness and develop
standardized evaluation criteria for simulator selection in academic contexts.

Conclusion. This review analyzed the architectural foundations and educational
applications of four open-source robotics simulators—Gazebo, Webots, CoppeliaSim, and
MORSE—in robotics and [oT education. Although differing in design philosophy, all rely on
physics-based modeling, programmable control interfaces, and integration with tools such as
ROS. Gazebo and CoppeliaSim offer high configurability and realism, supporting advanced
coursework and research-oriented experimentation. Webots provides an accessible and integrated
development environment suited for introductory education, while MORSE emphasizes scripting
and reproducibility for controlled multi-robot studies. From a pedagogical standpoint, these
simulators enable scalable experimentation and alignment between simulated and real robotic
systems, particularly in hybrid and resource-constrained learning environments. Simulator
selection should therefore reflect instructional objectives, student expertise, and available
resources rather than feature richness alone. Future research should further explore the
relationship between simulator realism, learning outcomes, and mitigation of the reality gap.
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AI FACE RECOGNITION IN CROWDED PLACES: CHALLENGES, DIFFICULTIES,
AND COMPARATIVE ANALYSIS

Abstract. This paper addresses the challenges and difficulties encountered in the use of
Al-based facial recognition systems in a variety of real-world environments. The study focuses
on several key factors that significantly affect the accuracy and overall performance of such
systems, including variations in illumination, extreme or non-frontal viewing angles, partial
occlusion of facial features, and the inherent diversity of demographic characteristics across
different populations. These conditions create complex scenarios where even advanced models
struggle to maintain consistent accuracy. Particular attention is paid to data privacy concerns and
ethical issues, including algorithmic bias and the misuse of facial recognition technologies. The
paper also examines different strategies for improving the robustness of algorithms under adverse
conditions, such as the use of generative models for image reconstruction and the integration of
transformers to handle diverse image contexts. Furthermore, a critical evaluation of current
methodologies and technologies—such as CNNs, GANs, and ViTs—is presented, with a
discussion of their individual advantages and limitations. The comparative insights provided in
this work aim to support the development of more effective, reliable, and socially responsible Al
systems. The results are intended to be useful for Al developers, computer vision researchers,
and practitioners working in security and surveillance domains.

Keywords: face recognition; artificial intelligence; CNN; GAN; ViT; occlusion; lighting
variation; real-time processing; ethical issues.

Introduction. Face recognition based on artificial intelligence (Al) has become important
in recent advances in security, law enforcement, and public safety. Facial recognition systems
(FRS) have been widely applied in identity identification and verification, access control, street
clubs, and crime investigation. Their high accuracy and ability to automatically process large
amounts of data make them indispensable in modern settings, especially in crowded cities and at
public events.
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However, despite impressive advances in machine learning and neural network storage,
the implementation of FRS in crowded spaces faces technical and ethical challenges. One of the
main challenges is partial face occlusion caused by crowds. In a crowd, faces can be covered by
other people, accessories (e.g., masks, glasses, hats) or objects, which significantly complicates
identification (Valeriani & Poli, 2019).

Another important challenge is lighting variability. Unlike in a laboratory setting, where
lighting is controlled, in a field it can change depending on the time of day, weather conditions
and the location of light sources. This affects the accuracy of the models, since the same faces
can look different in different lighting conditions (Santoso, Safitri & Samidi, 2024).

In addition, in crowded areas, there is a problem of scalability and computational load.
Processing a large number of people at first requires significant computing resources. Modern
deep learning algorithms such as convolutional neural networks (CNNs) and transformer models
can improve the accuracy of the results, but they require powerful hardware, which limits their
application in real-time settings (Zhao et al., 2020).

An equally important aspect is the ethical and legal side of using FRS in catering
establishments. External systems of these financial issues related to personal privacy are
associated with misuse of technology, as well as the risks of algorithmic bias (Buolamwini &
Gebru, 2018). Misidentification can lead to serious consequences, especially if the system is used
in relevant authorities.

Therefore, the use of Al-based FRS in crowded settings remains a serious challenge that
requires addressing technical, computational and ethical issues. This article will provide an
overview of current methods and algorithms, their impact on solving these problems, a
comparative analysis of their effectiveness, as well as a discussion of key metrics and an outlook
for future research.

Literature Review. Application of artificial intelligence (Al) for facial recognition is an
emerging area that has found extensive application in areas such as security, surveillance, and
identification. Yet, the performance of such systems in crowded scenes continues to be
problematic because of occlusion, variation in lighting, computational resource limitations, and
ethical concerns. Here, we talk about significant research on different elements of facial
recognition in complicated scenarios.

Facial Recognition Algorithms and Models

Contemporary face recognition technology is based on advanced deep neural network
architectures, including convolutional neural networks (CNNs), transformers, and hybrid models.
According to research by Zhao et al. (2020), CNNs are still the most applied approach because
of their capacity to extract intricate features from images at high identification accuracy. In
congested settings, however, the performance of these models decreases because of issues such
as perspective variations, occlusions, and image noise. Another approach includes transformer
models, which utilize attention mechanisms to improve the accuracy of image inspection. Wang
et al. (2023) proposed the Vision Transformer (ViT) architecture, designed to improve facial
recognition performance in changing environments, and showed a reduction in recognition errors
of partially occluded faces. However, such models require massive computational resources, and
its application to real-time scenarios is made challenging.

Impact of Occlusion and Variability in Conditions

One of the key challenges is partial occlusion of faces by other objects. Valeriani & Poli
(2019) analyzed how occlusion affects recognition algorithm accuracy and concluded that
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existing models show a sharp decline in performance when more than 30% of the face is
obscured. They proposed a combined approach, integrating information from multiple frames
and predicting missing image regions using generative adversarial networks (GANs). Lighting
variability also plays a significant role. Research by Santoso, Safitri, and Samidi (2024) showed
that models trained in laboratory conditions significantly lose accuracy in real-world scenarios
with varying lighting. As a solution, the authors proposed adaptive image preprocessing and
lighting normalization methods.

Computational Constraints and Real-Time Performance

The use of complex neural network models requires powerful hardware, especially in
crowded environments where hundreds of faces must be processed simultaneously. Singh et al.
(2022) proposed model optimization based on weight quantization and pruning, which reduced
computational load without significantly compromising accuracy. Additionally, cloud
technologies and edge computing are being actively explored to reduce processing delays.
Research by Li et al. (2021) demonstrated that distributed computing between local devices and
cloud servers achieves a balance between accuracy and system speed.

Ethical and Legal Challenges

Applications using facial recognition technologies have generated questions regarding data
privacy and the possibility of algorithmic bias. Buolamwini and Gebru (2018) demonstrated that
current commercial algorithms are more accurate for light-skinned men than for women and
darker-skinned subjects, potentially generating discriminatory outcomes. The situation questions
whether greater diversity is needed in datasets and whether facial recognition systems need to be
regulated. Marda & Singh's (2023) study discussed the legal side of the utilization of facial
recognition in public areas and identified that there are stringent limitations in certain areas,
including the European Union. In other parts of the world, including China and the United States,
facial recognition technologies continue to be developed and implemented in law enforcement
and business fields.

Contemporary Facial Recognition Algorithms

Convolutional Neural Networks (CNNs)

Convolutional Neural Networks (CNNs) for Facial Recognition Convolutional neural
networks (CNNs5s) are still a foundation of contemporary face recognition systems. Their power
is in extracting spatial hierarchical features efficiently, which has been crucial for applications
such as face identification and verification in images and video sequences (Deng et al., 2020).
Traditional architectures like FaceNet (Schroff et al., 2015) and DeepFace (Taigman et al., 2014)
demonstrate the effectiveness of CNNs by generating dense facial embeddings that are
comparable using distance measures. Nevertheless, in spite of their success, CNNs have
remarkable limitations when utilized in crowded settings. Partially occluded faces or those
exposed to atypical lighting conditions tend to be great challenges, resulting in decreased
accuracy (Wang et al., 2021). This problem is especially pertinent to the subject of this research,
since real-world applications often entail dense and dynamic crowds. Recent advances, including
multi-scale CNNs and sophisticated data augmentation techniques, provide promising solutions,
but their utility in large-scale, real-time settings still needs to be more thoroughly examined.

Computer Vision Transformers (ViTs)

Recently, Vision Transformers (ViTs) have been introduced as a promising substitute for
CNNs, and this is largely attributed to their self-attention mechanisms, which enable the capturing
of global dependencies in images (Dosovitskiy et al., 2020). This makes them highly suitable for
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face detection in challenging situations, e.g., in crowded public areas (Khan et al., 2022). A
particular strength of ViTs is that they are resilient to lighting and angle changes, which usually
degrade CNN performance. This flexibility would be extremely useful for practical crowd
monitoring in the real world. However, their computational expense and requirement for large
training datasets restrict their everyday applicability in real-time systems (Touvron et al., 2021).
In light of the requirement for speedy processing in surveillance systems, research efforts should
be directed towards streamlining ViT architectures for speed without sacrificing accuracy.

Generative Adversarial Networks (GANs) for Image Enhancement

Generative Adversarial Networks (GANSs) are employed within facial recognition systems
to enhance the quality of input images and restore missing details, especially in cases of poor
lighting or partial occlusion (Goodfellow et al., 2014). Recent methods, including StyleGAN and
its variants, allow for the generation of realistic images of faces and pre-enhancement of data
before inputting it into recognition systems (Karras et al., 2021). The application of GANs
alongside CNNs and ViTs substantially enhances the accuracy of facial recognition, particularly
in noisy or low-quality images (Jiang et al., 2022). GANSs are computationally expensive to train,
making them less suitable for real-time application.ity images (Jiang et al., 2022). GANs are
computationally costly to train, which limits their real-time usage. Methodology Facial
recognition technology using artificial intelligence (Al) in use today is being applied extensively
in a broad range of security, access control, and open-space surveillance applications. Such
systems are tremendously challenged, however, in crowded environments under varying lighting
conditions, obstructions (beard, glasses, etc.) to the face, image manipulation, high density, and
low capability to address real-time demands. This article examines fundamental practices and
methodologies being adopted for increasing accuracy and reliability in facial recognition in
challenging environments.

Methods for Face Detection and Recognition in Crowded and Low-Quality
Environments

Face Detection and Verification Methods in Crowded Environments

The face recognition process starts with face detection from an image or video stream.
Recent detection techniques need to perform efficiently in busy backgrounds, multiple objects,
and large variations of viewing angles.

One-Stage and Multi-Stage Detection Methods

One-stage face detectors, such as RetinaFace (Deng et al., 2020), provide high processing
speed by using deep convolutional regression to predict facial locations. These models can detect
faces even with significant variations in angle and scale. Multi-stage cascade methods involve
multiple processing levels, starting with rapid identification of possible face regions and
concluding with refined classification.
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Figure 1 - A multi-branch architecture for face detection in crowded scenes with
additional 3D face reconstruction. The combination of classification, bounding box regression,
landmark prediction, and dense face regression improves accuracy under challenging
conditions. (Inspired by RetinaFace: Deng et al., 2019)

1.2 Face Verification Methods

After detecting a face, verification is required to match it against a database. The following
techniques are commonly used:

Deep convolutional neural networks (CNNs) extract high-level image features, allowing
for highly accurate face classification.

Transformers, such as Vision Transformers (ViT) (Dosovitskiy et al., 2020), demonstrate
high robustness to variations in lighting, angles, and backgrounds due to their self-attention
mechanism.

2. Robustness to Occlusions and Lighting Variations

A major challenge in facial recognition systems is partial face occlusion by objects, people,
or accessories (e.g., masks, glasses, scarves).

2.1 Generative Models for Recovering Occluded Facial Areas

Generative adversarial networks (GANSs), such as Alias-Free GAN (Karras et al., 2021),
are used to reconstruct hidden facial regions. These models are trained on large datasets
containing faces with varying degrees of occlusion, enabling the recovery of missing information.

2.2 Multi-Scale Convolutional Networks (Multi-Scale CNN)

Multi-scale CNNs (Zhou et al., 2023) analyze images at different levels of detail,
improving face recognition performance in occluded conditions.

2.3 Adaptation Methods for Low-Light Conditions

Deep neural architectures with image adaptation (Jiang et al., 2022) enhance facial
details in poor lighting conditions, improving input data quality before feeding them into the
primary recognition model.

3. Application of Transformers and Ensemble Models for Facial Recognition

Traditional convolutional neural networks (CNNs) have limited capability for processing
the global context of an image. To address this issue, transformers and ensemble models are
increasingly being applied.

3.1 Vision Transformers (ViT) and Pyramid Vision Transformers (PVT)
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Pyramid Vision Transformer (Wang et al., 2021) is an architecture that utilizes pyramid-
based image processing, making it particularly useful for detecting faces in dense crowds.

3.2 Ensemble Methods for Improving Recognition Accuracy

Ensemble models combining CNNs and transformers help compensate for the
shortcomings of each individual approach. For example, hybrid architectures that integrate CNNs
for local analysis and transformers for global analysis lead to improved recognition accuracy.

4. Performance Evaluation Methods for Facial Recognition Systems

To objectively compare different algorithms, standardized metrics are used to assess their
accuracy and reliability in real-world conditions.

4.1 Key Accuracy Metrics for Recognition

Precision, Recall, and F1-score help evaluate how well the model classifies faces.

False Acceptance Rate (FAR) and False Rejection Rate (FRR) characterize the
frequency of false acceptances and false rejections.

4.2 Importance of Processing Speed

Frames per second (FPS) is a critical indicator for real-time applications, such as video
surveillance systems.

Comparative Analysis

Modern facial recognition algorithms vary significantly in terms of accuracy,
computational efficiency, and robustness to external factors. The main approaches include
convolutional neural networks (CNNs), transformers (ViTs), and generative adversarial networks
(GANSs), each with its own advantages and limitations.

1. Accuracy and Robustness to Complex Conditions

CNNs remain the most popular solution due to their high accuracy on large datasets.
However, their performance declines in the presence of occlusions and lighting variations. In
contrast, ViTs demonstrate better robustness to these factors, as self-attention mechanisms allow
for a holistic image analysis. GANs, in turn, are used for enhancing low-quality images,
improving recognition results.

2. Computational Costs and Real-Time Applicability

CNN s are optimized for real-time applications, particularly with mobile architectures such
as . ViTs require more computational resources and processing time, making them less suitable
for crowded, high-dynamic environments. GANs also have high computational complexity,
especially during training, which limits their use in real-time monitoring systems.

3. Scalability and Adaptability

CNNs scale well with sufficient data but require fine-tuning when operating conditions
change. ViTs can process heterogeneous data and adapt to complex conditions but require large
amounts of labeled images for training. GANs enable artificial dataset augmentation and image
quality enhancement, but their stability and reproducibility remain challenging.

Thus, the choice of algorithm depends on the application conditions: CNNs remain the
preferred solution for real-time tasks, ViTs perform better in complex environments, and GANs
serve as a supplementary tool for data processing.
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Table 1 - Comparison of Popular Architectures (CNN, ViTs, GANs)
Architecture Accuracy Speed Noise Robustness
CNN High (especially with High (optimized Medium (sensitive to
sufficient data) implementations occlusion and lighting
like MobileNet) changes)
ViTs Very High (outperforms Low (requires High (ability to model
CNNss with large datasets) significant global context)
resources)
GANs Depends on application Low (training High (capable of
(mainly used as an requires powerful | restoring missing details)
auxiliary method) hardware)

Thus, the choice of architecture depends on the application conditions. For real-time
applications, CNNs remain the preferred solution due to their speed, but for challenging
conditions such as occlusion and lighting variations, ViTs and GANs are more appropriate at the
expense of higher computational demands.

Obstacles and Constraints

Despite the advancements in facial recognition systems, there remain significant
challenges that hinder the seamless and widespread deployment of such systems in populous
environments.

1. Occlusion and Environmental Variability

Interferences created by objects, individuals, or equipment, and changes in light and
viewpoints drastically decrease the accuracy of recognition. Although existing models try to
compensate for these influences, fully eliminating their impact is still a problem.

2. Computational Resources

Most advanced algorithms utilize significant computational resources, particularly if
applied to large data streams in real-time. This limits the use of advanced architectures on low-
power devices and necessitates hybridization with edge or cloud computing.

3. Ethical and Legal Issues

The use of facial recognition systems gives rise to large-scale debates in connection with
privacy issues and rights protection for personal data. In some countries, their use is controlled
by strict rules, while in others, there are no well-established legal frameworks, and such usage
could potentially be used in abusive manners.

4. Bias and Discrimination in Models

Many algorithms exhibit varying degrees of accuracy across different demographic groups,
which can lead to discrimination and false identification. Addressing this issue requires the
development of more inclusive datasets and training methods that take into account facial
heterogeneity.

Thus, the continual evolution of facial recognition technologies needs not only
advancements in technical capabilities but also a deliberate consideration of the ethical and legal
dimensions involved in their application.

Conclusion

Al-powered facial recognition systems are developing further and being applied in
security, access control, and surveillance of public spaces. Their use in crowded places raises
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technical and ethical questions. This paper discussed some of the major concerns, such as
occlusion, illumination variation, high computational requirement, and data privacy.

Modern algorithms, such as Convolutional Neural Networks (CNNs), Vision Transformers
(ViTs), and Generative Adversarial Networks (GANs), have made significant progress in
addressing these challenges. All proposed methods, however, come with their own limitations.
CNNs are still known to be among the most reliable methods; they are, indeed, sensitive to
imaging conditions' variations. On the contrary, ViTs have improved global image analysis
capabilities but require extensive computational efforts. GANs assist in the restoration of missing
information in images, yet their application in real time is restricted due to the extremely high
training complexity.

Apart from technicality, regulatory and ethical issues also play a major role. A study
emphasizes the need to work on clear-cut policies for applying facial recognition systems,
protecting the data, and avoiding algorithmic bias. The regional variations in legal systems as
well as general public attitudes toward such technologies are also important areas to be thought
about.

In conclusion, although there has been tremendous advancement in Al-driven facial
recognition, there remain some daunting challenges to overcome. Some of the avenues for future
research involve developing more robust algorithms to external factors, reducing computational
expenses, and creating fair and inclusive models. Overcoming these challenges will not only
enable facial recognition systems to be more efficient and dependable but also guarantee that they
are implemented ethically and responsibly in society.
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KanueBa Kapasbiram beliceH0eKKbI3bI

MAarucTpaHT 2 Kypca

AO «Ka3zaxckuii arpoTeXHUYECKUI
uccaenoBarenbekuil yausepeurer uM. C. CeildymHay
(r. Acrana, Kazaxcran)

HOBBIIIEHUE KO®PUIUEHTA MOIIIHOCTHU CUCTEMbI
IJEKTPOCHABKEHUSA 3EPHOBOI'O 9JIEBATOPA TOO «bYJIAHJABI-ACTBIK»
C IPUMEHEHWEM YACTOTHBIX IIPEOEPA3OBATEJIEN

AnHoTaumsi: B crathbe paccmaTpuBarOTCS BOMPOCH TMOBBIMICHUS Kod(pduineHTa
MOIIIHOCTA CHCTEMBI JJIEKTPOCHaOXkeHus: 3epHOBOro sieBaropa TOO «bymaHnbl-ACTBIKY,
pacmnoJioxkeHHoro B . MakuHcke AxkmonuHckon obnactu Pecry6nuku Kazaxcran. [IpoBenén
aHamu3 DJIEKTPUYECKUX HArpy30K MPEANpUSATHsS, YCTAHOBIEHBI MPUYUHBI  HU3ZKOIO
ko3¢ dunmenTa momHOCcTH (cos ¢ = 0,78—0,80). OGocHOBaHA 11€]1€CO00PA3HOCTh MPUMEHEHUS
4acTOTHBIX mpeoOpazoBateneit (UIl) Ha mnpuBogax KOHBEHEpOB, HOPUN, BEHTUIISTOPOB
aclpaldi M 3€pHOCYIIMJIOK KaK OCHOBHOTO CpEJICTBA IMOBBINIEHUS COS (@ U CHUXKEHUS
noTpeOIeHusT peakTUBHOM MOIIHOCTH. [IpecTaBiaeHbl pe3yabTaThl pacuéTa KOMIIEHCUPYIOIINX
YCTPOMCTB — KOHAEHCATOPHBIX ycTaHOBOK THna YKT-0,38-150 cymmapuoi montHocThIO 300
kBap. IlpuBeneHB TEXHUKO-3KOHOMHYECKHUE TOKazaTeau S(OPEKTUBHOCTU MPEITI0KEHHBIX
MEpOMPUATUMA, MOATBEPKIAAIONINE CHIKEHUE MOTEPh AJECKTPOIHEPIHH, YMEHBIICHUE TOKa B
MUTAOIIMNX JIMHUAX U NMOBBIIIEHUE cos ¢ 10 0,95-0,96.

Kurouessble ciioBa: Ko3(hPUIIMEHT MOITHOCTH, pEAKTUBHAS MOIIIHOCTh, KOHIEHCATOPHAs
YCTaHOBKA, 4YaCTOTHBIM TmpeoOpa3oBareib, AJIEKTPOCHAOXKEHHUE, 3E€PHOBOM  3JeBaTop,
9Heprod3pHeKTUBHOCTD.

BBenenne. 3epHOBBIE 3JIEBATOPBI OTHOCATCS K YUCITY MPEANPUATUN arpONPOMBIIIIIEHHOTO
KOMILJIEKCA C BBICOKOM JIOJIEM DJIEKTPOMEXaHMYECKUX MPUBOJIOB B CTPYKTYype MOTpeOUTENen
ANEKTPO’HEPTHU. MHOTOYMCIICEHHbBIE KOHBEWEpbl, HOPUH, BEHTWISTOPHl aCIHpPALNH,
3€pHOCYIIUJILHBIE arperaThl, Cemaparopbl W TPHUEPHI, paboTalIIue Ha aCHUHXPOHHBIX
ANEKTPOJBUTATENSX, (DOPMUPYIOT 3HAYUTEIHHYIO PEAKTUBHYIO COCTABIISIONIYIO HArpy3KH.
CnencTtBueM 3TOTO  SIBISICTCS HUBKUN  KOX(PQUIIMEHT MOIIMHOCTH (COS () CHCTEMBI
AIEKTPOCHAOKEHUS, KOTOPBIM JjIsi OONBIIMHCTBA OTEYECTBEHHBIX JIEBATOPOB HE MPEBBINIACT
0,78-0,82, 4TO CylIECTBEHHO HUXE HOpMUpyemoro 3Hadenus 0,92—0,95 [1].

Hu3zkuii cos @ MpuBOAUT K MEperpy3Ke NUTAIIMUX TPaHC(HOPMATOPOB U KaOENbHBIX JIMHUN
PEaKTUBHBIMU TOKaMH, YBEJIMUEHHUIO TOTEPh AKTUBHON MOIIIHOCTH B 3JIEMEHTAX CETH, CHUKEHUIO
HalpsDKEHUsT 'y noTpeOuTeneil, a Takke K ITpa@HBIM CaHKIMSIM CO  CTOPOHBI
AHEProcHadXKarollel opraHu3aluuMyd 3a TOTpeOJIeHHEe PpPEeaKTUBHOM  MOIIHOCTH  CBEpX
YCTaHOBJICHHBIX HOPM [2].

TOO «bynanabI-ACTBIK» — OJIMH U3 KPYTHEUIINX 3€PHOBBIX KOMIUIEKCOB AKMOJIUHCKOM
00JacT, MPUHUMAIOIINN, CYIIAIIHNA, OUYMIIAIONIUN 1 XpaHAIIUK 3epHO o01ei éMrocThio 18 000
ToHH. [Ipennpusitue BBeaeHO B 3kciutyaTanuio B 2008 rony. B xone ero monepHusanuu B 2020—
2022 rr. ObIT YCTAHOBJEH PSJ HOBOTO TEXHOJOTHYECKOro obopymoBanus (upmbl Petkus
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(mpeaBapuTeIbHBIC OYMCTUTENH, MOAYJIbHBIE TPUEPHI, OapaOaHHbIE OUYUCTUTEIH), YTO MOBIEKIIO
POCT CYMMAapHOH OJJIGKTPUUYECKOW Harpy3kd U eme OoJplliee CHUXKEHHE KoddhduimeHTa
MOIIHOCTH.

Hacrosimas cTaThsl NOCBAIIEHA aHAJIM3y CYIIECTBYIOIIETO COCTOSIHUSL CHUCTEMBI
AIEKTPOCHAOKEHUS 2JIEBATOPA, 00OCHOBAHHIO MPUMEHEHHUS YaCTOTHBIX npeodpaszoBareneit (UII)
B KAayecTBE OCHOBHOTO HHCTPYMEHTA YJY4ILIEHUS COS ¢, a TaKKe pacuéry mnapameTpoB
KOMIICHCUPYIOIIMX  KOHJICHCATOPHBIX  YCTAaHOBOK,  OOECHEYMBAIOIIMX  JOCTHXKEHUE
HOPMHUPYEMBIX 3HaUe€HUN KO3 PUIIIEHTa MOLTHOCTH.

2 XapakTepucTuka 00beKTa ucCJIe0BaHNS

2.1 Obugue ceedenus o npeonpuamuu

OneBatop TOO «bynanasl-ACTBIK» pacnoyioxkeH B I. MakuHcke AKMOJIMHCKON 00J1acTH,
BOJIM3U HKEJIE3HOJIOPOKHOTO Yy3JIa, YTO OOYCIOBJIMBAET BO3MOXKHOCTh NPUEMKH 3€pHA Kak
aBTOMOOUJIBHBIM, TaK U KEJIE€3HOJOPOKHBIM TpaHCOpTOM. KinumaTudyeckue ycioBusl pailoHa
XapaKTEepU3yITCS PE3KO-KOHTUHEHTAIBHBIM KIIMMATOM: a0COJIFOTHBIN MaKCUMYM TEMIIEPATYPhI
+42 °C, abcomotHbii MunumyM —47 °C, cpeaHerojgoBasi TeMmiepaTypa Bo3ayxa +6,1 °C.
Pacuérnas teMnepaTtypa Haubosee X0JIoAHOU NATHIHEBKHU cocTaBisieT —35 °C. CpenHeroaonas
MPOJOIIKUTETLHOCTh Ipo3 — 60—70 "yacoB; cpeaHsis ckopocTh BeTpa — 15 m/c [3].

B coctaB mnpou3BOJICTBEHHOIO KOMILIEKCA BXOMAAT: pabouass Oamus — 1 en.;
aBTONPUEMHHUK — | €11.; aBTOMOOUIIBbHBIE BEChl — | €]1.; 3epHOCYIIUIIKa — 1 €J1.; CKJIaJIbl 3epHa
— 2 eJ1.; CHJIOCHBIN KOPITyC — 5 €]1.; )KeJIe3HOJOPOKHBIN MpUuéMHUK — | en.; mabopaTopust —
1 en.; menpHuna — 1 en.; macrepckas — 1 en.; rapax — 1 exn.; KIIII — 1 en.;
tpanchopmatopusie noactanimu (TIT) — 2 ex.

2.2 Texnonozuueckuii npoyecc u cocmae 31eKmpoooopyoosanus

TexHOIornyeckuii Mpolecc 3JeBaTOpa BKIIOYAET CIEAYIOIIHE OCHOBHBIE OMNEPALINH:
NpUEMKY 3epHa (B3BEIIUBaHUE, OTOOP MPOO, NEPBUYHAS OUHCTKA), TPAHCIIOPTUPOBKY MO HOPUSIM
U JICHTOYHBIM KOHBeWepam, CymKy A0 BiaxHocTu 13—14.5 %, ouucTtky Ha cemapartopax H
TpUEpax, XpaHEHUE B CUIIOCHBIX KOPITyCax ¢ KOHTPOJIEM TEMIIEPATyphl, OTITYCK MOTPEOUTESIM.

DneKkTpooOOpyJOBaHUE MPEANPUATHS paclpeAesieHo 1o 12  pachpeaeluTeabHbIM
nyHktam (PIT1-PI112). CymmapHas ycTaHOBJIEHHAs MOIIHOCTb 3JEKTPONPUEMHHUKOB CUIOBOM
Harpy3ku coctasisieT 1069,14 kBT. [IpeoOnagarommmu THIAMU SAEKTPOITPUEMHHUKOB SIBJISIFOTCS
ACUHXPOHHBIE AJIEKTPOABUTATENIN C KOPOTKO3AMKHYTBHIM POTOPOM MOIIHOCTBIO OoT 0,25 mo 75
kBT, paboTaronue B JIUTETLHOM PEKUME.

Cucrema sneKTpoCcHAOKEHUS TPEANpUITHS BbiNojHeHa 1o Il kaTeropuu HaAEKHOCTH.
[Tutanue ocymecTBisieTcs ot nmoactanmuu 35/10 kB «2neBatop» 1Mo AByM BO3IYITHBIM JTHHUSM
AC-35 npmunoi 3,2 kM oT dumepon Ne3 u No§. Ha Tepputopunt mpeanpusiTusi yCTAHOBJICHBI JIBE
tpanchopmatopusie noactannuu 10/0,4 kB ¢ tpanchopmaropamu TM-630-10/0,4 (630 xBA
KaXK/[IbIi1), pab0TaIOIMMHU B MAPAJUIETIEHOM PEKUME.

Tabimua 1 — PacuéTHble HArPY3KH MO pacnpeaeJuTe/IbHbIM IYHKTAM

PacnpeneaureabHblii HaumeHoBanue Pmax, Qmax, Smax,

MYHKT HArpy3KH KBT KBap kBA cos ¢

P11 Pabovas bauns 7644 4503 8871 0862
(KoHBelepHI, acTIUpaIys)

Hopun Nel-3,
acriparius Ne5
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- S
PacnpeaeaunrenbHbIi HaumeHnoBanue Pmax, Qmax, Smax,
cos @
MMYHKT HArpy3KHu kBT KBap kBA
PII3 Konsetiepst Ne5—12 63,99 44,85 78,14 0,819
PI14 Crotazst sepHa 28,06 18,96 33,86 0,829
(KoHBelEepHI, BICBIPMBI)
CuinocHbIl KOpITyC
PII5 (KOHBE¥HEpHI, 87,62 63,64 108,29 0,809
TPAHCIIOPTEPHI)
PII6/6a l'anepeiiiibic KOHBEHEPEL, 5 33 33,73 6226 0,840
TEJICKKH
PIT7 3epuocyumika 53,87 39,68 66,91 0,805
(BEHTHJISITOPHI)
3epHOCYIINIIKA
PII8 (TpancnopTEpHI, 95,37 70,25 118,45 0,805
BEHTHJIATOPHI)
PIT9 Asronpuémimk (YPBC- 49 ¢4 35,93 61,28 0,810
15, I'yap-30)
PIT10 COB (ouncruren, 57,16 46,16 73,48 0,778
TpPHUEPHI)
PII11 MenbHuna 38,46 26,96 46,96 0,819
PII12 Macrepckas 11,72 11,24 16,24 0,722
Hroro — 758,51 529,20 925,82 0,800

N3 tabmumslt 1 BUAHO, YTO KO3(PQPUUMEHT MOIIHOCTH MO  OOJBIIMHCTBY
pacnpeaeIuTeNbHbBIX MYHKTOB HaxoauTca B auamna3zone 0,78—0,86, 4To HE COOTBETCTBYET
TpeboBanusim [lpaBun ycrporictBa anektpoyctaHoBok (I1YD) um ycrmoBusMm moroBopa ¢
AHEProCHAOXKAIOIICH OpraHu3aIel, MPeAnuChIBAIOIINM MOICPKUBATH cos ¢ He Huxke 0,92 [4].

3 AHaJIN3 NPUYUH HU3KOT0 KOG GUIMEHTa MOIITHOCTH

OCHOBHOM MPUYMHOM HHU3KOTO C€OS ¢ fABJSETCS MpeolialaHue B COCTaBE Harpys3Ku
ACMHXPOHHBIX 3JIEKTPOABUTATENCH, MTOTPEOISIIOIINX 3HAYUTEIbHYIO PEaKTUBHYIO MOIIIHOCTb JJIs1
HaMarHMYMBaHUs MarHUTHOM uenu. [Ipu 3TOM CylIeCTBEHHBIM YyCYTyOJNsomUM (aKTOpOM
ABJISIETCSl HEpPALMOHANBHBIA PEXUM pabOThl  BJIEKTPONPUBOJOB: 3HAYUTEIbHAS 4YacThb
ANIEKTPOJBUTATENECH KOHBEHEPOB, HOPUIl M BEHTWISATOPOB pabOTAaET B PEKUME HEMOIHOU
3arpy3ku — Ha 40—70 % OT HOMMHAJIBHOW MOIITHOCTH [5].

B ycnousix aneBatopa TOO «bynanabl-ACTbIK» MOXHO BBIIECIUTH CIAEAYIOLIUE TPYTIIIbI
MPUYHUH MOHUKEHHOTO KO3 (ULIMEHTa MOIIIHOCTH:

1) PaGoTa acHHXpOHHBIX 3IEKTPOJBUTATENICH B pexKMME HEMOIHOM Harpy3ku. KonBeliepsl
Y HOpHUH B TIEPHO]T MEKCE30HbSI HJIM MPU HETMOJIHOM 3arpy3ke 3epHoM padoTtaroT Ha 40—60 % oT
HOMUHAJIA, 4TO CHIKAeET cos ¢ aBuratens ¢ 0,82—0,85 (mpu nmonHoit Harpyske) 1o 0,60—0,70 (mpu
50 % narpyske).

2) Ilpsamoii myck snektpoasuraresiei. [Ipu npsmMom nmycke mycKOBOM TOK JOCTUTAET S5—7-
KpPaTHOT'O 3HaY€HUsI OT HOMUHAJIBHOTO, & COS @ B IyCKOBOM pexume coctasisier 0,25-0,40. ITpu
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YacThIX IMycKax (OCOOEHHO B I€XaX MEPBUYHOM OYUCTKH) 3TO CYIIECTBEHHO YXYAIIAET
CPEIHEB3BEIICHHBIN COS .

3) bonbiioe KOIMYECTBO MaJOHATPYKEHHOIO 000PYI0OBaHUsA. Y CTAHOBJICHHBIE BICHIPMBI
(3acnonku) momHocThIO 0,25-0,55 kBT umeror kpaiine HU3KHUN KOAPGUITUEHT UCTIOIB30BaHNUS
(Ku = 0,6) u cos ¢ = 0,70, 9ro npu ux 3HAYUTEILHOM KondecTBe (18 mIT.) CcyMMapHO BHOCHUT
OTpULIATEIBHBIN BKJIa/ B OOIIHIL COS .

4) HesddexTuBHbI pexuM pabOThl BEHTWIATOPOB 3€PHOCYIIMIOK. BEHTUISATOpPHI
(M30TEpMHUECKHE, TOPSYETO U XOJIOIHOTO MPOoayBaHusl) ¢ MomHOCTsIMU 18—30 kBT 3amyckatorcs
HAmpsIMyI0 ¥ pabOTalOT Ha MOCTOSHHOW YacTOTE BpAIllEHUs, HE 3aBHUCSIICH OT (pakTUYecKOn
BJIQXXHOCTU U 00bEMaA 3epHa B cymmiike. [Ipu 3TOM peakTUBHAs MOIIHOCTh BEHTUJISITOPHOTO
npuBojia coctapinset 14,63—29,25 kBap Ha eIUHUILY.

CyMMapHasi peakTHUBHAasi MOIIHOCTb BCEX 3JIEKTPONPUEMHUKOB MPEANPUITHS HA HIMHAX
0,4 xB cocraBuia 533,4 kBap nipu akTUBHOW MomtHOCTH 771,26 KBT, 4TO COOTBETCTBYET tg @ =
0,69 u cos ¢ = 0,82. C yuéTom norepsb B TpaHC(hOpMaTOpax CyMMapHasi peakTUBHAs HArpy3Ka Ha
muHax 10 kB Bo3pacraer no 629 kBap.

4 IlpumMeHeHMe 4YaCTOTHBIX Ipeo0pa3oBarejieil Kak MeTOl IOBbILIEHUS
KO3(PpuiueHTa MOIHOCTH

4.1 Ilpunyun oelicmeus u npeumMyuiecmea 4acmomHuvlx npeodpazosameneil

YactotHbrit npeodpazoBarens (UI1) — siaekTpoHHOE YCTPOMCTBO, M3MEHSIIOIIEE YACTOTY
U aMIUIUTYJly HalpsDKEHUsI MUTAaHUS ACUHXPOHHOTO 3JIEKTpOJABHUratens, oOecreuuBas TeM
CaMbIM IUIABHOE PETYJIMPOBAHNE YaCTOThI BpALLlEHUs U KpyTsero MmoMenra. CoppeMennsie U1
cepun  ACS550, ACS800 (ABB), MICROMASTER 440 (Siemens), CIMR (Yaskawa)
BBITIOJIHSIOTCS 110 CXEME: BBIIPSIMUTEIh — 3BEHO NOCTOSTHHOTO TOKa (KOHIEHCATOPHBINA (PUIIBTP)
— unBeptTop (IGBT-Tpan3ucropsr) [6].

[IpumMeHuTENBHO K CUCTEME AJIEKTpocHaO)eHus deBaTopa Ull BBIMONHSIOT cleayronime
(byHKIMHA:

— VYayumenne koddduimenta momuHoctd Ha BBoje. CoBpeMenHble YUl ¢ akTUBHBIM
BoinpsimutenieM (AFE — Active Front End) obGecneunBatotr cos ¢ = 0,97-0,99 Ha cropone
MUTaHUs, HE3aBUCUMO OT pexuMa padotsl 3nekrpoasurarens. Cranaaptaeie YIl ¢ nuoaHbiM
BeIIpsiMuTeneM u LC-punbTpoM odbecneunBarot cos ¢ = 0,93-0,96 [7].

— MHckiroueHne peakTMBHONO TOKAa HaMarHW4yvMBaHUs U3 nurTamomen cetu. [lpwu
perynupoBanuu ckopoctu YII moTpebnser M3 ceTu MOYTH MCKIIOUUTEIBHO AaKTHUBHYIO
MOIIIHOCTb, IIpeoOpa3ys €€ B MOIIHOCTh Ha BaJly JBUTATelsl, TOTJa KaK peaKTHBHAs MOIIHOCTb
LUPKYJIUPYET BO BHYyTPEHHEM 3BEHE MTOCTOSHHOI'O TOKA.

— CHmxeHue noTepb B JBUTaTeNe U KabeIbHBIX JUHUAX. PerynupoBanue cKOpocTH Mo
3akoHam U/f = const (CkansipHO€) WM C OpPUEHTAIMEH MO TOJII0 (BEKTOPHOE) IMO3BOJIIET
MOAACP/KUBATh ONTUMAJIbHBIA MOTOK B JBUTrAaTENE MPH YAaCTUYHOM Harpyske, nmosbimas KIIJI
MpUBOJA.

— Hckmouenne nukoB Toka npu mycke. IlmaBHeii nyck depe3 YII orpanunuymBaer
myckoBo TOK 10 1,5-2 IH, 4TO CHMKAaeT MpoBajbl HANPSKEHHUS B CETH M YMEHBIIAET
PEAKTUBHYIO COCTABJISIONLYIO IIPU ITYCKE.

4.2 Bvioop y37106 0151 ycmano8Ku 4acmomHslx npeoopazosamereil

Ha ocHoBe aHanmm3a peXuMoOB pabOTHI 3JEKTPOOOOpPYAOBaHHUS 3J€BaTOpa U pacuéra
TEXHUKO-3KOHOMHUYECKON 3((HEKTUBHOCTH (COOTHOILIEHHE CPOKAa OKYIaeMOCTH U TOJI0BOTO
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HKOHOMHUYECKOTO d((PexTa) onpeaeneHsl CleayoIne TPUOPUTETHBIE O0BEKTHI U1 yCTAHOBKU
Ylr:

1) Bentunsaropsl 3epHocymmniok (PIT7, PII8): m3orepmuueckuit Bentmwistop 30 kBT,
BEHTWIATOPBl XOJOJHOTO M ropsudero mnponyBanus (15-30 kBrt). IlpousBoauTenbHOCTH
3€pHOCYIIUJIKH BAPBUPYETCA B 3aBUCUMOCTH OT BJIAXKHOCTH 3€pHA M BHEIIHEW TEMIEPATYPHI,
oaHako 6e3 Ul BeHTHIsTOpHl pabOoTaIOT Ha MOCTOSSHHOM ckopocTu. [Ipumenenue UII mo3posiser
CHU3UTD NMOTpeOIICHUE IEKTPOIHEPTUn Ha 25-35 % npu coXpaHEHUU KauyecTBa CYIIKH.

2) Hopuu (PI12): nopust Nel-2 (2x38 xBrt), Hopus Ne3 (75 xBt). Hopuu pabotator c
IIEPEMEHHON 3arpy3KOM B 3aBUCUMOCTH OT UHTEHCUBHOCTM NPUEMKHU 3epHa. YcraHoBka YII
o0ecreunBaeT peryaupoBanue ckopocTt B nuamnazone 50-100 % ot HomuHana.

3) Bentunsaropsl acnuparimoHHsix ycranoBok (PIT1, PIT3, PI16): acnupamyu Nel—4 (4x15
kBT), No5 (22 kBT), Ne6-9 (4x1,1 kBt), Ne10 (11 xBT). [Ipon3BoIUTEIBHOCTH ACIUPALIMN MOMKHO
PEryJaupoBaTh B 3aBUCHUMOCTHU OT 3alIbUIEHHOCTH BO3/yXa, IPUMEHSSI YaCTOTHO-PETYJIUPYEMbIT
MIPUBO/I.

4) Kougeliepsl T1iaBHOTO TpaHcnopTHoro tpakrta (PII2, PII3): TpancmopTépsl c
neurarensmu 10-17 kBt, pabortaronue B peXUMe YaCTUYHOM 3arpy3kd IPU HEMOJHOM
3aII0JIHEHUH 3€pPHA.

Taboiamua 2 — Ilapamerpsl 4acTOTHBIX NpeodpasoBaTesed 1A KIKYEBBIX Y3/10B
3jieBaTopa
OO0BeKT MoliHocTh Tun YIl O:xngaemMsblii o
. CHuxeHue morped. 3/3, %
YCTAaHOBKH I/, kBt (pexoMeHayeMBbli) COS () HA BBOJE
Hopus Ne3 ABB ACS550-01-
(PIT2) 75 157 A4 0,97 15-20
Hopun Nel-2 ABB ACS550-01-
(PI12) 2x38 072 A4 0,97 15-20
N3oTepm. BeHT. Siemens MM440
(PIT7) 30 30kBT 0,96 25-35
Benr. xom. Siemens MM440
nponays. (PII8) 22 22kBr 0,96 25-30
Benr. rop. Siemens MM440
npoxys. (PII8) 30 30kBt 0,96 25-30
Acnupanuu Yaskawa CIMR-V
Nel—4 (PII1) 15 15kBt 0,95 20-30
Kouseiiepst Yaskawa CIMR-V
Ne8-9 (PTI3) 215 15kBr 0,95 15-20

[To pesynbraTram pacuéra, ycranoBka UII Ha niepedncieHHbIe 3JEKTPOIPUBOIBI ITO3BOIUT
CHU3HUTHh CYMMapHOE MOTPEOJICHNE PEaKTUBHOW MOIHOCTH MO npeAanpustuio ¢ 533,4 kBap 10
opueHTupoBouHo 340-360 kBap, a cos ¢ Ha muHax 0,4 kB — noseicuts ¢ 0,80 o 0,87-0,89.
JUist  TOCTHXKEHUSIT HOPMHpPYEMOro 3HaueHuss cos ¢ = 0,95 nononHurensHO Tpedyercs
KOMIIEHCAIMs PEaKTUBHOM MOIIHOCTH € MMOMOIIBIO KOHAEHCATOPHBIX YCTaHOBOK.

5 KomneHcanusi peakTHBHOM MOIIHOCTH KOHACHCATOPHBIMHU YCTAHOBKAMM
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5.1 Pacuém mouwiHoCmu KOMREHCUPYIOw,e20 ycmpoiicmea

TpeOyemasi MOIIHOCTh KOMIICHCUpPYIOIIEH  KoHaeHcaTopHou — ycTaHoBKH  (KVY)
ompenensercs mo Gopmye [8]:

Oky = a * Pmax - (1g op — tg pmp),

r7e o — KO3 UIHMEHT, yYUTHIBAIOIIUN HECUMMETpHIO Tpaduka Harpy3ku (o= 0,9); Pmax
= 771,26 kBT — pacuéTtHas MakCUMaJIbHasi aKTUBHAsI MOIITHOCTh npeAanpusarus; tg op = 0,69 —
pacuy€THOe 3Ha4YeHHe tg ¢ MO JaHHBIM 3amepoB; tg ¢Tp = 0,33 — TpebyeMoe 3HaueHue tg o,
cooTBeTcTBYIOIIEE cOoSs @ = (,95.

Qky =0,9 - 771,26 - (0,69 —0,33) = 249,9 xBap.

C yuéroM HHMCKPETHOCTH BBIMYCKAEMBIX KOHICHCATOPHBIX YCTAHOBOK IMPUHATA K
YCTaHOBKE KOMILJIEKTHasi KOHJeHcaTopHas ycraHoBka tuna YKT-0,38-150 B konuuecTBe 2 MIT.
cymMmapHoi MomHOcThi0O 300 kBap. YcraHoBku mnoaxiovarorcs k mmHaMm 0,4 kB
tpanchopmatopHbix noactanuuid TII-1 u TTI-2 mo 150 kBap Ha KaxIy1O.

5.2 Ymounénnwtit pacuém koygppuyuenma mowipocmu nocie KOMneHcayuu

[Tocne ycranoBkm KY cymmapuoin wmomHocThi0 300 KBap CKOMIEHCUPOBaHHAs
pEaKTUBHASI MOIIIHOCTh COCTABUT:

Qp = Qmax — Qky = 533,4 — 300 = 233,4 kBap.

[TonHast pacy€THas MOIIHOCTh C YYETOM KOMIICHCAIUU:

Sp = V(Pmax? + Qp?) = V(771,262 + 233,4%) = 805,0 kBA.

CxoMmneHCUpOBaHHbBIN KOG OUIIMEHT MOITHOCTH:

cos ¢p = Pmax / Sp=771,26 / 805,0 = 0,958.

ITomyyenHoe 3HadyeHue cos ¢ = 0,96 mpeBbllllaeT HOpMHpPYeMbIi ypoBeHb 0,95 u
COOTBETCTBYET TPEOOBAHUSIM JIOTOBOpA AJIEKTpOCHAOKEeHUs. 3arpy3ka TpanchopmaropoB TM-
630-10/0,4 cocTtaBuT:

K3=Sp/(n - Snom)=805,0/(2 - 630) =0,639.

3nauenne K3 = 0,64 saBisgercss onTUMaibHbIM ISl ABYXTPaHC(HOPMATOPHOU MOACTAHIINU

(pexomenyemblit quamnaszos 0,6—0,75).

Tadiuma 3 — CpaBHeHHe NapaMeTpPOB CHCTEMbI 10 W MOCJe BHeJIPEHUS
MEpPONPUATHH
IMapamertp BH e}f[I)ZHI/Iﬂ Tocxe l:;{;[npeﬂnﬂ Mocae YII + KY
AKTHBHas MOIIHOCTH P, kBT 771,26 748 (oxoH. ~23 kBT) 748
PeaxTuBnast montHOCTh Q, KBap 533,4 360 (pacuéTHoO) 60—80 (Heckomit. )
Ilomnas momHOCTE S, KBA 925,8 830 752
KoadduimeHT MOIITHOCTH oS ¢ 0,80 0,89 0,958
Tok B nunum 0,4 kB, A (mpu0.) 1414 1267 1145
3arpy3ka Tpancdopmaropos K3 0,735 0,659 0,599
[Torepu B Tpancpopmaropax, kBt 8,12 6,51 5,53

6 Texuuko-3xoHOMH4YecKast 3PPeKTHUBHOCTH
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Pacuér skoHomuueckoil 3(pGEeKTUBHOCTH TMpEAJIaraéMbIX MEPONPHUSTHI BBIMOJIHEH Ha
OCHOBE CIEAYIONIMX HCXOAHBIX JIaHHBIX: Tapud Ha BJICKTPUUECKYIO JHEPTUI0 JUIA
MPOMBINIICHHBIX TpennpusitTnii Akmonunckond obmactu To = 35,71 Tr/kBt-u; uncno vacos
pabotsl mpeanpusatus B rox Tr = 5 000 9; romoBoil mrpad 3a moTpedlieHHe pPeaKkTUBHOM
MOIIIHOCTH CBEpPX HOpPMHI (noruiata 3a tg ¢ > 0,33) — coryiacHo JeHCTBYIOLIEH HOPMATUBHO-
npaBoBoii 6aze PecyOnuku Kazaxcras.

6.1 JKoHOMUA OM CHUMCEHU nOmepPb 8 mpancgopmamopax

CHKeHUe TMOTeph AKTUBHOW MOIMHOCTH B TpaHchopMaropax IOcjie KOMIEHCAIUU
COCTABHT:

APk = Pnotepn(10) — Pnotepn(nocne) = 8,12 — 5,53 = 2,59 kBr.

["ogoBast SKOHOMHUS IEKTPOIHEPTHH 32 CUET CHIKEHUS MOTEPH B TpaHCPopMaTopax:

AD2tp = AP3k - Tr=2,59 - 5000 =12 950 kBt-u/roz.

6.2. IKoHOMUA OM NPpUMEHEHUA YACHMOMHBIX npeodpazosameiei

CHmwxeHue mnoTpeOJIeHus JIIeKTposHeprun npu ycraHoBke YII Ha BEHTHIATOPHI
3€pHOCYIINJIOK (3aKOH U3MEHEHHS] MOILIHOCTH JIJIsl HEHTPOOESKHBIX MEXAHU3MOB — KyOWYHBIN B
3aBUCHUMOCTH OT CKOPOCTH) MPU CPEIHEr0JI0BOM CHUXEHUU CKOpPOCTH 10 80 % OT HOMHHAIA
COCTaBUT:

Ppen = Puom - (n/nnom)? = Prom - 0,8* = 0,512 - Paom.

CyMmmapHasi yCTaHOBJIEHHAs MOIHOCTh BEHTUJISITOPOB 3€pHOCYIIWIIOK: PB =30 + 15 + 22

+ 30 + 18 =115 xkBT. OkoOHOMUSI aKTUBHOW MOLITHOCTH IIPU CHUXKEHUH cKOpocTH 110 80 %:
APB=115"-(1-0,512) = 56,1 xBT.

['omoBast skoHOMHS 3JIeKTpodHeprun 1o BeHTwisiTopam (mpu Tp = 3 000 u paboThI

3€pHOCYIIUJIOK B TON):
ADB = 56,1 - 3000 =168 300 kBt u/rox.

6.3 CymmapHhulit IKoHOMUUECKUIL Ihhexkm u cpox oKynaemocmu

CyMMapHas roJ10Basi 5KOHOMUS JIEKTPOIHEPTUU:

ADcym = ADtp + ADB =12 950 + 168 300 = 181 250 kBT u/ro.

["onoBoit s3koHOMUYECKU 3DPEKT OT CHUKEHUSI TOTPEOJIECHUS ANEKTPOIHEPTUH:

Oroa = ADcym - To= 181 250 - 35,71 = 6 472 187 tr/rog = 6,47 MiH Tr/roA.

Kanuranensle 3aTpaTsl Ha npuoOperenne u MoHTax YII (7 equHuL Ha KIIFOUYEBBIE y371bl) U
KOHJIEHCATOPHBIX ycTaHOBOK (2 X YKT-0,38-150) opueHTHPOBOYHO COCTABSIT:

— UII (7 en. cymmapnoit momrHocThio = 280 kBT): Kun = 8,5 mun TT;

— Konpaencaropuelie yctaHoBkH (2 X YKT-0,38-150): Kk = 0,9 muH TT;

— MoHTaxHbIe U MMyCKOHaIa049HbIe padoThl: KMOHT = 1,2 MJIH TT.

Kob6mnr = 8,5+ 0,9 + 1,2 =10,6 MH TT.

[IpocToii CpoK OKYITaeMOCTH KalMTaI0BI0KEHUM

Tok = Kobm / Orog = 10,6 / 6,47 = 1,64 rona.

Cpox OKynaemMocTd MeHee 2 JIeT SBJISETCS BBICOKOI((EKTHUBHBIM IOKa3aTeNeM IS
AHEProcOeperaroux MEpONpPUATUNA B MPOMBILIIEHHOCTH. J{ONOJIHUTEIFHBIM SKOHOMUYECKUM
3 PeKkToM SABISIETCS yCTpaHEHUE MTPaPHBIX CAaHKIIMI 3a TOTPEOJICHHE PEAaKTUBHON MOIITHOCTH
CBEPX HOPMBI U CHUKEHUE TUIaThl 32 MAKCUMYM Harpy3KH Mo JByXCTaBOYHOMY Tapudy.
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Taﬁ.lmua 4 — CBOIleIe TEXHUKO-OKOHOMHNYCCKHE ITOKa3aTEC/IN MepOIIpI/IﬂTI/Iﬁ

HanmenoBanue nokazartes 3HaveHHne Ennnnna usmepenust
IToBbllIeHHE COS @ ¢ 0,80 mo 0,96 —
CHU)KEHHE PEaKTUBHON MOITHOCTH ¢ 533,4 no ~60-80 KBap
['ooBast SKOHOMMS DIEKTPOIHEPTUU 181 250 kBT u/roxg
I"omoBoii sKOHOMHUYECKHH AP PeKT 6,47 MJIH TI/TOJ
CymMapHbIe KanuTajlbHbIE 3aTPaThl 10,6 MJIH TT
[IpocToii cCpok OKyIaeMocTH 1,64 JeT
CHmKeHue 1moTephb B Tpanchopmaropax 32% —
CHWKEHHE TOKA B MUTAIOMINUX JTUHUIX 19 % —

7 O0cyxaeHune pe3yjibTaTOB

[Tomy4yeHHbIE pPE3YJIBTATHl COMIACYIOTCS € JAHHBIMH JIMTEPATyPHBIX HCTOYHUKOB O
BBICOKON 3 PpextuBHOCTH nprMeHeHUs: YUIl Ha HEHTPOOEkKHBIX U MOABEMHO-TPAHCIIOPTHBIX
MEXaHU3Max arporpoMbIIUICHHBIX Npeanpusatuil. B padorax XKenesko 10.C. [9] u MenenTtreBa
JILA. [10] moka3ano, yto ucnonp3oBanue UIl B cucremax BEHTWISALMU U TPAHCIIOPTUPOBKH
CBIIIYYMX MaTe€pUaIoB 00ECIIEUNBAECT CHUKEHUE NMOTPeOIeHNs anekTposHeprun Ha 20—40 % npu
yayuieHuu cos ¢ 10 0,95-0,99 B 3aBUCMMOCTH OT THUIIA IPE0Opa30BaATEIS.

Crneunduka 3epHOBBIX 3J€BaTOPOB COCTOUT B CE30HHOM XapaKTepe 3arpy3Ku: B MEPHUOJL
yOOpouyHO#l KammaHuu (aBrycT—okTs0ps) Harpyska pgocturaer 100 % ot pacu€tHoll, a B
Mexce30Hbe cHiKaeTcs 10 30-50 %. Jto npenbsaBiseT ocoOble TpeOOBaHUS K PEryJIUPOBAHUIO
KOH/ICHCATOPHBIX YCTAaHOBOK: PEKOMEHYETCSI IPUMEHEHHE aBTOMATHYECKH perysmpyemsix KY
C TUPUCTOPHBIMU KOMMYTaTOpaMU CTyIIEHEH, 00eCTIeYnBAIOLINX OTKIFOUEHNE YaCTH MOIIIHOCTH
IPU CHUKEHUH Harpy3KH BO N30€KaHKEe TeHepalii peakTUBHON MOIIIHOCTH B CETb.

B otHomenun YII mist HOpuil ClieMyeT OTMETUTh, YTO MNPUMEHEHHUE PETYJIHPYEMOTrO
npuBoJa TpeOyeT MpeIBAPUTENILHOTO aHaIM3a KOHCTPYKIIMY HOPUU HA IPEIMET 10y CTUMOCTH
CHIDKEHHSI CKOPOCTH JIEHTBI: IPH YMEHBIIEHHM CKOpPOCTHM Huke 60 % OT HOMUHAIBbHOU
BO3MOKHO 3aBHCaHHME 3€pHa B KoBIIax. [lo3ToMy nuamna3oH peryjaupoBaHHUs PEKOMEHAYETCS
orpannuuBath 70—100 % ot HOMuHama [11].

CymMmapubiii 3¢pdext or kommuekcHoro npumenenuss Yll u KY (cos ¢ = 0,96, cpok
okynaemoctu 1,64 roja) cymiecTBEHHO NpeBOCXoAUT 3(PPeKT oT npuMeHeHus Toibko KY 6e3
YII (cos ¢ = 0,96, HO 0€3 IKOHOMHH DJIEKTPOIHEPTUU B caMUX IpuBoaax) U Tojabko YII 6e3 KY
(cos ¢ = 0,89, uto He mocTuraer Hopmupyemoro ypoBHs 0,95). Takum 06pa3zom, KOMITJICKCHBIT
MO/IXO/1 SIBJISIETCS] ONITUMAJIBHBIM.

3akaroveHue. B pe3ynbraTe mpoBeIEHHOIO HCCIEAOBAHUS CUCTEMBI 3JIEKTPOCHA0XKEHUS
3epHoBoro aneBatopa TOO «bynaHabl-ACTBIK» YCTAHOBJICHO CJIEIYIOIIEE:

1) Ucxonubrit k03¢ GUIUEHT MOIITHOCTU TIPeANnpuaTus coctasisieT cos ¢ = 0,80, uro He
COOTBETCTBYET HOPMHUPYEMBIM TpeOOBaHMSIM U OOYCJIOBICHO pabOTOM aCHHXPOHHBIX
AJIEKTPOABUTATEIIEW KOHBEVEPOB, HOPUI, BEHTWIIATOPOB B PEKMME HETIOJIHOM HATPY3KH, a TAKIKE
3HAYUTETBHBIM YHUCIIOM MAJIOHATPYKEHHBIX JIEKTPONPUEMHUKOB.

2) IlpemynoxeH KOMIUIEKC MEPOINPUATHNA MO MOBBIIIEHUIO KOA(D@PUIIMEHTa MOIIHOCTH,
BKJIFOUAIONIMI: YCTAHOBKY YaCTOTHBIX MpeoOpazoBaresneil Ha MPUBOABI BEHTUISTOPOB
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3epHocymmiok (115 kBt), nHopuu (151 xkBT), acnupanroHHble BEHTWIATOPHI U KOHBEUEpHI, a
TaKK€ YCTAHOBKY JBYX KOMIIEHCUPYIOIIUX KOHAEHCATOpHbIX ycTaHoBok YKT-0,38-150
cymmapHoii MomHocThi0 300 kBap Ha mmHax 0,4 kB TpanchopMaTOpHBIX MOACTAHIIUN.

3) Peanuzanus npeasioxkeHHBIX MEPOIPHUITHIA 0OecrieunBaeT noseimenue cos ¢ ¢ 0,80 1o
0,96, cHmxeHne peakTUBHOM MOITHOCTHU ¢ 533 10 60—80 KBap, yMEHBIIICHHUE TOKA B MUTAIOIIUX
muHusAX Ha 19 %, CHIbKEeHHe MoTeph MOIIHOCTH B TpaHcpopMaropax Ha 32 %.

4) TomoBas H2KOHOMHUA OJJeKTpodHepruu coctaBuT 181 250 kBt1'yu, romoBoi
SKOHOMMYECKUH 2P DeKT — 6,47 MIIH TeHre MpU CyMMapHBIX KamUTalbHBIX 3aTpatax 10,6 MiH
tedre. lIpocroii cpok okymaemoctu — 1,64 roma, 4YTO NOATBEPKIAET BBICOKYIO
MHBECTULMOHHYIO IPUBJIEKATEIIBHOCTh MEPOTIPUSITHI.

5) Pesynbrarhl uccnenoBaHus MOTYT OBbITh NPUMEHEHBI MpHU pa3paboTKe MPOEKTOB
PEKOHCTPYKIIMM  CHUCTEM  D3JIEKTPOCHAOKEHHSI AHAJIOTMYHBIX  3€PHOBBIX  MPEANPUITHIA
Kazaxcrana.
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EMOTIONAL EXPRESSION IN TWO LANGUAGES: BILINGUAL PERSPECTIVES
ON LANGUAGE CHOICE AND EMOTIONAL AUTHENTICITY

Abstract: Emotional expression is a fundamental aspect of human communication,
forming social interactions and connections, perception, and cognitive processing. Bilingual
individuals acquired two linguistic systems, which introduces complexity in the encoding,
articulation, and perception of emotions. This review combines interdisciplinary research on
emotional expression in bilingual contexts, highlighting factors such as language dominance,
emotional authenticity, cognitive processing of emotion words, sociocultural norms, and
communicative strategies, including code-switching. Scientific results demonstrate that
emotional expressiveness is not solely determined by the first language acquired but is influenced
by functional language use, contextual demands, and cultural frameworks. Findings underscore
the context-sensitive nature of emotional expression in bilingual speakers across diverse
linguistic and cultural settings.

Keywords: bilingualism, emotional expression, language choice, emotional authenticity,
language dominance, code-switching.

The ability to experience and express emotions is a key aspect of communication,
influencing subsequent interpretations, understanding and experience in social interactions. Each
language has its own mechanism for encoding emotional expressions, when both bilinguals have
two language systems that work together and sometimes it makes it difficult to express emotions
clearly. In the context of emotional expression, the choice of language may depend not only on
the level of language proficiency, but also includes other cognitive processes and socio-cultural
environment that influence emotional experience and communication outcomes. [1]

Since then, research in the field of bilingualism and the expression of emotions has made
significant progress, also considering various theories that include the fields of psycholinguistics,
sociolinguistics, cognitive psychology and discourse, delving even deeper into this area from
different perspectives. Earlier studies have argued that the expression of emotions is most closely
related and depends on the first language, the one that was acquired in childhood, that is, the first,
suggesting that the language of the first socialization in the world forms strong emotional
associations, thereby emotional encoding, rather than languages acquired later. [2] However,
more modern research often points to the dubiousness of this theory and examines such dynamic
factors as language dominance, contextual use, cultural norms, and a person's personality. [3; 4]

This paper discusses the main results of interdisciplinary research on the expression of
emotions in a bilingual context, where the main focus is on the most influential topics such as
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emotional authenticity, cognitive processing of emotions and words, socio-cultural component,
communicative practices in the form of code switching and innovations in methodologies. Thus,
by studying current trends and identifying gaps in the existing literature, researchers in this field
provide a comprehensive overview of how bilingual people express and perceive emotions in
different languages and their features.

Language and Emotional Authenticity in Bilinguals

Rethinking Emotional Primacy

From the perspective of the traditional model of both bilingualism and emotions, it is most
often assumed that the mother tongue, that is, the first language, has a special emotional value
because of its significant role in the earliest human development and interaction within the family,
in which the basis of emotionality is built. According to this theory, the expression of emotions
in the first language is perceived as a more authentic expression of emotions compared to the
language acquired later. [2] However, later empirical research in this area increasingly proves the
dubiousness of this theory.

Studies based on autobiographical narratives confirm that the emotional intensity of a story
depends not on the order of language proficiency, but on the dominance of language and the
activity of its use by a person. For example, in a study with bilingual native speakers of English
and Russian, more emotional expressions were used in a language that was comfortable for them
in a certain context, regardless of which language they acquired first. [5] Thus, this confirms the
idea that emotionality is associated with a comfortable and familiar language, and not just the
primacy of language acquisition. [3]

Similarly, a study conducted in the context of native speakers of Persian-English showed
in the results that emotional expressions, in particular negative ones, are easier to manifest in a
second language, indicating a different emotional distance in languages and contexts. [6] These
findings cast doubt on the idea that first language is the emotionally predominant language,
demonstrating that emotional resonance strongly depends on linguistic usage in practice.

The Role of Language Dominance

Language dominance is the relative level of language proficiency and the intensity of its
use in practice in bilingual speech. Dominance does not depend on age or the order of language
acquisition, it is gradually dynamically formed depending on the constant study of language,
communication and the environment in society. [3] Modern research on bilinguals often claims
that emotional attachment and expressiveness of emotions are determined by the dominance of
the language rather than the status of the native or first language. [4]

Dominant languages evoke stronger emotionality and more accurate emotional description
and expression. For example, in a study of balanced and unbalanced bilinguals, the results
confirm that emotional comfort and the depth of emotional expression more often coincide with
the dominant language, that is, with the most frequently used in everyday life, regardless of the
order of language learning. [4] This pattern once again underscores the importance of the
functional use of language in research on the expression of emotions of bilinguals.

Moreover, existing evidence of this sphere suggests that emotional authenticity is the
subjective feeling that the expression of emotions feels more authentic and it depends on the
context and can be formed from interaction rather than fixed attributes of a particular language.

[3] Thus, bilinguals can claim emotional authenticity in different languages, but depending
on the social component, once again emphasizing the flexibility of using an “emotional”
language.
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Cognitive and Psycholinguistic Influences on Emotional Lexicon

Emotion and Cognitive Processing

Beyond questions about the authenticity of emotional expression and the dominance of
language, the researchers studied the expression of emotions of bilingual people from the prism
of cognitive abilities and vocabulary. Conducting psycholinguistic experimental studies shows
that emotionally charged expressions, especially vividly exciting or forbidden topics, awaken
different cognitive processes depending on the language used at the moment. [6] As an example,
according to the results of memory tasks, the memorization of emotional words is better in a
language with which there is an association of strong emotional experiences or fragments. These
results indicate a possible specific linguistic representation that affects the encoding and retrieval
of information from human memory. [7]

The next indicator in research that confirms the special cognitive processes in different
languages in the expression of emotions is the indicators of time and speed. The results of the
conducted studies demonstrate differences in the speed of perception and processing of emotional
and more neutral words in two languages among bilinguals. [6] Additionally, some results prove
the influence of the dominant language on emotionality due to the speed of processing and
reaction by the brain, which indeed indicates a strong neural connection between emotions and
lexical expression. [9]

Going deeper into research on this topic from the neuro-linguistics side, studies claim that
there are various neural connections between emotional and non-emotional words, where
emotionally strong words activate brain regions more strongly due to certain connections with
affect reactions, etc. These patterns depend both on the level of language proficiency and on the
usual manifestations of emotions, which leads to the fact that the development of emotional
vocabulary is the result of experience and cognitive processes. [10]

Memory, Emotion, and Language

As for the interaction of emotions and memory, studies have concluded that the effect of
emotional valence on memory performance differs in the two languages. Researchers claim to
improve the memorization of an event or information in general due to a special encoding
mechanism in memory, the same effect is absent in another language with the same words of
emotions. [10] These differences once again confirm the relationship between emotional
expressions, languages, and cognitive processes.

Research on bilingual autobiographical memory shows that emotionally significant
experiences are often associated more vividly in the language that was dominant or contextually
relevant at the time of encoding [10]. This suggests that language functions as part of the memory
that leaves marks on itself rather than as a neutral instrument for later description. As a result,
emotional expression tends to be more natural and emotionally rich when produced in the
language associated with the first or more salient experience.

Experimental studies further demonstrate that emotional valence has an influence on
memory performance differently across languages. Emotional words and phrases are generally
recalled more accurately and processed more deeply in the emotionally dominant language, while
equivalent expressions in a less dominant language may evoke weaker emotional responses [7].
These findings indicate that emotional vocabulary is not equally grounded across a bilingual’s
languages.

Thus, differences in memory processing are also reflected in the reaction time and
cognitive effort of the bilinguals' emotional expressions. Studies indicate faster recognition,
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reaction and processing of emotionally strong words in the dominant language, suggesting
stronger associative links between emotion and lexical representation of it[9]. Over time, repeated
emotional experiences in one language strengthen these links, reinforcing its emotional salience.

Collectively, cognitive and psycholinguistic research on emotions and bilinguals allows us
to identify a complex mechanism of emotional manifestations in bilinguals, including both
experience and structural components that form emotionality. [7]

Sociocultural and Communicative Contexts

Cultural Norms and Emotional Display Rules

The expression of emotions and norms in cultural and sociocultural contexts are rooted in
different ways. These norms of emotional expression place restrictions on the permissibility of
expressing certain emotions, degrees of expression, and social contexts. In the case of bilinguals
who have two cultural environments from languages, such norms of permissibility also vary from
the communicative context and not only from the language. [§]

Just as cultures differ, the languages of these cultures carry different emotional
connotations, the distance of social roles, or indicators of prestige and respect. [3] Bilinguals
strategically use two languages, depending on their desire to match the social environment, point
out boundaries, or express certain emotional signals. An example of such a manifestation may be
when bilinguals use one language in an intimate context to express deep feelings to loved ones,
while another language is used in formal and more restrained contexts. [1]

Code Switching as Emotional Strategy

In more modern scientific research, attention has also been drawn to the role of code
switching, that is, language switching in communication as a tool for more accurate expression
of emotions in speech. [3] Code switching is not just a linguistic feature, but a whole process of
pragmatic processes, which makes speech more detailed in nuances like humor, emotional
outbursts or intimacy. [8]

In particular, studies in multilingual contexts often claim that bilinguals often use code
switching in particularly emotional moments of interaction in order to more accurately convey
feelings or thoughts that are difficult to convey in a second language. [1] This phenomenon in
bilingual speech reflects the strategic flexibility of bilingual speech in society and the
manifestation of identity.

Delving into the vocabulary of bilinguals, it turns out that some emotional expressions
cannot be accurately translated into other languages, that is, there are no equivalents, which
encourages you to choose a language in which you can more accurately convey your emotions.

[4] This observation indicates a close relationship between the accessibility of vocabulary
and the expression of emotions.

Conclusion. Research on the expression of emotions in a bilingual context shows that the
use of a particular language in different emotional expressions cannot be limited by the division
into the first and second languages. The expression of emotions of bilinguals consists of a
combination of different factors such as the dominance of language, accessibility and accuracy
of vocabulary, socio-cultural nuances, strategic communication and identity. The peculiarity and
authenticity of the expression of emotions should not be fixed by the properties of languages, as
this is a reflection of various influences in the form of cognition, culture and context.

Thus, summarizing the results of research on the expression of emotions in bilingualism,
it is shown that the expressiveness of emotions and the comfort of communication are frequently
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changing phenomena that can be determined more precisely only by personal preferences,
environment and a certain situation.
References:

1. Pavlenko A. Emotions and multilingualism. Cambridge : Cambridge University Press,
2005. —xvi, 306 p.

2. Pavlenko A. Bilingual Selves // Bilingual Minds: Emotional Experience, Expression,
and Representation. Bristol, UK : Multilingual Matters, 2006. — pp. 1-33

3. Dewaele J.—M. Emotions in multiple languages. Basingstoke : Palgrave Macmillan,
2010. —xvi, 260 p.

4. Caldwell-Harris C. L. Emotionality differences between languages // Emotion Review.
2014.

5. Marian V., Kaushanskaya M. Words, feelings, and bilingualism: Cross-linguistic
differences in emotionality of autobiographical memories // The Mental Lexicon. 2008. Vol. 3,
no. 1. —pp. 72-91

6. Harris C. L., Gleason J. B., Aycicegi A. When is a first language more emotional?
Psychophysiological evidence from bilingual speakers // Bilingual Minds: Emotional Experience,
Expression, and Representation. Clevedon, UK : Multilingual Matters, 2006. — pp. 257284

7. Caldwell-Harris C. L., Ayc¢icegi-Dinn A. Emotion-memory in bilinguals: A levels-of-
processing approach // Bilingualism: Language and Cognition. 2009. Vol. 12, no. 3. — pp. 291—
303

8. Dewaele J.-M., Nakano S. Multilinguals’ perceptions of feeling different when
switching languages // Journal of Multilingual and Multicultural Development. 2013. Vol. 34,
no. 2.

9. Altarriba J. Does cariiio equal “liking”? // International Journal of Bilingualism. 2003.
Vol. 7, no. 3. — pp. 305-322

10. Schrauf R. W., Rubin D. C. Internal languages of retrieval // Applied
Psycholinguistics. 2000. Vol. 21, no. 4. — pp. 445-462

217



«Central Asian Scientific Journal» Ne1 (29) — AHeaps — Mapm 2026

UDC 37.018.43:004.8
Mamataeva Ramina Adilgazyevna

Student,

Program in Information Systems

I. Zhansugurov Zhetysu University
(Taldykorgan, Kazakhstan)

Sakibayev Spartak Razakhovich

Doctor of Philosophy (PhD), Lecturer
I. Zhansugurov Zhetysu University
(Taldykorgan, Kazakhstan)

ARTIFICIAL INTELLIGENCE IN EDUCATION

Abstract: The article examines the integration of artificial intelligence into the educational
process through the TPACK framework. The study analyzes how Al tools, specifically chatbots
and machine learning, assist educators in combining technological, pedagogical, and content
knowledge. Based on a survey of 15 instructors, the research demonstrates the positive impact of
Al on the educational landscape while also identifying potential drawbacks, such as a decrease
in students' independent thinking.

Keywords: artificial intelligence, educational technology, TPACK framework, chatbots,
ICT 1in education, pedagogical knowledge.

Introduction. The field of educational technology, also known as edutech, represents a
learning approach emphasizing the wide and extensive level of integration between information
technologies and educational process. The main goal of this field is replacement of the traditional
paper-based teaching media with their digital-based alternatives. Educational technology has
achieved a high level of popularity and adoption in the learning process of various subjects taught
at secondary and higher education level. In the majority of cases, one of the most adopted ways
to integrate educational technology with the learning process is the display of multimedia content
with interactive educational content. [1] Also Internet access has always been the main
requirement for the usage of ICT in the educational context. [2]

However, the recent trends in the progress and evolvement of modern ICT have caused a
tremendous level of changes in the current state of educational technology. The emergence of the
theory and practice of Al is expected to have a major influence impact on ICT landscape in
general and educational technology in particular. [3][4]

The need for adopting the concepts and methods from Al to educational technology has
been accentuated by the studies carried out by researchers and educators from different sectors
of education. The published works demonstrate the positive outcomes that the integration of Al
and educational technology can bring to the educational process. The existing research covers a
multitude of educational advantages that are to be brought both for teachers and students. Thus,
as indicated by the research [5][6], the integration of Al and educational technology can

218



«Central Asian Scientific Journal» Ne1 (29) — AHeaps — Mapm 2026

potentially yield academic benefits, encompassing enhancements in students' cognitive abilities
and their attitudes toward learning. The findings from [7][8][9][10] also confirm the positive
effect that Al can bring to educational technology.

The current study explores how the integration of Al and educational technology can
positively affect such area of educational technology as Technological, Pedagogical and Content
Knowledge (TPACK) framework. The main emphasis is made on analyzing how the students’
attitude towards learning is affected by the adoption of methods from Al.

Theoretical Framework. The current study interprets the term “Artificial Intelligence” as
software solutions simulating in an efficient way human-like intelligent reasoning and behavior
which can bring educational value to learning process.

The Technological Pedagogical and Content Knowledge (TPACK) is defined as a
framework within educational technology designed to deal with various challenges that educators
and students meet in the process of adoption of ICT tools for the academic purposes. The
framework 1s to provide educators with scientific-based means to overcome various obstacles
met in the classroom based on usage of ICT. The TPACK framework serves its intended purpose
by finding the most appropriate ways to combine such components as technology, pedagogy, and
knowledge [6]. The TPACK framework is based on substantiated assumption the interconnection
between technology, the knowledge and the content create conditions for pedagogical advances
and is able to facilitate students’ academic performance. According to [6] the TPACK framework
stresses out three fundamental domains of knowledge. These domains include such components
as technological knowledge, pedagogical knowledge, and content knowledge.

The domain of technological knowledge encompasses various ways in which teachers
employ ICT tools in their work. It encompasses software and hardware solutions used in the
learning process. The main prerequisite of this domain is skills in using various forms of
educational technology to increase the effectiveness of the learning process in a classroom.
Technological knowledge also requires an ability to keep aligned with the latest technological
trends and developments.

The domain of content knowledge deals with the level of knowledge that instructors must
possess, related to the academic discipline taught in a classroom. In additional to level of
knowledge, this domain also encompasses such auxiliary concepts as learning methodologies and
frameworks applied to distribute the knowledge to students. The interpretation of content
knowledge differs from one educator to another depending on the specific academic interests and
learning environments.

The domain of Pedagogical knowledge included the various ways by which a teacher
presents the material and what he does to make this presentation accessible to students. It mostly
encompasses methodologies and standard practices used in learning. It also deals with such
variables of the learning process as the goals and objectives of learning, lesson planning and
scheduling, classroom management etc.

In many instances, instructors opt for a blend of specific domains. The three most prevalent
combinations include technological pedagogical knowledge, technological content knowledge,
and pedagogical content knowledge.

Technological pedagogical knowledge emerges from the fusion of technical expertise and
pedagogical understanding. It encompasses the various interactions established between ICT
tools and pedagogical methodologies and concepts.
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Pedagogical content knowledge arises from the amalgamation of pedagogical expertise and
content knowledge.

It covers interactions and relationships existing between learning goals and pedagogical
principles and methodologies.

The domain of technological content knowledge emerges as the result of combination of
technological knowledge and content knowledge. It encompasses the relationships that are
formed between learning goals and ICT tools used to achieve these goals.

Figure 1 provides a visual presentation of the structure of the TPACK framework.

TECHNOLOGICAL PEDAGOGICAL CONTENT KNOWLEDGE (TPACK)

TECHNOLOGICAL
TECHNOLOGICAL CONTENT

PEDAGOGICAL TECHNOLOGICAL KNOWLEDGE

KNOWLEDGE[TPK]\KNOWLEDGE[TK] /[TCK]

PEDAGOGICAL CONTENT
KNOWLEDGE(PK]) KNOWLEDGE(CK)

PEDAGOGICAL
CONTENT
KNOWLEDGE(PCK)

Fig. 1. The structure of the TPACK framework

Using one of these three combinations, it becomes possible for an instructor to use the
TPACK framework as the model for increasing the academic outcomes with the means of
effective integration of educational technology and the existing learning process. However, the
main challenge in this process lies in selecting the most appropriate combination of the described
knowledge domains. And to a larger extent, this process can be significantly improved by making
use of Al combined with appropriate treatment various factor emerging during the academic
acivities.

Methods. To verify the hypothesis stating the effectiveness of using AI methods in tandem
with the TPACK framework an experiment was conducted. The experiment was carried out
online and organized by conducting survey and questionnaire among 15 mathematics instructors
who use the TPACK framework for training students participating in online Olympiads. Seven
of the surveyed instructors specialized in Computer Science, five specialized in mathematics and
three in computational physics. The choice of the respondents was made on a random basis to
avoid various biases which may affect the evaluation of the survey’s results.

The main purpose of the survey was to evaluate the percentage of the respondents which
answered a particular question. If a respondent failed to answer a question in one way or another
it was considered to be equal to 0 percent. The respondents were given two weeks to complete
all the questions and send them back to interviewers.

The questionnaire was distributed to students through the means of email. It contained the
following questions given in Table 1:
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Table 1- The items of the questionnaire

No Content

1 Do you use the methods provided by Artificial Intelligence in the process of
choosing the most appropriate combination of TPACK’s knowledge domains for
organizing your own teaching process?

2 Does Artificial Intelligence provide an effective contribution to the improved
application of TPACK framework’s concepts in a classroom?

3 Do you recommend the application of Al methods to students whose classroom
uses the concepts of the TPACK framework?

4 Has the usage Artificial Intelligence’s concepts in teaching process changed the
educational landscape significantly?

5 What specific Artificial Intelligence technology or solution do you use the most
for educational purposes?

6 What are the main drawbacks of using the methods and concepts of Artificial
Intelligence in the learning context?

The first, second, third and fifth questions of the questionnaire attracted the responses from
all 15 respondents. The fourth question was answered only by 12 respondents, while the last
question received the answers from 13 respondents.

The results extracted from the survey were analyzed by the means of online statistical
analysis resources. The verification of the obtained data was held by the means of Mann-Whitney
U test whose formula is given on the Figure 2 below.

Formula:

Ux - NX'NV + N;V(Nx + 1) - zrx
2

Where, Uy is the Mann Whitney calculation for sample X
N is number in the samples

Zry is the sum of ranks for sample X.

Fig. 2. The formula for Mann-Whitney Test

Results. Figure 3 below demonstrates the respondents’ answers to the first
question.
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1st Question

=Yes mNo =
Fig. 3. The answers to the first question
Figure 3 demonstrates that in the majority of cases, the respondents used Al to

choose a combination of TPACK’s knowledge domains.
Figure 4 below demonstrates the respondents’ answers to the second question.

2nd Question

= Yesy mNo =

Fig. 4. The answers to the second question
Figure 4 shows that the larger part of the respondents consider Al to be an effective

tool for facilitating the usage of TPACK in educational context.
Figure 5 below demonstrates the respondents’ answers to the third question.
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3rd Question

mYes mNo =

Fig. 5. The answers to the second question

From Figure 5 it is easy to see that the majority of the interviewed recommend the
usage of Al to students.
Figure 6 below demonstrates the respondents’ answers to the fourth question.

4th Question

0%

mYes mNo =

Fig. 6. The answers to the fourth question

Figure 6 demonstrates that all of the respondents consider the learning landscape to be
affected considerably by Al.
Table 2 holds the results of the answers to the fifth question of the questionnaire

Table 2- Results of the answers to the fifth question

Answer Percentage
Chatbot 60%
Machine Learning 30%
Deep Learning 10%

As 1s seen from Table 2 the majority of respondents use chatbots as their main Al
technology.
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Answering the last item of the questionnaire, 100 percent of the respondents mentioned
that the main drawback of using Al is that it has a tendency of reducing students’ ability to
independent thinking.

Discussion. The obtained results demonstrate that the application of AI methods has a
major role in the development of ICT in the context of educational technology. The emergence
of this concept has significantly changed the current landscape and trends in educational
technology. The current survey allows to come to the following conclusion covered below.

Teachers actively use the methods provided by Artificial Intelligence in the process of
choosing the most appropriate combination of TPACK’s knowledge domains for organizing their
own teaching process. This choice is not done randomly, but is based on evaluating the various
factors and variables.

Artificial Intelligence does an effective contribution to the improved application of TPACK
framework’s concepts in a classroom. Moreover, this contribution does not depend on the
particular academic discipline.

Teachers actively recommend the usage of Al methods in their learning process,
particularly in the field of self-education.

The application of Al practices and concepts in teaching process significantly change the
educational landscape and pedagogical approaches.

As the survey shows chatbots are the dominant Al technology used by educators and
students.

The results of the current study prove the educational advantages that can be brought by
the integration of Al and educational.

Conclusion. To increase its effectiveness, educational technology needs to adopt the
concepts and methods provided by Al. The need for application of the concepts and methods from
Al to educational technology has been accentuated by the studies carried out by researchers and
educators from different sectors of education. The published research demonstrates the positive
outcomes that the integration of Al and educational technology can bring to the educational
process. The existing studies cover a multitude of educational advantages that are to be brought
both for teachers and students. Thus, the integration of Al and educational technology can
potentially bring many academic benefits, encompassing enhancements in students' cognitive
abilities and their attitudes toward learning. The findings from various studies also confirm the
positive effect that Al can bring to educational technology.

The current study demonstrates one of the possible ways by which the integration of Al
and technology can have a positive impact on the TPACK framework. The main emphasis is
made on analyzing how the students’ attitude towards learning is affected by the adoption of
methods from Al
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