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Hayunblii pykoBoautenb: Ommkac Kaxxubaen
CeHbop JIEKTOp

Astana IT University
(r. Acrana, Kazaxcran)

UCKYCCTBEHHbBIN UHTEJJIEKT B UH®OPMAIIMOHHBIX CUCTEMAX:
BO3MOKHOCTHU U BbI3OBbI

AHHoOTauMs: B cratbe paccMarpuBaeTCs NMPUMEHEHHE TEXHOJOTHM HCKYCCTBEHHOTO
unremiekta (M) B obnactu mHpopmannonubix cucreMm (MC). BeICTphIil poCT HaHHBIX,
pPa3BUTHUE AITOPUTMOB U BBIYMCIUTEIBHBIX MOIIMHOCTEW mpuBenu K Tomy, uto MU cran
HEOTbeMJIEMOW 4YacThio coBpeMeHHbIX MC, oka3piBas BIWSAHUE HAa WX apXUTEKTYpY,
yIpaBJI€HUE JAaHHBIMHU M MPOILIECCHl NPUHATHSA pemieHuil. OaHako, HapsiAy € HOBBIMHU
BO3MOKHOCTSIMM, BO3HUKAKOT W BBI3OBbI, CBsA3aHHbIe C uHTerpamuern WM, Ttakume kax
KOH(HUISHIIMAIBHOCTh JTAHHBIX, MPEAB3SATOCTh aJTOPUTMOB M MpoOseMbl Oe3omacHocTH. B
CTaThe MpOaHAIN3UPOBAHBl OCHOBHBIE oOnacTu npumeHeHus MM B uHpOpMaIrmOHHBIX
CHUCTEMaX, PAacCMOTPEHBbl TEKyIIUe JOCTHXKEHUS U BBI3OBBI, a TaKXe MPEITI0KECHBI
PEKOMEHAIMH T10 PEIICHUIO0 BO3HUKAIOIIUX MTPOOJIEM.

KiawuyeBble cj10Ba: HCKYCCTBEHHBIM MHTEIUICKT, HWH()OPMAIIMOHHBIE CHCTEMBI,
OoJlplllie JaHHBIC, MAIMHHOEC OOYUYeHHE, aHaJIM3 JaHHBIX, KOH(HICHIIMAIbHOCTD,
MPEJIB3SITOCTh JAHHBIX, ABTOMATH3AI1s MPOIIECCOB

Beenenue. MckyccrBenHblii wuHTemekt (M) 3aHuMaer BaxkHOE MeCTO B
COBPEMEHHOW HAayKe€ W TEXHOJIOTHAX, MPEIOCTABISAA 3HAYUTEIbHBIE BO3MOXHOCTH IS
ABTOMATH3alIMM MPOILIECCOB, AHAIM3A JAHHBIX W CO3/IaHUS WHTEJUICKTYaJIbHBIX CHUCTEM. B
unpopmanmonnsix cucrtemax (MC) MM mno3Bonsier pemiars 3anayd, KOTOPBIE paHee
TpeOOBaAIM 3HAYUTENBHBIX YEIOBeUECKUX ycuiuid u Bpemenu. [Ipumenenne MU oxBaTeiBaer
Takue 00JIacTH, KakK YMpaBlieHWE aHHBIMU, OW3HEC-aHAIWTHKA, KHOEpOE30macHOCTh W
aBToMaru3anus npuHsatus pemieHud. Opnako npumenenne MM B MC Takxke cBsI3aHO €
MHOXKE€CTBOM DJTHYECKUX UM TEXHUYECKUX BBI30BOB, TaKUX KaK KOH(PUIECHIUAIBHOCTh
JTAHHBIX, YCTOMYUBOCTD K KuOepaTakaM U MPEAB3STOCTh B aJlTOpUTMAaX.

Ilesp MaHHOM CTAaTbUM — WMCCIEnOBaTh, Kak TexHonoruu WU wuHTErpupyrorcs B
UH(OPMAIIMOHHBIE CHUCTEMbI, KaKhe MPEUMYIEeCTBA OHU MPEAOCTABIAIOT U KaKHe PUCKU U
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BBI30BBI [IPU 3TOM BO3HUKAIOT. MccneqoBanue akTyalbHO Kak JJisi CIEIUAIKMCTOB B 00JIacTH
UT, Tak u ana tex, kto ucnoiaszyeT UC B pa3IuyHBbIX OTpaACisiX, OT OM3Heca 10 HAYKHU.
00630p JuTEpaTypsbl

UcnonszoBanne WM B uHDOpPMAMOHHBIX CHCTEMax aKTUBHO M3ydaeTcsi U
oOcyxnaercss B HayuyHoll murteparype. B wuccnemoBanum Jl>xkonca u Kmapka (2021)
pPaccMOTpPEHBI CIOCOOBI MCMOJIb30BAHUSI MAIIMHHOTO OOyuYeHHUs M aHalIW3a JAHHBIX IS
noBbiIeHUs 3P pekTuBHOCTH KopropatuBHbIX MC. O otMevarot, uto MW crocobcTByeT
aBTOMATHU3AlMM TPOIECCOB W VYIYYIICHUIO KadyecTBa MPUHATHS PEIICHUN, OCOOCHHO B
KPYMHHBIX OPraHU3alUIX ¢ OOJIBIIMMHU O0beMaMU JaHHBIX.

C npyro#t croponsl, CmuT u Jlu (2022) akueHTHpPYIOT BHHMaHHE Ha 3TUYECKHUX
acriektax —ucnosp3oBannss MM B HMC, nopuepkuBass  pUCKH, CBSA3AHHBIE C
KOH(DMICHIIMAIbHOCTBIO JAaHHBIX U MPEAB3SITOCTbIO. ABTOPBI YKa3bIBAIOT, YTO MPEAB3ATOCTh
anroputMoB UM MOXeT NpUBOAUTH K OMIMOKAM B MNPUHATHH PEIICHUN, YTO OCOOEHHO
OMAaCHO B KPUTUYECKH BaXKHBIX OTPACIISIX, TAKUX KAK MEAUIIMHA WU MTPABOCYIUE.

Uccnenoanrie Banra u Yenra (2023) paccmarpuBaet acnektbl 6e3onacHoctd U B
MH(POPMALIMOHHBIX CHUCTEMaX, aKIEHTUPYs BHUMaHUE HAa YCTOMYMBOCTH K KuOepaTakaM U
HEOOXOJUMOCTH 3alIUThl OT HECAHKIIMOHUPOBAHHOTO noctyna. OHu orMedaroT, yto MU
MOJKET KaK YyJIy4IlIUTb, TAK U OCJIa0UTh CUCTEMY 0€30I1aCHOCTH, B 3aBUCUMOCTH OT KauyecTBa
1 0€301aCHOCTH aJTOPUTMOB.

MarepuaJjbl 1 METOABI

s ananu3za npumenenusa M B MHPOpMALIMOHHBIX CHCTEMaX MCHOIb30BAHbI METOABI
CUCTEMHOTO aHaju3a M CPaBHUTEIBHOIO MCCJIENOBAHMS CYIIECTBYIOIIMX IPAKTHK.
[Ipoananu3upoBanbl MyOIMKAIIMKM, OXBAThIBAIOIIKWE BOIPOCHI aBTOMAaTHU3AIlMM IPOLECCOB,
MaIlIMHHOTO 00y4YeHHUsI, paboThI ¢ OONBIIMMHU JAHHBIMUA M O€3011acHOCTH. VICTIoIh30BaHbI Kak
KOJIMYECTBEHHbIE, TaK W KaueCTBEHHbIE METOJIbl HCCIEAOBAaHUSA, YTOOBI OLIEHUTH
s¢pdextuBHOCT, uWHTerpauuu WM u BBISABUTH KIIOYEBbIE (AKTOpPHI, BIMSIOLIME Ha
ycnentHocTh BHeApenust U B C. B pabote Takke NpoBeIEeHbl HHTEPBBIO C AKCIIEpTaMU U3
obnactu UT, 4To MO3BOJIUIIO YYECTh MX MHEHHE O TEKYIIMX TEHACHIUSAX U BbI30BaX.

OcHOBHas YacTh

IIpumeHeHHe HCKYCCTBEHHOI0 MHTELJIEKTA B HH(POPMALMOHHBIX CHCTEMAaX

MamuHHOe 00y4eHre U AHAJIM3 JAHHBIX

Mamunnoe o6yuenue (ML) u ananmu3 ganasix (Data Analytics) SIBISIOTCS OCHOBHBIMU
TEeXHOJIOTUsIMHU, TpuMeHseMbiMu B MC nang ananuza OONBIIMX JAaHHBIX. OTH METOJbI
MO3BOJISIIOT ABTOMATUYECKU WACHTU(GUUMPOBATh MATTEPHbI B JIAHHBIX, YTO CIOCOOCTBYET
MPOTHO3MPOBAHUIO M aBTOMAaTU3alMM  TpoueccoB. [IpuMepoM  MOXKET  CIIyX HUTh
MPOTHO3MPOBAHUE CIIPOCA B CHCTEMAaxX YIPAaBJICHUS 3alacaMy WJIM BBISIBJICHHE aHOMAJIUW B
Kk1OepOe30nacHOCTH.

O0pabdoTKa ecTECTBEHHOT0 A3BIKA
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Oo6paboTka ecrectBeHHOrO si3bika (NLP) npumensercs B uHQOpMaIMOHHBIX CUCTEMax
JUIsl aHajin3a TEKCTOB M AaBTOMAaTW3alud KoMMyHHKauuu. NLP mno3Bonser ymydmiarth
CUCTEMBI MOJJEPKKHA MOJIb30BATEICH, aHAIM3UPOBATh OT3bIBbI KJIIMEHTOB U JIa)KE€ BBISBIATH
¢eiikoBeie HOBOoCcTU. OpHAKO TPOOJEMBI C TOYHOCTHIO M KOHTEKCTOM OCTAlOTCS
3HAYNUTEIBbHBIMHU BbI30BAMH B 3TOM 00JIaCTH.

KoMmnbroTepHoe 3peHne 1 aBTOMATH3ALMS NPOLECCOB

KoMmbroTepHOE 3peHHe MCHOJIB3YETCs I aHaIW3a BU3YaAJIbHBIX JAHHBIX, TAKUX KaK
U300paKEHUS M BUJIEO, UYTO OTKPHIBACT IIMPOKHWE BO3MOXKHOCTH JUIsi MH(MOPMAIMOHHBIX
CUCTEM B TaKMX OTpaciisixX, Kak IPOU3BOJACTBO, MEOUIMHA W TpaHcnopT. Hampumep,
KOMIIBIOTEPHOE  3PEHHUE TIIO3BOJSIET ABTOMATUYECKH OOHApyKHUBaTh Je(PEeKTsl Ha
MIPOU3BOJACTBEHHON JIMHUM WM aHAJIM3UPOBATH MEIULMHCKUE CHUMKHU Uil JTUArHOCTUKHU
3a00s1eBaHUM.

Bro13oBbI U pucku npumeHenuss U B uHGOpManMOHHBIX CHCTEMAX

KonduaeHunaabHOCTh JAHHBIX

OngHuUM U3 TJABHBIX BBI30BOB SIBJISETCS KOH(PHUACHIIMAIBHOCTh JIAHHBIX, TaK Kak
MH(pOpPMallMOHHBIE CUCTEMBI, ucnoib3ytomue MU, yacto paborator ¢ 6oapmmmMu o0beMaMu
JUYHOHN MH(pOpMaluu. ITO NOPOKIAET HEOOXOJUMOCTh COOJII0JaTh CTPOrHe TPEOOBAHUS 11O
3alUTe JAHHBIX, YTOOBI MPEIOTBPATUTh YTEUKY MH(OpMALUU U 00ECEeUUuTh COOJIIO/IEHUE
KOH(pUIEHIIMAIBHOCTH.

IIpeaB3SITOCTH U CIPABEVIUBOCTDH AJTOPUTMOB

[IpenB3sTOCTh AAHHBIX U AITOPUTMOB — ATO €Ile OJIHA TMpobdiieMa, OCOOCHHO B TEX
ciyydasx, korna UM npumensiercst B KpUTHUECKU BayKHbIX obnacTsax. Hampumep, npens3stoie
QITOPUTMBI MOTYT MPUBOAMUTH K OMIMOKAM B MPUHATUU PEIICHUH, BIMSIIONIMM Ha JOCTYI K
ycilyraMm, TakuM KakK KpEeIUTOBaHME WIM MEIUIMHCKOE O0O0CTyKUBaHHUE. AJTOPUTMBI
MAaIIMHHOTO OOYY€HHs CKJIOHHBI YCBaWBaTh MPEAB3SITOCTH, NPUCYTCTBYIOIIHUE B HCXOTHBIX
JAHHBIX, YTO MOKET HETaTUBHO BJIMTH HA KAYECTBO U CIPABEIMBOCTh PE3YJIbTATOB.

Kubep06e30nacHOCTh M YCTOHYHMBOCTH K aTaKaM

Nudopmanmonnsie cuctemsl, ucnodibidyomue MU, Takxe moaBep:KeHbI atakam. ITO
MOTYT OBITh KaK BHEIIHHUE YTPO3bl (HampuMep, KuOeparaku), TaK M BHYTPEHHHE, KOTJa
3MOYMBIIIJICHHUKH MaHUMYJIUPYIOT JaHHbIMH, uToObl BBectu WU B 3a0myxaenue.
Heobxoaumbl crienuasibHbie Mephl, 4TOOBI oOecneunTth ycroitunBocTh MC k Takoro popaa
aTakaM M 3allUTUTh UX OT BPEIOHOCHBIX BO3/ICHCTBUM.

Pe3yabTarthl n 00Cy:R1eHUS

UccnenoBanne mnokazano, yto npuMeHenne MM B uHGOPMALMOHHBIX CHCTEMax
JNEUCTBUTEIBHO TMOBBIMAET UX H(POEKTUBHOCT, M IOMOTaeT AaBTOMATH3UPOBATh P
npoueccoB. OnHako ObUIM BBIABICHBI W 3HAYUTEIbHBIE BBI3OBBI, CBSI3aHHBIE C
0€30MacHOCThIO, MPUBATHOCTHIO M 3TUKOU. DKCIEPTHl MOJUYEPKHYJIN BaXXKHOCTh BHEAPEHUS
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IPO3pavyHbIX METOJIOB 00y4YeHHUs W TecTHupoBaHuUs ajropuTMoB MU nis mpemoTBpaliieHus
IPEAB3ATOCTH U YBEIMUYCHUS TOBEPHUS K HHOOPMAIIMOHHBIM CUCTEMaM.

3akiloueHue

[Ipumenenne MU B uHPOpPMAIIMOHHBIX CHCTEMax MPEIOCTABISET 3HAUYUTEIHHBIC
BO3MOYKHOCTH JIJIs1 TIOBBIIIEHUS UX 3(DPEKTUBHOCTH, HO TpeOyeT BHUMATEIHHOTO MOIX0a K
VIOPaBJICHUIO JaHHBIMH H 0Oe30MmacHOCTH. Pa3paboTka TPO3payHbIX W CIPaBEIMBBIX
aNTOPUTMOB, 3aIlIMTa TAHHBIX M O00ECIEeYCHUE YCTOMYMBOCTH K aTakaM CTaHYT KITFOYCBBIMHU
daxkTopamu s ycnemrHoro BHeApenus MM B MC. HeoOGxomumpl Takxke gajabHEHININE
uccienoBanus B obnactu 3tuku MM, 4T0061 MUHUMH3UPOBATh PUCKH U TOBBICUTH JIOBEPUE
MOJb30BAaTEICH K HOBBIM T€XHOJIOTHSIM.
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