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Abstract:  Applications built on large language models (LLMs) are exposed to attacks that bypass
perimeter defenses, including direct and indirect prompt injection, jailbreaking, data and model poisoning,
sensitive information disclosure and excessive agency of AI agents. Commercial AI security products have
multiplied, but the market has rapidly consolidated, and organizations lack a transparent way to compare
products and to build monitoring that fits their existing security operations. This paper analyzes eight AI
security solutions against eight functions derived from the OWASP Top 10 for LLM Applications 2026 and
MITRE ATLAS,  using an ordinal  0–2 scale  and a  weighted scoring model.  Prisma AIRS obtained the
highest weighted score (88.75 of 100), followed by Cisco AI Defense and Check Point AI Security (76.25
each), while protection against data poisoning (50.0% mean coverage) and data leakage prevention (56.25%)
were the  weakest  functions  across  the  market.  Based on  these gaps,  we  propose AI  Attack  Monitor,  a
pipeline  architecture  consisting  of  a  security  gateway,  detection  engine,  risk  analyzer,  alerting  and
dashboard,  with  a  transparent  risk-scoring  model  and  a  unified  event  schema mapped to  OWASP and
ATLAS identifiers. An evaluation plan on public benchmarks is outlined.

Keywords: AI security; large language models; prompt injection; attack monitoring; OWASP Top
10 for LLM; MITRE ATLAS; risk scoring; AI agents

1. Introduction
Large language models (LLMs) are now embedded in chatbots, coding assistants, retrieval-

augmented  generation  (RAG) systems  and  autonomous  agents  that  call  external  tools.  In  such
applications natural language serves simultaneously as data and as instructions, which creates an
attack surface that has no direct analogue in classical software [1,2]. The OWASP Top 10 for LLM
Applications  2026  again  ranks  prompt  injection  as  the  most  critical  risk  [3],  MITRE ATLAS
catalogs adversarial  tactics  and techniques against  AI systems [4],  and the National  Institute  of
Standards and Technology (NIST) maintains a taxonomy of adversarial machine learning attacks
and mitigations [5].

Conventional controls such as web application firewalls,  intrusion detection systems and
signature-based data loss prevention (DLP) inspect syntax rather than intent. They cannot recognize
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an instruction hidden inside a retrieved web page or document [2,6], nor an unsafe tool call issued
by an agent after  reading attacker-controlled content [7].  Effective protection therefore requires
monitoring at the level of prompts, model responses, retrieved context and agent actions, together
with a way to prioritize events for a security operations center (SOC).

The industry has responded with a new class of AI security platforms. Between 2024 and
2025 the market consolidated quickly: Robust Intelligence became the basis of Cisco AI Defense,
Protect  AI  was  integrated  into  Palo  Alto  Networks  Prisma  AIRS,  Prompt  Security  joined
SentinelOne, and Lakera became part of Check Point [8–11]. As a result, many runtime protection
capabilities are now bundled into large proprietary platforms whose detection logic and risk scoring
are not transparent. This is a practical barrier for small and medium-sized organizations and for
university SOCs, including those in Kazakhstan, that need to understand what is being detected and
why.

This  paper  addresses  that  problem.  Its  contributions  are  as  follows:  (1)  a  structured
comparison of eight AI security solutions against eight functions derived from OWASP and MITRE
ATLAS,  combined  with  a  weighted  scoring  model;  (2)  the  identification  of  functions  that  are
weakly covered across the market; (3) the AI Attack Monitor architecture, which includes a unified
event schema mapped to OWASP and ATLAS identifiers and an explicit risk-scoring model; and
(4) a plan for evaluating the architecture on public benchmarks. Section 2 reviews related work and
states the problem, Section 3 describes the methodology, Section 4 presents the results, Section 5
discusses them, and Section 6 concludes the paper.

2. Related Work and Problem Statement
2.1. Threat Taxonomies and Governance Frameworks
Several frameworks define what must be protected in AI systems. The OWASP Top 10 for

LLM Applications lists ten application-level risks; in the 2026 edition, excessive agency rose from
sixth  to  third  place  and  system  prompt  leakage  was  broadened  into  hidden  context  exposure,
reflecting the spread of AI agents [3]. MITRE ATLAS organizes adversary behavior into tactics and
techniques  in  the  style  of  MITRE ATT&CK [4].  The NIST AI  Risk Management  Framework
introduces the Govern, Map, Measure and Manage functions [12] and is complemented by a profile
for generative AI [13]. Google’s Secure AI Framework (SAIF) extends existing security controls to
AI  and  calls  for  detection  and  response  that  covers  AI-specific  threats  [14].  ISO/IEC  42001
specifies  requirements for an AI management  system [15].  Microsoft  publishes a catalog of AI
attack techniques and red-teaming guidance [16,17], and a comprehensive survey of LLM security
and privacy is given in [18]. These documents define what to protect and why, but they deliberately
leave the operational design of monitoring to implementers.

2.2. Attacks on LLM Applications
Direct prompt injection was demonstrated early through goal hijacking and prompt leaking

[1] and was later systematized for real LLM-integrated applications [19]. Indirect prompt injection
places malicious instructions in content that the application retrieves on its own, such as e-mails,
web pages or documents [2,20]. Liu et al. formalized prompt injection and showed that combined
attacks remain effective against many defenses [21]. Jailbreaking exploits competing objectives and
mismatched  generalization  in  safety  training  [22];  it  can  be  automated  through  gradient-based
adversarial suffixes [23] or through iterative black-box refinement that needs only a few queries
[24]. Models may also disclose memorized training data [25]. Poisoning web-scale training datasets
has been shown to be practical [26], and a few injected texts can corrupt the knowledge base of a
RAG system [6]. For tool-using agents, AgentDojo shows that prompt injection can trigger harmful
actions [7].

2.3. Detection and Defense Techniques
Defenses  fall  into  several  groups.  Perplexity-based  filtering  detects  machine-optimized

adversarial suffixes [27,28]. LLM-based safety classifiers such as Llama Guard label both inputs
and  outputs  according  to  a  hazard  taxonomy  [29].  Programmable  guardrails  such  as  NeMo
Guardrails enforce dialog and topical policies [30]. Prompt-level defenses such as spotlighting mark
untrusted input so that the model can distinguish data from instructions [31]. Standardized red-
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teaming  frameworks  such  as  HarmBench  support  systematic  evaluation  [32].  Each  technique,
however,  covers only a subset of threats,  and adaptive attackers can evade individual  detectors
[21,28].  Moreover,  these  defenses  are  usually  evaluated  in  isolation  rather  than  as  parts  of  a
monitoring pipeline with event correlation, risk prioritization and SIEM integration.

2.4. Problem Statement
We found  no  open  reference  architecture  that  (a)  collects  prompts,  responses,  retrieved

context and tool calls as normalized security events, (b) labels them with a common taxonomy, (c)
prioritizes them with a transparent risk score, and (d) exports them to existing SIEM/SOC tools.
Commercial platforms partially address these needs, but their coverage is uneven and their logic is
proprietary.  This  study  therefore  addresses  three  research  questions:  RQ1—to  what  extent  do
current AI security solutions cover the core monitoring functions; RQ2—which functions are least
covered; and RQ3—what architecture can close these gaps in a transparent, standards-aligned way?

3. Materials and Methods
3.1. Research Design
The study consisted of three stages: (i)  selection of AI security solutions; (ii)  functional

assessment  and  weighted  scoring  of  the  selected  solutions;  and  (iii)  design  of  the  proposed
architecture based on the gaps identified in stage (ii) and on the principles of SAIF [14] and the
NIST AI RMF [12].

3.2. Selection of Solutions
A solution was included if (1) it was commercially available, or historically significant for

the category, as of September 2026, (2) its vendor publicly documented runtime protection for LLM
applications, and (3) the resulting sample covered both platforms formed through acquisitions and
independent vendors. Eight solutions met these criteria (Table 1). Robust Intelligence AI Firewall is
no longer sold separately but was retained as a reference point because it pioneered the AI firewall
concept and became the basis of Cisco AI Defense [8,33].

Table  1  –  AI  security  solutions  selected  for  the  comparative  analysis  (status  as  of
September 2026).

Solution Vendor Deployment Market status

Prisma AIRS Palo Alto Networks Cloud/API Active; integrates Protect AI 
(acquired 2025)

Cisco AI Defense Cisco Cloud + Talos 
telemetry

Active; built on Robust Intelligence 
(acquired 2024)

Check Point AI Security Check Point (formerly 
Lakera) Cloud/API Lakera acquired in 2025

SentinelOne Singularity AI 
Security

SentinelOne (formerly 
Prompt Security)

Runtime, MCP 
gateway Prompt Security acquired in 2025

HiddenLayer HiddenLayer Cloud/API Independent
Azure AI security tools Microsoft Cloud (Azure) Part of the Microsoft ecosystem
Noma Security Noma Security Cloud/SaaS Independent (founded 2023)
Robust Intelligence AI 
Firewall

Robust Intelligence (now 
Cisco) Runtime Legacy; part of Cisco AI Defense 

since 2024
3.3. Functional Assessment
Eight  functions  were  derived from the  OWASP Top  10 for  LLM Applications  [3]  and

MITRE ATLAS [4]: F1, real-time monitoring; F2, prompt injection detection;  F3, data leakage
prevention (DLP); F4, data and model poisoning protection; F5, AI agent security; F6, red teaming;
F7, SIEM integration; and F8, automatic blocking. Each solution j received an ordinal score xjk ∈
{0, 1, 2} for each function k (0, absent; 1, partially implemented; 2, fully implemented). The scores
were  assigned  jointly  by  the  authors  based  on  public  product  documentation,  datasheets  and
technical blogs available in September 2026 [8–11,33–36].
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3.4. Weighted Scoring Model
Because the functions are not equally important for operational protection, a weighted score

was computed for each solution as follows:

where x̃jk is the score aggregated into seven criteria and w_k are the criterion weights, which
sum to one. The weights were set as follows: attack detection, 0.25 (mean of F2 and F4); real-time
monitoring, 0.20 (F1); data protection,  0.15 (F3); AI agent security, 0.15 (F5); model assurance
through  red  teaming,  0.10  (F6);  integration,  0.10  (F7);  and  automated  response,  0.05  (F8).
Detection and monitoring received the largest weights because the speed of identifying an attack
largely determines the practical value of a product. The market-wide coverage of each function was
computed as follows:

where  N = 8 is the number of solutions. To check the robustness of the ranking, it was
recomputed with equal weights, which is equivalent to normalizing the raw sum of scores.

3.5. Architecture Design
The architecture was designed against five requirements derived from the identified gaps

and from SAIF [14]: R1, visibility of all LLM interactions,  including tool calls;  R2, a common
taxonomy for events (OWASP and ATLAS); R3, a transparent and configurable risk score; R4,
graded responses (log, alert or block); and R5, integration with SIEM through standard formats. The
NIST AI RMF functions [12] were used to place each component in the risk management cycle.

4. Results
4.1. Functional Comparison
Table 2 summarizes the functional scores. Prisma AIRS achieved the highest total (14 of 16)

and the highest weighted score (88.75), followed by Cisco AI Defense and Check Point AI Security
(76.25 each). HiddenLayer (73.75), SentinelOne Singularity AI Security and Noma Security (72.50
each) formed the middle group. Microsoft Azure AI security tools scored 55.00, and the legacy
Robust Intelligence AI Firewall scored 41.25. The weighted ranking is shown in Figure 1.

Table 2 – Functional scores of the solutions (0, absent; 1, partial; 2, full), total score
and weighted score  Sj (Equation (1)).  F1, monitoring;  F2, prompt injection; F3, DLP; F4,
data/model  poisoning;  F5,  AI agent security;  F6,  red teaming; F7,  SIEM integration;  F8,
automatic blocking.

Solution F1 F2 F3 F4 F5 F6 F7 F8 Sum Sj

Prisma AIRS 2 2 2 1 2 1 2 2 14 88.75
Cisco AI Defense 2 2 1 1 1 2 2 1 12 76.25
Check Point AI Security 2 2 2 1 1 1 1 2 12 76.25
SentinelOne Singularity 2 2 1 0 2 1 2 1 11 72.50
HiddenLayer 2 1 1 2 2 1 1 1 11 73.75
Azure AI security 1 1 1 1 1 1 2 1 9 55.00
Noma Security 2 1 1 1 2 2 1 1 11 72.50
Robust Intelligence (legacy) 1 2 0 1 0 2 0 1 7 41.25
Coverage Ck, % 87.5 81.2 56.2 50 68.8 68.8 68.8 62.5
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Figure 1 – Weighted coverage scores of the eight AI security solutions (Equation (1)). The lighter
bar denotes a legacy product that is no longer sold separately.

Weighting  changed  the  order  among  solutions  with  equal  raw  totals:  HiddenLayer,
SentinelOne and Noma Security each scored 11 points, but HiddenLayer ranked higher because of
its full coverage of data poisoning, which contributes to the attack detection criterion. With equal
weights,  Prisma  AIRS (87.50)  remained  first,  Cisco  AI  Defense  and Check Point  AI  Security
(75.00) remained second, and the three independent  or recently  acquired solutions were tied at
68.75. The leading positions were therefore stable with respect to the choice of weights.

4.2. Coverage Gaps
Figure  2  shows  the  market-wide  coverage  of  each  function  (Equation  (2)).  Real-time

monitoring (87.5%; fully  implemented in six of eight  solutions)  and prompt injection detection
(81.25%; five of eight) are mature. In contrast, data and model poisoning protection (50.0%) was
fully implemented only by HiddenLayer, and DLP (56.25%) and automatic blocking (62.5%) were
each fully implemented by only two solutions. No solution reached the maximum score for all eight
functions.  Consolidated  platforms  scored  higher  on  SIEM  integration  and  blocking,  whereas
independent vendors scored higher on agent security and red teaming.

Figure 2 – Market-wide coverage of the eight functions (Equation (2)); the numbers in parentheses
show how many solutions fully implement each function.
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4.3. Proposed Architecture: AI Attack Monitor
To address RQ3, AI Attack Monitor is designed as a pipeline of specialized modules rather

than as a monolithic platform (Figure 3). Every module writes normalized events to a shared event
store, so the full chain from interception to decision remains auditable.

Figure 3 – Architecture of AI Attack Monitor. Solid arrows show the processing pipeline; dotted
lines show how events are written to the unified event store.

The AI Security Gateway is deployed as a reverse proxy or as a software development kit
(SDK) between the application and the model provider. It intercepts user prompts, retrieved RAG
context, model responses and agent tool calls and converts them into JSON events containing a
session identifier,  source,  content  hash,  trust  level  and timestamp (R1).  The  Detection Engine
applies  layered  detectors:  deterministic  rules  and allow-lists;  perplexity  and heuristic  filters  for
adversarial suffixes [27]; an LLM-based input and output classifier [29]; canary tokens for hidden
context exposure; and provenance checks for retrieved documents. Each finding is labeled with an
OWASP category and an ATLAS technique (R2), as listed in Table 3.

Table  3  –  Mapping  of  OWASP  Top  10  for  LLM Applications  2026  categories  to
MITRE ATLAS techniques, detection modules of AI Attack Monitor and default severity s.

OWASP 2026 category MITRE ATLAS
technique Detection module s

LLM01 Prompt Injection (direct) AML.T0051.000 Rules, perplexity filter, input classifier 0.8

LLM01 Prompt Injection (indirect) AML.T0051.001 Untrusted-content marking, classifier on 
retrieved context 1.0

LLM01 Jailbreak AML.T0054 Input classifier, session aggregation 0.8
LLM02 Sensitive Information 
Disclosure AML.T0057 Output DLP (patterns, named entities) 0.9

LLM03 Excessive Agency AML.T0053 Tool-call policy engine (privilege g) 1.0
LLM04 Supply Chain AML.T0010 Hooks for model and package scanners 0.9
LLM05 Data and Model Poisoning AML.T0020 Dataset/model integrity hooks 0.9
LLM06 Unbounded Consumption AML.T0029 Rate limits and token budgets 0.5
LLM07 Misinformation — Out of scope (optional grounding check) 0.3

LLM08 Hidden Context Exposure AML.T0056 Canary tokens in system prompts and 
retrieved context 0.7

LLM09 Vector and Embedding 
Weaknesses AML.T0070 RAG source provenance and access checks 0.8

LLM10 Improper Output Handling — Output sanitization rules (HTML, SQL, 
shell) 0.7

The Risk Analyzer computes a risk score for each event (R3):
(3)

where p  [0, 1] is the detector confidence, ∈ s is the severity of the category (Table 3), c ∈
[0, 1] is the criticality of the affected asset, and g  [0, 1] is the privilege level of the agent or tool∈
involved. The  Alert System maps the score to a graded response (R4): events with  R ≥ 70 are
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blocked, events with 40 ≤  R < 70 raise an alert,  and events with lower scores are only logged.
Repeated  low-risk  events  within  one  session  are  aggregated  so  that  a  persistent  jailbreaking
campaign eventually escalates. Alerts are exported to a SIEM in Common Event Format (CEF) or
as JSON webhooks (R5), and the Dashboard displays events, trends by category and an audit trail.

Two examples illustrate the model. First, consider an indirect prompt injection found in a
retrieved document that instructs an e-mail agent to forward data, with p = 0.9, s = 1.0, c = 0.6 and
g = 0.8. This gives  R = 75.6, so the request is blocked. Second, consider a jailbreak attempt in a
public chatbot without tools, with p = 0.7, s = 0.8, c = 0.3 and g = 0. This gives R = 34.3, so the
event is logged and counted toward session escalation.

4.4. Expected Results and Evaluation Plan
A prototype is being developed in Python, with the gateway implemented as an HTTP proxy

compatible with the OpenAI-style chat API. It will be evaluated on public benchmarks: BIPIA for
indirect prompt injection [20], the benchmark of Liu et al. for direct and combined injections [21],
AgentDojo for agent hijacking [7] and HarmBench for jailbreaks [32]. The metrics will be the true
positive rate, false positive rate on benign prompts, F1 score, added latency at the 95th percentile
and mean time to detect. The target values for the prototype are an F1 score of at least 0.85 for
prompt injection, a false positive rate below 5% on benign traffic and an added latency below 150
ms at the 95th percentile for the rule and classifier  layers. These values are design targets, not
measured results.

5. Discussion
The comparison answers RQ1 and RQ2. Basic monitoring and prompt injection detection

are already standard, so competition is shifting toward deeper capabilities. Consolidated platforms
benefit  from the telemetry  and SIEM ecosystems of  their  parent  vendors,  whereas  independent
vendors  innovate  faster  in  agent  security  and  red  teaming.  The  weakest  function,  poisoning
protection,  has a structural  explanation:  training-time poisoning [26] occurs before deployment,
where  a  runtime  gateway  cannot  observe  it.  Such protection  therefore  requires  controls  in  the
supply  chain  and  the  training  pipeline.  AI  Attack  Monitor  covers  this  function  only  partially,
through provenance checks on RAG sources, which address the runtime attack described in [6], and
through hooks for external model scanning tools.

The  main  difference  between  AI  Attack  Monitor  and  the  commercial  solutions  is
transparency  rather  than  detection  accuracy.  Equation  (3)  and  the  mapping  in  Table  3  can  be
inspected, tuned and audited, which supports the Measure and Manage functions of the NIST AI
RMF [12] and simplifies explaining blocking decisions to stakeholders. The modular design also
allows detectors to be replaced as new techniques appear, which matters because adaptive attacks
can evade any single detector [21,28].

This study has several limitations. The scores are based on public documentation rather than
on hands-on testing, so vendor claims may overstate or understate actual capabilities. The ordinal
0–2 scale is coarse, and the weights reflect expert judgment, although the sensitivity check showed
that the leading positions are stable. The market changes rapidly, so the results reflect its state in
September 2026. Finally, the architecture has not yet been evaluated empirically, and the risk score
coefficients will need to be calibrated on benchmark data.

6. Conclusions
This paper compared eight AI security solutions using a standards-derived functional model

and  a  weighted  scoring  model.  Prisma  AIRS  showed  the  broadest  coverage,  and  none  of  the
solutions fully covered all eight functions. Protection against data and model poisoning and data
leakage  prevention  were  the  weakest  functions  across  the  market.  To  address  these  gaps,  we
proposed AI Attack Monitor, a modular pipeline with a unified event schema, OWASP and ATLAS
labeling, a transparent risk score and graded responses integrated with SIEM. Future work includes
completing the prototype,  evaluating it  on the BIPIA, AgentDojo and HarmBench benchmarks,
calibrating the risk coefficients and extending the architecture to model supply chain scanning.
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