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Abstract: Network scanning is the reconnaissance step that precedes most intrusions, yet scans that
are slow, low-volume or distributed across many sources often evade the fixed-threshold detectors used in
practice. This paper evaluates eight open-source scan detection tools against eight functions derived from
MITRE ATT&CK techniques T1046, T1595 and T1018, using an ordinal 02 scale and a weighted scoring
model. Snort 3 obtained the highest weighted score (76.25 of 100), followed by Security Onion (72.50),
while slow-scan detection (31.25% mean coverage) and distributed-scan detection (18.75%) were the
weakest functions. To close these gaps, we propose NSDS, a network scan detection system that combines a
threshold random walk over new destination—port pairs with evidence ageing, a 60 min distinct-failure
counter and a target-centric correlation module, and maps detections to a transparent risk score. In a
simulation of a network with 464 active sources and five scan scenarios (150 runs of 2 h each), NSDS
detected every scan campaign, including slow and distributed scans missed by a fixed-threshold detector and
by host-level TRW, while flagging on average 0.03 benign sources per run, compared with 2.04 and 5.73 for
the baselines. Validation on real traffic remains future work.

Keywords: port scanning; intrusion detection; network reconnaissance; threshold random walk;
distributed scanning; MITRE ATT&CK; risk scoring; network security monitoring

1. Introduction

Network scanning is the systematic probing of address ranges and service ports to discover
live hosts and exposed services. It is usually the first observable stage of an intrusion and has been a
constant feature of Internet traffic for decades [1]. MITRE ATT&CK describes it as Active
Scanning (T1595) during reconnaissance and as Network Service Discovery (T1046) and Remote
System Discovery (T1018) after initial access, when an adversary maps the internal network for
lateral movement [2—4]. Open tools such as Nmap [5], ZMap [6] and Masscan [7] make scanning
cheap and fast: ZMap can probe the entire IPv4 address space on one port in under an hour, and
Internet-wide scanning by researchers and attackers alike is now routine [8].

Detecting reconnaissance early gives defenders time to react before exploitation, and
continuous monitoring is part of the Detect function of the NIST Cybersecurity Framework 2.0 [9].
Intrusion detection and prevention systems (IDPS) are the standard control for this purpose [10].
However, most deployed detectors rely on a simple rule: an alert is raised when one source contacts
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more than N ports or hosts within T seconds [11,12]. Such rules are easy to evade by slowing the
scan down, by spreading it over many source addresses or by randomizing the probe order, and they
also produce false alarms for legitimate hosts that contact many services, such as monitoring and
backup servers [13,14].

Open-source tools remain the main option for small and medium-sized organizations,
university networks and security operations centers (SOCs), including those in Kazakhstan, that
cannot afford commercial network detection and response platforms. These tools differ widely in
the scan types they recognize and in how they respond, and their coverage of evasive scans has not
been compared systematically.

This paper addresses that problem. Its contributions are as follows: (1) a structured
comparison of eight open-source scan detection tools against eight functions derived from MITRE
ATT&CK, combined with a weighted scoring model; (2) the identification of the functions that are
weakly covered by these tools; (3) the architecture of NSDS, a network scan detection system that
combines three complementary detection modules with an explicit risk-scoring model and
ATT&CK-labeled events; and (4) a reproducible simulation study that compares NSDS with a
fixed-threshold detector and the original threshold random walk (TRW) on fast, slow and
distributed scans. Section 2 reviews related work and states the problem, Section 3 describes the
methodology, Section 4 presents the results, Section 5 discusses them, and Section 6 concludes the
paper.

2. Related Work and Problem Statement

2.1. Scanning Techniques and Taxonomies

Scans are commonly classified by their footprint [11,12]. A vertical scan probes many ports
on one host, a horizontal scan (sweep) probes one port across many hosts, and a block scan
combines both. Scanners also differ in probe type (TCP SYN, connect, FIN, NULL, Xmas, UDP
and ICMP), in rate and in coordination: a distributed or coordinated scan splits the target space
among several sources so that each source stays below detection thresholds [14]. Nmap provides
timing templates from TO to T5, and its sneaky template (T1) waits 15 s between probes [5], while
ZMap and Masscan randomize the order of targets [6,7]. In ATT&CK terms, external scanning
maps to T1595, with sub-techniques for scanning IP blocks, vulnerability scanning and wordlist
scanning, whereas internal discovery after a compromise maps to T1046 and T1018 [2—4].
Longitudinal measurements show that scanning traffic is ubiquitous and is concentrated on a small
number of popular services [1,8].

2.2. Scan Detection Methods

The earliest network intrusion detection systems, Snort [15] and Bro (now Zeek) [16],
detected scans by counting distinct destinations or ports per source within a time window. Staniford
et al. proposed SPICE, which scores packets by their anomaly and correlates them over long periods
to find stealthy portscans [13]. Jung et al. reformulated scan detection as a sequential hypothesis
test: Threshold Random Walk (TRW) observes whether the first connection attempt from a remote
source to each new local host succeeds or fails and applies Wald’s sequential probability ratio test
[17] to decide between the hypotheses “benign” and “scanner” [18]. TRW can detect scanners after
as few as four or five attempts, much faster than threshold rules, and was later adapted for
containing scanning worms in hardware [19]. Gates showed that coordinated scans require analysis
from the target’s perspective, by grouping the sources whose probes jointly cover the target space
[14]. Anomaly-based approaches detect scans as changes in the entropy of traffic features [20], and
machine learning models are commonly trained on labeled datasets such as CIC-IDS2017 and
UNSW-NB15, which include port scan traffic [21,22]. However, dataset surveys note that such
benchmarks age quickly and reflect the scanning behavior of their capture period [23].

2.3. Open-Source Detection Tools

In practice, scan detection is delivered by open-source tools. Snort 3 includes a port_scan
inspector that tracks negative responses and connection counts and recognizes port scans, sweeps,
decoy scans and scans of one host by many sources at configurable sensitivity levels [24]. Suricata
has no dedicated scan inspector and relies on signature rules with thresholds [25]. Zeek ships a
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policy script that reports address scans and port scans when a source accumulates failed connections
to many hosts or ports within a configurable interval [26]. PSAD analyzes iptables log messages,
assigns danger levels to scanning sources and can block them automatically [27]; scanlogd detects
scans with fixed thresholds and logs them to syslog [28]; and PortSentry listens on unused ports and
blocks the hosts that connect to them [29]. Wazuh correlates firewall and IDS logs with rules and
can respond actively [30], while Security Onion integrates Suricata and Zeek with dashboards for
analysts [31]. The scan detection capabilities of these tools are documented separately and are
rarely compared.

2.4. Problem Statement

We found no lightweight open design that (a) detects fast, slow and distributed scans with
one consistent model, (b) remains silent for legitimate high-fan-out hosts without manual allow-
lists, (c) prioritizes detections with a transparent risk score, and (d) labels and exports them in a
form usable by existing SIEM/SOC tools. This study therefore addresses three research questions:
RQ1—to what extent do current open-source tools cover the core scan detection functions; RQ2—
which functions are least covered; and RQ3—can a combination of sequential testing, long-window
counting and target-centric correlation detect slow and distributed scans without increasing the
number of false alarms?

3. Materials and Methods

3.1. Research Design

The study consisted of four stages: (i) selection of open-source scan detection tools; (ii)
functional assessment and weighted scoring of the selected tools; (iii) design of the proposed
system, NSDS, based on the gaps identified in stage (ii); and (iv) evaluation of NSDS against two
baseline detectors in a controlled simulation.

3.2. Selection of Tools

A tool was included if (1) it is open source, (2) its documentation describes scan detection
explicitly, and (3) the resulting sample covers packet-based sensors, log-based detectors and
integrated monitoring platforms. Eight tools met these criteria (Table 1). PortSentry is no longer
developed but was retained as a reference point for host-based detection with automatic blocking.

Table 1. Open-source scan detection tools selected for the comparative analysis (based
on public documentation).

Tool Developer Detection approach Status
Snort 3 Cisco Talos Packet Inspection; port_scan Active
nspector
. Packet inspection; signature .
Suricata OISF rules with thresholds Active
Zeek Zeek Project Copnectlon logs; scan policy Active
script
PSAD M. Rash (cipherdyne) Analysis of iptables logs; Open source
danger levels
Packet capture; fixed
scanlogd Openwall thresholds Open source
Log correlation rules; active .
Wazuh Wazuh Active
response
. . Security Onion Platform: Suricata, Zeek and .
Security Onion Solutions dashboards Active
PortSentr Psionic Software Listener on unused ports; Legac
y blocking gacy

3.3. Functional Assessment

Eight functions were derived from the scan types described in Section 2.1 and from
ATT&CK techniques T1046, T1595 and T1018 [2—4]: F1, real-time detection; F2, vertical scan
detection; F3, horizontal sweep detection; F4, slow (low-rate) scan detection; F5, distributed or
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decoy scan detection; F6, automatic response (blocking); F7, SIEM integration and structured
export; and F8, visualization. Each tool j received an ordinal score x; € {0, 1, 2} for each function
k (0, absent; 1, partially implemented or requires custom rules; 2, fully implemented out of the box).
The scores were assigned jointly by the authors based on the official documentation available in
November 2026 [24-31].

3.4. Weighted Scoring Model

Because evasive scans are the main weakness of practical detectors, the functions were
grouped into six criteria with unequal weights, and a weighted score was computed for each tool as
follows:

(1)

where X;. is the mean score of tool j over the functions in criterion ¢, and w, are the criterion
weights, which sum to one. The weights were set as follows: evasive scan detection, 0.25 (mean of
F4 and F5); basic scan-type coverage, 0.20 (mean of F2 and F3); real-time detection, 0.15 (F1);
automatic response, 0.15 (F6); SIEM integration, 0.15 (F7); and visualization, 0.10 (F8). The
coverage of each function across the tools was computed as follows:

@)

where N = 8 is the number of tools. To check the robustness of the ranking, it was
recomputed with equal weights for the eight functions, which is equivalent to normalizing the raw
sum of scores.

3.5. Detection Model of NSDS

NSDS processes connection events e = (t, src, dst, port, outcome), where the outcome is a
success if the target answered (for example, with SYN-ACK for TCP) and a failure otherwise (RST,
ICMP unreachable or timeout). Only events whose destination lies in the protected address space
are analyzed, following [18]. The Detection Engine combines three modules.

Module A applies a threshold random walk to the first contact of each source with every
new destination—port pair, rather than with every new host as in the original TRW [18]. For each
source, the log-likelihood ratio is updated as follows:

3

where Y, = 1 denotes a failed first contact, P(Y,=1|Ho)=1—-6oand P(Y,=1|Hy) =1 - 06;,
and 6, = 0.8 and 6; = 0.2 are the probabilities that a first contact succeeds for a benign source and
for a scanner, respectively. A source is declared a scanner when A, > In(Pp/Pr), with Pp = 0.99 and
Pr=0.01; when A, < In((1 — Pp)/(1 — Pp)), it is declared benign so far and A, is reset to zero. The
factor 27", applied only to positive values of A, ages the accumulated evidence with a half-life T =
10 min, so that sporadic connection errors spread over hours do not add up. Working with pairs
instead of hosts makes the test sensitive to vertical scans, which the host-level TRW cannot see
because they involve a single destination.

Module B counts the distinct destination—port pairs with failed first contacts per source in a
sliding 60 min window and raises an alert at 20 pairs; it catches slow scans whose probes are spaced
too widely for Module A. Module C aggregates failed probes per destination in a 5 min window.
When at least 30 distinct ports of one destination fail from at least three sources, every source that
contributed two or more of these ports is attributed to a coordinated campaign. This module targets
distributed scans in which each source sends too few probes to be detected on its own [14].

3.6. Simulation Setup

The detectors were evaluated in a discrete-event simulation written in Python. The simulated
organization had a server segment of 64 addresses (40 live servers with ports 22, 80, 443, 445, 3389
or 3306 open in different combinations), 60 workstations, a public web server, a monitoring server
that polls 20 servers on three ports every minute, a backup server that opens SSH sessions to 30
servers every 15 min, two misconfigured clients that retry a dead service every 5 s, and 400 external
web clients. Each workstation connected to eight preferred servers on average every 8 s, and 0—
0.4% of its connections went to wrong hosts or closed ports. One scan campaign was injected into
each 2 h trace: S1, a fast vertical scan of 1000 ports at 200 probes/s; S2, a fast horizontal sweep of
port 445 over 254 addresses at 50 probes/s; S3, a slow vertical scan of the 100 most common ports
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with 15 s between probes, as in the Nmap T1 template [5]; S4, a slow horizontal sweep of ports 22
and 3389 over the server segment with 20 s between probes; and S5, a distributed low-volume scan
in which 50 sources each sent three probes to one server within 10 min. Each scenario was repeated
30 times with different random seeds, which gave 150 traces with about 50,500 analyzed events
each.

NSDS was compared with two baselines: a fixed-threshold detector (THR), which raises an
alert when a source contacts at least 15 distinct destination—port pairs within 60 s and approximates
the counting logic of classic tools [15,28], and the original host-level TRW with the parameters
given above and without ageing [18]. The metrics were the detection rate (the share of runs in
which at least one scanning source was flagged), the detection delay (the number of scan probes
sent before the first alert), the share of scanning sources attributed to the campaign in S5 and the
number of benign sources flagged per run.

4. Results

4.1. Functional Comparison

Table 2 summarizes the functional scores. Snort 3 achieved the highest weighted score
(76.25), followed by Security Onion (72.50); both tools reached 12 of 16 points. PSAD, Wazuh and
Zeek formed the middle group (63.75 each), Suricata scored 47.50, the legacy PortSentry scored
42.50 and scanlogd scored 32.50. The weighted ranking is shown in Figure 1.

Table 2. Functional scores of the tools (0, absent; 1, partial; 2, full), total score and
weighted score S; (Equation (1)). F1, real-time detection; F2, vertical scan; F3, horizontal
sweep; F4, slow scan; F5, distributed scan; F6, automatic response; F7, SIEM integration; F8,
visualization.

Tool F1 F2 F3 F4 F5 F6 F7 F8 Sum S;
Snort 3 2 2 2 1 2 1 2 0 12 76.25
Security Onion 2 2 2 1 1 0 2 2 12 72.50
PSAD 2 2 1 1 0 2 1 1 10 63.75
Wazuh 1 1 1 1 0 2 2 2 10 63.75
Zeek 2 2 2 1 0 1 2 0 10 63.75
Suricata 2 1 1 0 0 1 2 0 47.50
PortSentry (legacy) 2 1 0 0 0 2 1 0 42.50
scanlogd 2 2 0 0 0 0 1 0 32.50
Coverage Ci, % 93.75 | 81.25 | 56.25 | 31.25 | 18.75 | 56.25 | 81.25 | 31.25
Snort 3 76.25
Security Onion 72.50
PSAD
Wazuh
Zeek
Suricata
PortSentry (legacy)
scanlogd
0 2IO 4I0 6IO 8IO 160

Weighted coverage score (0-100)

Figure 1. Weighted coverage scores of the eight scan detection tools (Equation (1)). The lighter bar
denotes a legacy tool that is no longer developed.

Weighting separated the two leaders, which had equal raw totals: Snort 3 ranked first
because it fully covers distributed and decoy scans, which contribute to the most heavily weighted
criterion, whereas Security Onion earns its points from visualization but has no automatic response.
With equal weights, Snort 3 and Security Onion were tied (75.00), PSAD, Wazuh and Zeek were
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tied at 62.50, and the order of the remaining tools did not change. The leading group was therefore
stable with respect to the choice of weights.

4.2. Coverage Gaps

Figure 2 shows the coverage of each function across the tools (Equation (2)). Real-time
detection (93.75%; fully implemented in seven of eight tools), vertical scan detection (81.25%) and
SIEM integration (81.25%) are mature. In contrast, slow-scan detection (31.25%) was not fully
implemented by any tool, because all of them rely on fixed time windows that a patient scanner can
outlast, and distributed-scan detection (18.75%) was fully implemented only by Snort 3. Horizontal
sweep detection (56.25%) and automatic response (56.25%) were fully covered by three tools each,
and visualization (31.25%) only by the two platforms. No tool reached the maximum score for all
eight functions.

Real-time detection 93.75% (full: 7/8)

SIEM integration 81.25% (full: 5/8)

Vertical port scan 81.25% (full: 5/8)

Automatic response 56.25% (full: 3/8)

Horizontal sweep 56.25% (full: 3/8)

Visualization 31.25% (full: 2/8)

Slow (low-rate) scan 31.25% (full: 0/8)

Distributed scan 18.75% (full: 1/8)

T T T T

0 20 40 60 80 100
Mean coverage across the eight tools, % of maximum

Figure 2. Coverage of the eight functions across the tools (Equation (2)); the numbers in
parentheses show how many tools fully implement each function.
4.3. Proposed Architecture: NSDS
To address RQ3, NSDS is designed as a pipeline of specialized modules rather than as a
monolithic sensor (Figure 3). Every module writes normalized events to a shared event store, so the
chain from observation to decision remains auditable.

Traffic Event Detection Risk Response
sources Normalizer Engine i Analyzer Module [* Dashboard
TAP/SPAN, connection events TRW-pair, risk score R, log / alert / block, scanners, targets,
NetFlow/IPFIX, (src, dst, port, slow-scan and Eq. (4) SIEM export campaigns
firewall logs state) target modules
[ Unified event store (normalized JSON events, MITRE ATT&CK T1046/T1595/T1018 labels) ]

Figure 3. Architecture of NSDS. Solid arrows show the processing pipeline; dotted lines show how
events are written to the unified event store.

The Traffic sources layer accepts packet data from a network TAP or SPAN port, flow
records exported via IPFIX [32] and firewall logs. The Event Normalizer converts them into
connection events with a source, destination, port, protocol, outcome and timestamp. The Detection
Engine runs Modules A—C (Section 3.5) and, optionally, signature rules for probe types such as
FIN, NULL and Xmas scans. Each finding is labeled with a scan type and an ATT&CK technique,
as listed in Table 3.
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Table 3. Mapping of scan types to MITRE ATT&CK techniques, detection modules of
NSDS and default severity s.

Scan type ATT&.ICK Detection module s
technique
Vertical port scan T1046 Module A (TRW over pairs) 0.6
Horizontal sweep (external) |T1595.001 Module A 0.7
Host discovery inside the | 1. 1 Module A, ICMP echo counter | 0.7
network
T1046, S
Slow (low-rate) scan T1595 001 Module B (60 min window) 0.8
Distributed or decoy scan T1595.001 Module C (target-centric) 0.9
Stealth probes (FIN, NULL, T1046 Signature rules 0.8
Xmas)
UDP scan T1046 Module A on ICMP port 06
unreachable
Vulnerability scanning T1595.002 Signature rules, HTTP error rate | 0.8
Wordlist scanning (web T1595.003  |HTTP 404 rate per source 0.6
content)
The Risk Analyzer computes a risk score for each detection:
4

where p € [0, 1] is the confidence of the module (0.99 for Module A, given Pp; 0.80 for
Module B; 0.85 for Module C), s is the severity of the scan type (Table 3), ¢ € [0, 1] is the
criticality of the scanned asset, and o = min(1, ne../5) is the reconnaissance success, where ngpen is
the number of open services that the source has discovered. The Response Module maps the score
to a graded response: sources with R > 70 are blocked through the firewall API for a configurable
period, sources with 40 < R < 70 raise an alert, and sources with lower scores are only logged.
Alerts are exported to a SIEM as syslog messages [33] or as JSON, and the Dashboard displays
scanners, scanned assets and coordinated campaigns.

Two examples illustrate the model. First, consider the slow vertical scan S3 against a
database server, detected by Module A with p =0.99, s = 0.8, ¢ = 0.9 and four discovered services
(o = 0.8). This gives R = 82.17, so the source is blocked. Second, consider a fast sweep of port 445
over a workstation segment, with p = 0.99, s = 0.7, ¢ = 0.3 and at least five responding hosts (o0 =
1.0). This gives R = 63.36, so an alert is raised for an analyst.

4.4. Simulation Results

Table 4 and Figure 4 summarize the simulation. NSDS detected the scan in all 150 runs. The
fixed-threshold detector detected only the two fast scans, S1 and S2, after 15 probes, and missed
every slow and distributed scan, because none of them exceeded 15 targets per minute from one
source. The host-level TRW detected the horizontal scans S2 and S4 but missed the vertical scans
S1 and S3, which involve a single destination host, and the distributed scan S5, in which each
source made only three probes. NSDS detected S1-S3 after four probes, the minimum number of
consecutive failures needed to cross the upper TRW threshold, and S4 after a median of 11 probes
(200 s), slightly earlier than the host-level TRW (12 probes). The distributed scan S5 was detected
by Module C after a median of 34 probes (136 s), and on average 97.1% of the 50 participating
sources were attributed to the campaign.

Table 4. Simulation results over 30 runs per scenario: detection rate, % of runs, with
the median detection delay in probes in parentheses. The last row gives the mean number of
benign sources flagged per 2 h run.

Scenario Probes THR TRW NSDS
S1, fast vertical scan 1000 100 (15) 0() 100 (4)
S2, fast horizontal sweep 254 100 (15) 100 (4) 100 (4)
S3, slow vertical scan 100 0(-) 0() 100 (4)
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Scenario Probes THR TRW NSDS
S4, slow horizontal sweep 128 0(-) 100 (12) 100 (11)
S5, distributed low-volume scan 150 00> 0() 100 (34)
False alarms per run - 2.04 5.73 0.03
Fixed threshold ~ W TRW (hosts) Bl Proposed NSDS
] 100 100 100 100 100 100 100
§ 100 A
=
2 80 A
>
-g 60 -
§ 404
8
T 201
o]
0 0 00 0 00
S1 fast S2 fast S3 slow S4 slow S5 distributed
vertical horizontal vertical horizontal low-volume

Figure 4. Detection rate of the three detectors in the five scan scenarios (30 runs per scenario).

False alarms differed more than detection rates. The threshold detector flagged the
monitoring and backup servers in every run (2.04 benign sources per run on average), because
legitimate polling of many services is indistinguishable from a fast scan when only targets are
counted. The host-level TRW flagged 5.73 workstations per run on average, because a few failed
connections to wrong hosts, accumulated over two hours, eventually crossed the upper threshold.
NSDS raised false alarms in only 4 of 150 runs (0.03 benign sources per run): the monitoring and
backup servers were never flagged because their first contacts succeed, and evidence ageing
prevented sporadic errors from accumulating. The Python prototype processed about 0.55 million
events per second on one core of a 2.1 GHz Intel Xeon processor, which is sufficient for flow-level
monitoring of a medium-sized network.

5. Discussion

The comparison answers RQ1 and RQ2. Fast vertical scans are detected by almost every
tool, so the practical differences lie in evasive scans, automatic response and integration. Slow and
distributed scans are the weakest functions because counting within a fixed window involves an
inherent trade-off: a longer window catches slower scans but also accumulates more legitimate
activity, and per-source counting cannot see a campaign that is split across sources [12,14]. Packet-
based sensors such as Snort 3 and Zeek scored higher on detection, whereas log-based tools such as
PSAD and Wazuh scored higher on automatic response.

The simulation answers RQ3. Sequential testing over destination—port pairs removes the
blind spot of the host-level TRW for vertical scans and keeps its key property: the decision depends
on the ratio of failed to successful first contacts rather than on the probe rate, so a scan slowed to
one probe every 15 s is detected after as few probes as a fast one [18]. Evidence ageing and the
separation of failures from successes keep legitimate high-fan-out hosts silent without manual
allow-lists. Target-centric correlation is necessary for low-volume distributed scans, which no per-
source method can detect. The main difference between NSDS and the evaluated tools is therefore
not a single better algorithm but the combination of complementary modules with a transparent risk
score that can be inspected, tuned and explained to SOC analysts.

This study has several limitations. The tool scores are based on documentation rather than
on hands-on testing, the ordinal 0-2 scale is coarse, and the weights reflect the authors’ judgment,
although the sensitivity check showed that the leading group was stable. The detectors were
evaluated on synthetic traffic generated by a simple model, which cannot reproduce the diversity of
real networks; for example, peer-to-peer applications, scanners operated by administrators and hosts
behind network address translation would require allow-lists or additional context. An adversary
who spaces probes several minutes apart or interleaves successful connections to new services can
still evade Modules A and B, and Module C needs at least three sources and 30 ports per target
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within its window. The parameters were not optimized, and results on real traffic, such as the port
scan sessions of CIC-IDS2017 [21], may differ.

6. Conclusions

This paper compared eight open-source network scan detection tools using an ATT&CK-
derived functional model and a weighted scoring model. Snort 3 showed the broadest coverage,
none of the tools fully covered all eight functions, and slow-scan and distributed-scan detection
were the weakest functions. To address these gaps, we proposed NSDS, which combines a
threshold random walk over destination—port pairs with evidence ageing, a long-window failure
counter and target-centric correlation, and maps detections to a transparent risk score with graded
responses and SIEM export. In a simulation of 150 traces, NSDS detected all fast, slow and
distributed scans with a median delay of 4 to 34 probes and almost no false alarms, whereas a fixed-
threshold detector and the host-level TRW each missed three of the five scenarios. Future work
includes validating NSDS on public datasets and real network traffic, implementing it as a Zeek or
Suricata extension and tuning its parameters automatically.
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The following abbreviations are used in this manuscript:
ATT&CK Adversarial Tactics, Techniques and Common Knowledge
CSF Cybersecurity Framework
IDPS Intrusion detection and prevention system
IPFIX IP Flow Information Export
NIST National Institute of Standards and Technology
NSDS Network scan detection system
SIEM Security information and event management
SOC Security operations center
SPAN Switched port analyzer
TAP Test access point
TRW Threshold random walk
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